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Abstract— Safety standards define development processes by
indicating the set of partially ordered tasks that have to be
executed to achieve acceptably safe systems. Process
compliance constitutes a fundamental ingredient in safety
argumentation for certification purposes. Certification is a
very expensive, time-consuming and quality demanding
activity. To increase quality and reduce time and cost, reuse-
based approaches are being investigated. In this paper, we
adopt process line approach in the framework of safety
processes. This means that we treat a family of processes as a
product line, and we identify commonalities and variabilities
between them. The resulting information guides developers in
reusing parts of the process, the system and safety case, e.g.
which parts to make more generic, isolating changes in others
to avoid ripple effects etc..
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1. INTRODUCTION

In some application domains, safety critical systems must
be certified. To achieve the “certified” stamp, a system has to
be shown to be acceptably safe. The proof is provided
through a structured argument that links evidence with
claims. This structured argument is known as safety case. A
safety case is expected to include two types of arguments:
process and product-based arguments. The first type is
devoted to show that a product has been developed in
compliance with the process defined in the domain-specific
standard. The second type is devoted to show that the
product satisfies the safety requirements derived during the
hazards analysis. Producing a safety case is a very expensive,
time consuming and safety-critical activity. To reduce time
and cost as well as to increase quality, it would be beneficial
to have at disposal systematic reuse-based approaches
allowing for avoidance of wheel reinvention in terms of
system development and certification efforts. Similarly, to
increase the confidence of safety cases, it would beneficial to
have at disposal a means of evaluating and comparing safety
standards to show, for instance, that one type of regulation is
better than another one [6]. Clearly, this comparison for
quality evaluation purposes would make sense in the case of
multiple standards for a single application domain as well as
in the case of different versions of a single standard related
to a single application domain.
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Safety standards define the processes that must be
followed to develop safety critical systems. Thus compliance
with standards is used to formulate process-based arguments
in safety cases. Different standards exist. Their diversity is
aimed at providing more appropriate norms with respect to
the application domain that they target. In some cases,
however, a system can be integrated as a sub-system in
different domains (namely railway and automotive) and thus,
to be able to reuse, it is important to understand if what is
mandatory in the railway domain is also mandatory in the
automotive domain. Comparison is not only required
between standards. Besides inter-standards comparison,
intra-standard comparison is fundamental whenever a new
product is introduced with slightly different safety
requirements as well as whenever a new version of the
standard is introduced. To perform these comparisons, since
no efficient approach is currently available, a careful reading
of the standards is required each time a cross-domain or
intra-domain comparison is needed. This continuous re-
inventing of the wheel is time consuming, expensive and
error-prone  since it provides room for different
interpretations. Systematic approaches enabling reuse and
comparison are needed.

In the framework of the ARTEMIS EU SafeCer project
[1], reuse-based approaches are being investigated. In
particular, within this project, we are interested in exploring
the possibility to adopt and integrate a product line approach
on three dimensions: development processes, systems
development, safety cases. This 3-dimension integrated
approach, SCPPL (Safety-centred Case, Product, Process
Line), would represent the extension of the current 2-
dimension integration called SPPL (Software Product and
Process Line), which was presented in [16]. SCPPL is
justified by observing that the product goals (reified through
functionalities) are achieved as a function of executing some
process under certain project characteristics. The product
goals (including safety goals) are certified as a function of
examining some safety case.

In this paper, we focus on the exploration of a process
line approach in the context of safety. By analysing rather
deeply two standards, namely 1SO26262 [4] and EN50126
[5], we observe several similarities. Since they both stem
from a third standard, namely IEC61508 [3], the presence of
several similarities is not surprising, it is instead a clear
witness of their common root. Since these standards are part
of a family, to enable reuse and comparison, we propose to
treat the processes that they define as a process line. For sake
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of precision, it should be said that the notion of ecosystem
[15] of processes could also be envisaged since the family of
processes expands outside the boundary of a single
organization/domain.

Besides motivating the benefits of a process line
approach, in this paper, we focus on a specific phase and we
identify a phase line, by pointing out its reuse and
comparison possibilities. Then we model it by using the
current best practices in the process line community and we
discuss advantages and disadvantages of these practices with
respect to our purposes.

The rest of the paper is organized as follows. In Section
II, we provide essential background information. In Section
IIT we present the proposed reuse-based approach, by
focusing on a specific phase. In Section IV, we discuss
advantages and disadvantages with respect to the modelling
languages as well as current limitations of our work. In
Section V we discuss related work. Finally, in Section VI we
present some concluding remarks and future work.

IL.

In this section, we present the background information on
which we base our work. In particular, in Section I.A we
provide essential information concerning two safety
standards. In Section II.B, we give an idea of the burden that
characterizes a certification process. In Section II.C, we
briefly recall the definition, benefits and development
process of a process line. Finally, in Section II.D we recall
the modelling approaches that are currently at disposal and
we focus on domain-specific approaches.

BACKGROUND

A. Safety standards

In this subsection, we focus on two safety standards,
namely 1SO026262 and EN50126. The rationale behind the
selection of these two standards is that they are siblings, they
both stem from the same parent standard and thus reuse in
the case of cross-domain certification should be a concrete
possibility. The entire set of standards stemming from
IEC61508 (e.g. IEC61511 which is defined as being process
industry specific) should be considered but for space reasons
and illustration purposes we limit the focus to the couple
constituted of 1SO26262 and EN50126. For each standard,
we provide a brief overview and then we focus on a specific
process phase: the one that involves the item/concept
definition and hazard analysis, named Concept phase
including hazard analysis in Section III.B. For this phase, we
recall the normative and non-normative parts that are
necessary to understand what is presented in Section III.

1S026262 regulates the automotive domain and more
specifically it is intended to be applied to safety-related
systems that include one or more electrical and/or electronic
systems and that are installed in series production passenger
cars with a maximum gross vehicle mass up to 3 500 kg. In
1S026262, the Concept phase consists of the following four
chained normative clauses:

e [tem Definition: the main objective of this clause is
to de-fine and describe the item, its dependencies on
and interaction with the environment and other
items. The expected deliverable is Item definition.
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Initiation of the safety lifecycle: the objectives of
this clause are: to distinguish between a new item
development and a modification to an existing item,
and to define the safety lifecycle activities in case of
modification. The expected deliverables are: Impact
analysis and Safety plan.

Hazard analysis and risk assessment: the objective
of this clause is to identify and to categorise the
hazards that mal-functions in the item can trigger
and to formulate the safety goals related to the
preventions of mitigation of the hazardous events,
in order to avoid unreasonable risk. The expected

deliverables are: Hazard analysis and risk
assessment report, Safety goals, Verification
review.

e Functional safety concept: the objective of this
clause is to derive the functional safety

requirements from the safety goals, and to allocate
them to the preliminary architectural elements of
the item, or to external measures. The expected
deliverables are: Functional safety concept and
Verification report of the Functional safety concept.

Each of these clauses consists of a number of tasks that
need to be performed in a specific order.

In this subsection, we focus on the Hazard analysis and
risk assessment clause and we detail its tasks, deliverables
(work-products), and guidelines. The Hazard analysis and
risk assessment clause includes:

o Tasks (normative):

1. Initiation of Hazard analysis and Risk assessment,

2. Situation analysis,

3. Hazard identification,

4. Hazard classification,

5. Automotive Safety Integrity Levels determination,

6. Determination of Safety goals, and

7. Verification of Hazard analysis, risk assessment, and
safety goals.
o Deliverables (normative):
Hazard analysis and risk assessment report
(output of tasks 1-5),
Safety goals (output of task 6)
Verification of hazard analysis and risk
assessment and safety goals (output of task 7).

For some of these tasks the standard provides guidelines
(which can be normative or non-normative) on how they can
and should be executed. In the case of Hazard identification,
several techniques for systematic hazard identification have
been suggested e.g. brainstorming, checklists, quality
history, FMEA (Failure Mode and Effects Analysis) and
field studies.

ENS50126 regulates the railway domain, and more
specifically it is intended to be applied in the area of
signalling and control. EN50126 is a European standard
provided by the European Committee for Electrotechnical
standardization (CENELEC). It defines a process to manage
Reliability, Availability, Maintainability and Safety (RAMS)
in the railway sector. This process is constituted of fourteen



normative phases. In this paper, we focus on the first three
phases, which are:

e Concept Phase: the objective of this phase is to
develop a sufficient level of understanding of the
system. The expected deliverables are: verification
report and management structure adequate to
implement the RAMS requirements of the
subsequent phases in the lifecycle.

System Definition and Application Conditions
Phase: the objective of this phase is to define the
mission profile, boundary of the system and the
scope of system hazard analysis. Moreover, this
phase must establish the application conditions,
RAMS policy, and safety plan for the sys-tem. The
expected deliverables are: verification report,
RAMS policy for the system and the safety plan.
Risk Analysis Phase: the objective of this phase is
multi-fold: 1)  empirically or  creatively
identification of the hazards associated with the
system and the events leading to them; 2)
estimation of the risk associated with the hazards;
3) development of a process for risk management.
The expected deliverables are: Hazard log and
verification report.

In this subsection, we focus on the Risk analysis phase
and we detail its tasks and deliverables:

o Tasks (normative):

1. Hazard identification,
2. Hazard classification,
3. Risk evaluation,
4. Determination and classification of acceptability
of the risk,
5. Establishing the Hazard Log,
6. Assessment of all tasks in the phase.
Deliverables (normative):

e Hazard log (output of task 5),

Verification report (output of task 6).

To help achieving the above mentioned objective of Risk
Analysis Phase, the standard provides guidelines [20] in
terms of methods to be used to identify hazards either
empirically (e.g. checklists, structured walkthrough, FMEA,
and Task Analysis for man-machine interfaces) or creatively,
e.g. brainstorming and - HAZard and OPerability Studies
(HAZOP).

B. Certification burden

As presented in Subsection IILA, standards provide
normative as well as non-normative parts. All these parts
written in natural language are often rather abstract and in
some cases even unclear. Thus, interpretation, adaptation
with respect to the systems to be developed as well as with
respect to the organizational needs and refinement are
fundamental steps to be performed to achieve a well-defined
development process from the standard description. In the
case of cross-domain certification, it is also necessary to
identify the similarities and the differences that exist between
the standards. This requires the provision of terminological
mappings. An additional aspect that contributes in making
the certification a real burden is the evolving nature of

o
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standards. Each time a new version is published, changes
must be identified.

Even though usually standards like EN50126 have a life
that is counted in decades (typically 2), and evolution is
quite slow, it must be noted that the last few years have seen
the emergence of 1SO26262 and the issuing of a major
revision of EN50126 (as well as, in the avionics domain, the
issuing of DO178C [28]). This means that in the coming
years industry will face the problem of introducing the new
standards, running in parallel projects along the old and new
standards, adding therefore interest to reuse-based
approaches.

In the literature, efforts aimed at contributing to cross-
domain standards comparison [12, 17] are available. Efforts
aimed at contributing to intra-standard cross-version
comparison [19] are also available. Despite these efforts,
since they are mainly provided in natural language, they do
not offer an effective and efficient solution. Due to the
absence of systematic approaches in the context of the safety
community, the actors (stakeholders) involved (systems
producers as well as systems certifiers) waste time and
money since they have to re-invent the wheel each time.
Moreover, the risk of failure is higher.

C. Process lines

A process identifies a structure that is imposed on the
development of a system. More precisely, a process can be
defined as a set of partially ordered tasks that have to be
executed to develop systems. To tasks, can be associated
work-products (which comprise artifacts, deliverables and
outcomes), roles, guidelines, templates, tools, etc. Tasks can
be grouped to form an activity and activities in turn can be
grouped to form a phase. A process line [7] is a family of
highly related processes that are built from a set of core
process assets in a pre-established fashion.

Comparisons among processes characterize the main
activity in a process line development approach, more
specifically during the domain engineering phase. Through
comparisons, it is possible to retrieve common core assets
(commonalities), which represent the family identifiers and
variable assets (variabilities), which are assets that present
the ability to be changed. Variable assets include: 1)
optionality; 2) alternatives (exclusive or, i.d. only one variant
can be selected). As stated in [23] for product lines, to
characterize variability in more detail, it is useful to answer
the following questions: "What varies?" and "How does it
vary?". These questions are fundamental also for process
lines as surveyed in [26]. The answers to these questions lead
to the definitions of variability subject and variability object,
which are recalled here:

a variability subject is a variable item of the real
world or a variable property of such an item (e.g.
hazard analysis technique);

a variability object is a particular instance of a
variability subject (e.g. FMEA, HAZOP, etc).

A variation point is a representation of a variability
subject. A variant is a representation of a variability object.

Common core assets imply reusable assets, while
variable assets imply process evolution. Once the core assets



are defined, process tailoring can take place. Each process in
the process line can be derived by taking advantage of all the
assets in the process line. More specifically, a desired
process can be derived by performing two steps: 1) selection
of all the commonalities plus the desired variants at variation
points; 2) composition of what was previously selected.

To achieve a beneficial process line that will pay off the
initial cost, a three-step development process [13] should be
followed. First of all a sound scoping must be performed.
The scoping is necessary to define the boundary that ensures
commonalities maximization and minimization of ad-hoc
variabilities. After scoping, it is time to identify
commonalities and variabilities and then, finally, the process
line can be architected by creating a process reference
architecture, i.e. a process model that contains all generic
process assets and a decision model governing which assets
to put together under which circumstances, forming a
specific process instance.

D. Process lines modelling

To model a process-line, three different types of
approaches have been investigating so far (see [24] and
[25]): product line-oriented, domain-specific (processes-
specific) and hybrid approaches. To the first type, belong for
instance feature diagrams and all its variants. To the second
type belong SPEM 2.0 and vSPEM. Finally, to the third type
belongs a combination of the first two. An effective
modelling approach for process lines is not yet at disposal. In
our work, since we believe that they better suit the needs of
process engineers, we focus on domain-specific approaches
and we recall essential modelling constructs, necessary to
understand the models presented in Section III.

SPEM (Software Process Engineering Meta-model)
2.0 [8] is the OMG's standard for software process
modelling. SPEM 2.0 offers static as well as dynamic
modelling capabilities, the latter achieved by including links
to other modelling languages (e.g. UML activity diagrams
and state machines). Static modeling elements are at disposal
to model the structure of a process, more precisely its
reusable content (e.g. phases, activities, tasks, etc.) and how
this content is statically related (e.g. work breakdown
structure). In addition to the static modeling elements,
SPEM2.0 provides the so called in use elements, which
represent proxies for a work definition in the context of
activity diagrams to model the behavior of one specific
process or template of a process.

SPEM 2.0 also offers modelling capabilities to address
process variability. SPEM 2.0 advocates for a single process
model that includes variability [24]. In SPEM 2.0, a process
element (e.g. an activity) can be a variability element and to
it the process engineer can associate separate objects
representing the differences (additions, changes, omissions)
relative to the original (called base). The variability element
has an attribute that characterizes its variability type. The
Variability Type enumeration class defines the different
types of variability, briefly recalled in Table 1. The reader
may refer to [8] for further details.
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Table 1 Variability types in SPEM 2.0

Variability Description
type
na Not assigned
contributes | Provides a way to contribute to attribute
values and association instances of the base,
without altering it. The base is logically
replaced with an augmented variant.
replaces | Defines a replacement of a base. The
replacement consists of either a complete
new variant or a change concerning
fundamental relationships.
extends Provides a kind of inheritance. The variant
has the same properties as the base, but
might override the inherited properties with
its own values.
extends- Combines the effects of extends and
replaces replaces, i.d. only replaces the values that
have been redefined and leaves all other
values of the base unchanged.

In Table 2, we recall some of the SPEM 2.0 graphical
modelling elements that can be interrelated to achieve a
process (line) model. We only recall those elements that we
use in Section III.C.

Table 2 Process modelling elements in SPEM 2.0

Concept Activity | Task Work- Guideline
Language product’
SPEM2.0 | ) = .
|" {5 -] é) 1
E_J |—'=-.; W ey

'In the context of this paper, we focus on a specific class of
work-products. We focus on deliverables, which are work-
products that may be delivered to an internal or external party.

More specifically, the graphical modelling elements
shown in Table 2 are those used to model the process
behaviour. Activities and tasks, for instance, represent the
actions in the activity diagrams used to model the dynamics.

vSPEM [9] is the extension of SPEM 2.0 offering more
effective variability modelling mechanisms. vSPEM focuses
on a separate specification of common and variable process
elements [24]. Modelling effectiveness is increased in a
twofold way: 1) by providing modelling capabilities offering
fundamental constructs (such as variation point and variant)
in accordance with typical product line practices; 2) by
supporting a graphical representation of process variability.
In vSPEM, the variants that can be selected at variation
points are linked to the variation points by using a special
relationship (called canBeOccupied) that indicates that the
variation point must be occupied by a single variant. The
graphical concrete syntax that represents this relationship is
an arrow with a filled circle at the rear tip.

In Table 3, we recall some of the VSPEM graphical
modelling elements that can be interrelated to achieve a



process (line) model. We only recall those elements that we
use in Section III.D.

Table 3 Process modelling elements in vSPEM

Concept Activity | Task Work- Guideline

Language product’

vSPEM

variation C— | '::]' 5
point |_-;:j4 | et " ,‘3‘1
v | v

g = o

III. ENABLING REUSE IN SAFETY CERTIFICATION

In this section we build on the background information
provided in Section II. First of all we motivate the benefits of
adopting a process line approach in the context of safety
standards. Then, we concentrate on a single phase and we
identify a phase line and then we model it by using two
different modelling languages. Finally, we show the reuse
capabilities by deriving the two phases that are part of the
phase line.

A.  Safety-oriented process li ne: benefits

From the adoption of a process line approach, significant
benefits can be derived: cost and time reduction as well as
quality increase. These benefits are made possible thanks to
the reuse possibilities that inherently characterize this
approach. Process commonalities, indeed, represent clearly
reusable process elements in safety-critical systems
development. These commonalities also represent the source
for reusable process-based arguments.

Besides reuse, qualitative comparison is also enabled
since safety-critical variabilities become evident. A standard,
for instance, may require/suggest the usage of a particular
hazards analysis technique that better allows for hazards
identification. To achieve these benefits, it is fundamental to
understand what can vary between safety processes and
what, instead, remains unchanged (common). At a first
glance, processes defined in different standards seem to
exhibit only variabilities. Terminological differences
constitute a barrier to a straightforward identification of
commonalities. Moreover, as mentioned in Section II.C,
phases are constituted of a set of activities, which in turn are
constituted of a set of tasks and which in turns are
constituted of a set of steps. Thus, commonalities are
unlikely at the root level of this nested structure. Finally,
from an execution point of view, phase, activities, tasks, etc.
may be performed in a different order. From a pure
syntactical comparison, all these differences may be
interpreted as variabilities. However, to be able to justify a
process line approach we must have more commonalities
than variabilities. To solve this problem, we propose to go
beyond syntactical differences. To do that, we provide the
following definitions, which are helpful to reduce the
variabilities and increase the commonalities:
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Partial commonality: whenever two process elements of the
same type (e.g. two activities) expose at least one common
aspect (e.g. at least a task is equivalent).

Full commonality whenever two process elements of the
same type (e.g. two activities) expose only common aspects
(e.g. all tasks are equivalent).

Moreover, each time two process elements of two
different processes are called in a different way but they
denote they same concept, we propose to consider them as a
commonality. For instance, we interpret the term “clause”
used in ISO-26262 as an activity in the process modelling
domain. Similarly, we also interpret the term phase used in
ENS50126 as an activity.

Finally, in case the order of execution differs between
different processes, we propose to neglect it if the effect on
the work-products is unchanged.

B.  Phase line: towards a process line

To present the adoption of the process line approach in
the context of safety, in this subsection we focus on the
phase named Concept phase, including hazard analysis [10],
which corresponds to the 1SO26262 and EN50126 phases
presented in Section IL.A.

To achieve the process line, we apply the development
process for process lines briefly sketched in Section II.C.
The scoping step is implicitly performed since it is a
consequence of the choice of the two standards. After
scoping, we identify commonalities and variabilities to be
able to define a phase line, a family of phases, from which
standard-specific phases can be derived. To do that, for each
standard, we take the following actions:

identification of activities, tasks, work-products, guide-

lines (fundamental to qualitatively detect which standard

is more effective);

identification of the order in which activities and tasks

should be performed;

identification of the way in which tasks are grouped to

form activities;

identification of the way in which activities are grouped

to form phases.
Then, we compare activities with activities, tasks with
tasks, etc. We also compare the order of execution. From this
comparison, as predicted in Section III.A, we experience that
common aspects are not easy to map due to:
e irrelevant terminological differences;

irrelevant ordering differences;

irrelevant grouping differences.
We overcome terminological differences either by
selecting one of the terms already in use or by introducing an
additional term to cover those already in use. For instance, in
1S0O26262 we have the activity called Item definition which
focuses on the item, and in EN50126 we have the activity
Concept phase which focuses on the system, we conclude
that item and system are irrelevant terminological
differences. Thus we propose to name the activity Concept
definition to cover both.

To overcome irrelevant order and or grouping, we decide
to introduce new activities that regroup tasks in the same



way and order, when necessary. For instance, we introduce
the activity Full System boundary and preliminary hazard
identification corresponding to activity System Definition
and Application Condition in EN50126 and to the first two
tasks in 1SO26262 of the activity Hazards analysis and risk
assessment. Similarly, we decide to consider activities in
different phases when appropriate. For instance, we do not
consider the clause Functional safety concept as an activity
of the phase line Concept phase including hazard analysis.
That clause has to be included in the following phase line.

In Table 4, we focus on one single activity and we
provide the naming conventions that we use in our phase
line. As Table 4 summarizes, in EN50126 the activity starts
with task Hazard identification. In 1SO26262, instead, two
tasks namely Instantiation of Hazard analysis and Risk
assessment, and Situation analysis, are carried out first. To
solve this grouping difference, we consider a new activity,
called Hazard analysis and risk assessment. This new activity
starts with Hazard identification. The ISO 26262 tasks that
represent an irrelevant grouping difference, are considered as
mentioned before at the end of the activity Full System
boundary and preliminary hazard identification.

Then, to identify commonalities, we use the definitions
provided in Section III.LA. For instance, we consider as
partial commonality the task Hazard Classification, which is
con-ducted in a similar way by both standards, as authors in
[17] pointed out. More precisely in [17] authors conclude
that “the various schemes are not fundamentally different,
and could be seen as various instances of a single consistent
scheme”. For instance, we consider a full commonality the
task Hazard Identification.

Table 4 Naming convention at activity/task level

T1: Hazard identification

T2: Hazard Classification

T3: ASIL- risk determination

T4: Determine the safety goal

T5: Determine and classify acceptability of
the risk

T6: Establish a Hazard Log

T7: Phase Verification

T1: Initiation of Hazard analysis and Risk
assessment

T2: Situation analysis

T3: Hazard identification

T4: Hazard classification

T5: ASIL determination,

T6: Determination of Safety goals

T7: Verification of Hazard analysis, risk
assessment and safety goals.

T1: Hazard identification

T2: Hazard classification,

T3: Risk evaluation,

T4: Determination and classification of
acceptability of the risk

T5: Establishing the Hazard Log

T6: Assessment of all tasks in the phase
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C. Phase line in SPEM2.0

In this subsection, we model the phase line Concept
phase including hazard analysis using SPEM2.0. Models are
created by using Eclipse Process Framework (EPF) [21],
which, with respect to our purposes, offers a complete
support for SPEM2.0. To model the notion of partial
commonality in SPEM 2.0 we have three options:
contributes, extends-replaces and extends (see Table 1). In
the framework of our phase line, we use the extends-replaces
relationship. We choose this relationship since it permits
modellers to express the fact that some values are replaced
and other are left unchanged. To model variabilities, we use
the replaces relationship.

Figure 1 shows the phase line, which is constituted of
three common activities and one activity that might be
replaced by an empty activity (optionality).

?

Concept Definition

F__I_;

Full System boundary and preliminary hazard identification

=replaces=>
_—

B

Empty

Intiation of the safety lifecycle

ES

Hazard analysis and risk assessment

Figure 1 Concept phase including hazard analysis in SPEM2.0

Figure 2 details a partial commonality (the Hazard
analysis and risk assessment activity) of the phase line. As
Figure 2 shows, this activity is constituted of one full
commonality, three partial commonalities and three
variabilities (optionality).

For what concerns deliverables and guidelines, variability
cannot be shown graphically in EPF. Separate tables
containing information related to them can be associated to
the model. In Figure 3, for instance, the deliverables of the
activity (line) Hazard analysis and risk assessment are given.



Breakdown Element
Hazard analysis and risk assessment report 1IS026262
Hazard Log EN50126
Safety Goals [S026262
Verification report EN50126
Verification review of hazard and risk analysis and safety goals 15026262

Figure 2 Work-products (deliverables)

3

=%

Hazard identification base

ra

Hazard classsification Base

=<gxtends and replaces>>

L

Hazard classification ISO26262

w}s%

=
Hazard classification ENS0126
l—t;-
ASIL-Risk Determination Base
==extends and replacas/ Wd replaces=>
—
= 3
ASIL determination IS026262 Risk sualuation EN50126
P
Lo
Determine the Safety Goals IS026262

‘l‘_ <<replaces>=
Lo
Determine and classifv acceptability s
of the risk EN50126 —_— L‘-,j,
J’ zereplacess>
empty
==replaces=>
e
Fa
Fhase verification Base

Q‘nds and replaces==

=%

Assessment of all tasks in the phase ENSOM26

Y

Establish a Hazid Log ENSO1 26

<=gxtends and replaces==

B
Hazard analysis, risk assessment and
safety goals verification 1IS026262

®

Figure 3 Hazard analysis and risk assessment in SPEM2.0

D. Phase line in vSPEM

In this subsection, we model the phase line Concept
phase including hazard analysis using vSPEM Models are
created by using StarUML [22]. The change with respect to
the modelling tool is motivated by the fact that EPF does not
support VSPEM. StarUML supports SPEM2.0 and also
offers extension mechanisms which are easy to use and thus
convenient for our exploratory purposes. However, since the
support for SPEM2.0 is not satisfying from a compliance and
completeness point of view, we have preferred EPF than
StarUML for the models in Section III.B. More specifically,
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in Figure 4 we model the same phase-line that is modelled in
Figure 1 and in Figure 5 (available at the end of Section
IIILE), we model the same zoom-into-activity that is
modelled in Figure 2.

In vSPEM, variabilities and partial commonalities are
treated in the same way and they are graphically modelled
thanks to the presence of variation points and variants. The
arrow that relates the variation point with the variant is an
instance of the canBeOccupiedBy relationship.

Full system boundary and preliminary hazard identification

< <optional, if conditions met> >

Tmpact Analysis

Initiation of the safety LifeCycle

b

Hazard and Risk Analysis

®

Figure 4 Concept phase including hazard analysis in vSPEM

E. Phase derivation

In this subsection, we show how the two phases can be
derived and we emphasize the reuse possibilities. To do this,
we limit the discussion to the activity level (see for instance
the SPEM 2.0 model shown in Figure 1). By following the
same steps that we are about to present, the reader can
complete the derivation by zooming into the activity Hazard
analysis and risk assessment.

To derive the ISO 26262 phase from the phase line
shown in Figure 1, we select all the commonalities and
desired variants at variation point. As a result we obtain:

ISO 26262 phase={Concept definition, Full system
boundary and preliminary hazards identification, Initiation
of the safety life-cycle, Hazards and risk analysis)

To derive the EN50126 phase, we behave in the same
way and as a result we obtain:

EN50126 phase={Concept definition, Full system
boundary and preliminary hazards identification, Hazards
and risk analysis)

From a quick comparison of the two above-given sets,
we see that the majority of the activities can be reused (either
fully or partially). Thus in case of cross-domain certification



needs, the effort required can be localized and minimized.
This result definitively encourages the adoption of a process

line approach.

[Hazard techniques and methods]
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Figure 5 Hazard analysis and risk assessment in vSPEM

IV. DISCUSSION

In this subsection, we discuss with respect to variability
and partial commonality modelling the advantages and
disadvantages of SPEM 2.0 and vSPEM. Moreover, we also
point out the limitations of our current work.

In SPEM 2.0, the variability can be expressed by using 5
different relationships as shown in Table 1 (Section I1.D).
These relationships also support us in expressing the notion
of partial commonality. However, as pointed out in [25],
SPEM2.0 lacks graphical modelling support and thus its
understandability is hindered.

vSPEM, instead, is more understandable thanks to its
graphical modelling capabilities. However, it does not sup-
port us to nicely distinguish partial commonality and
variability.

Moreover, in both modelling languages, it is not possible
to clearly model: 1) the inclusive or relationship; 2) cross-
assets constraints. Finally, variability in terms of the process
dynamics is not supported at all. The absence of these
modelling capabilities hinders the achievement of a
successful process line since the processes that can be
derived are not compliant with the expected processes.
Indeed, it might be useful to be able to model the possibility
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of selecting more than one variant at a variation point
(inclusive or) for example in the case of roles.

Similarly, it is fundamental to have at disposal the possibility
to model that the selection of asset X requires/excludes the
selection of asset Y. Finally, process dynamics should be
modelled to avoid rigid process execution.

Currently, our work has limited the attention to activities,
tasks, deliverables and guidelines. To be able to understand
which modelling capabilities are required in the framework
of safety processes, this work must be extended to identify
and better solve the issues involved.

V. RELATED WORKS

The extremely time-consuming and expensive
certification process represents a real burden for industries
especially for those that produce slightly different safety
critical systems (a product line) or systems that must be
compliant to multiple safety standards (ecosystems).
Standards comparison (towards the achievement of reuse-
based approaches) is being investigated. In [29], authors
survey several standards and give useful insights on common
aspects of different safety guidelines. In this work, however,
reuse is not addressed. In [14], authors present a reuse-based
method for tailoring and verifying a software process.
Thanks to its formal underpinnings, this method can be
considered a powerful pioneer of the process line approach.
Authors formally define a process as a tuple constituted of:
1) a finite set of process modules (reusable elements) and 2)
configuration, which represents the modules inter-
connections. To enable process tailoring, a set of useful
operations (including e.g. deletion, addition, splitting) is at
disposal. The process designer can execute these operations
to achieve the desired process model. Syntactic correctness
and type conformance checking are then performed to
statically verify the process.

In [11], authors sketch their research intention towards
the provision of a high-level process model that abstracts
away domain-specific details. According to them, the high-
level process model should contain abstract but common
activities required by the safety standards. This research
intention has been partially reified in [10]. The resulting
high-level process model, however, is not conceived in a
clearly reusable or usable way. This work consists of an
aggregation of the activities required by the standards (more
specifically a juxtaposition of activities, considered to be
conceptually equivalent, is carried out). Our work partially
benefits from this work but introduces a different approach.
Instead of proposing a single high-level process model, we
define a process line and we allow for the derivation of
domain-specific processes through selection and composition
of process models.

In [18], authors investigate the possibility to produce a
generic certification approach. They first conduct a
comparative review in terms of commonalities and
differences of international safety related standards in three
different sectors (railway, automotive and aerospace).
Despite the differences at the detailed level, the authors
observe common aspects related to the processes for
development and assessment of safety critical systems. Then,



based on these identified common aspects, the authors elicit
and model the common underlying logic between the
processes proposed by the standards. The proposed model
consists of three integrated processes (a development
process, safety assessment process and safety case process)
which provide a basis for reusability in safety assessment
and system certification. Despite its interest, this work
models a generic and thus too abstract process. Our work
with respect to this one differs since, besides the generality
(commonalities), models the variabilities and thus the
possibility to derive highly domain-specific processes.
Moreover, we use standard-based modelling capabilities.

In [30], authors propose an approach based on UML pro-
files to capture explicitly the relationships between generic
standards (e.g. IEC61508) and corresponding sector-specific
standards. Similarly to our work, this work also contributes
to systematizing the specification of the existing
relationships between standards. Our work, however, differs
from this one since we focus not only on parent-child
relationships but also sibling relationships. Moreover, we use
languages conceived within the process modelling
community without introducing additional UML-based
profiles.

CONCLUSION AND FUTURE WORK

In this paper, we have proposed to adopt a process line
approach to systematize the knowledge concerning safety-
oriented development processes. We have motivated our
proposal by showing that certain standards can be easily
considered as a family since several commonalities
characterize them. The recognition of a family enables reuse
possibilities as well as ease of qualitative comparisons.

Then, we have focused our attention on a specific process
phase and we have developed a phase line. To be able to
develop a successful phase line by maximizing
commonalities and reducing variabilities, we have proposed
to eliminate irrelevant variabilities (due, for instance, to
terminological differences). We have, then, modelled the
phase line by using two different modelling languages. By
doing this we have realized that both these languages provide
advantages and disadvantages and thus none of them can be
considered a modelling solution.

Finally, we have derived the standard-specific phases
from the phase line and we have shown the concrete reuse
possibilities enabled by the approach.

In the future, we plan to build on our findings. In
particular, since we believe that a process line approach is
interesting and effective for providing reuse possibilities and
ease of comparison in the framework of safety-oriented
processes, we intend to further develop this research
direction.

First of all with the support of the industrial partners
involved in the SafeCer project, we plan to accurately per-
form: 1) the process line scoping, 2) the identification of
commonalities and variabilities and 3) the process line
architecting. Our target family will be mainly based on IEC
61508 and its descendants. However, we are also interested
in investigating to which extent other transportation-related
standard such as DO178B/C [27-28] can be considered part
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of the process line. Our intention is also to understand how to
manage the foreseeable huge number of variabilities. Should
we zoom in until we reach the point in which everything is a
variability? Is it possible to reduce the variabilities by
identifying semantic equivalences between standards? As
stated in [13], empirical work is fundamental to understand if
the process line approach is really applicable, besides
feasible.

Secondly, we intend to propose an extension of vSPEM
to be able to overcome the current shortcomings. Then we
plan to define a specific system function and analyse the
hazards that are potentially related to it. This function
definition and analysis will be carried out according to
different phases in the phase line. The intention is to prove
that the reuse possibilities are really tangible. Besides reuse
possibilities, we also intend to exploit the process line
approach as a possibility to ease qualitative comparison
between standards. A function defined and analysed
according to one phase may result to be safer then the same
function defined and analysed according to another phase.
More specifically, a phase may recommend guidelines or
tools that result to be more effective in identifying threats
propagation paths leading to hazards.
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