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Abstract—In any security design, the initial secret distribution
for further key management solution is a major step. In industrial
wireless sensor networks also, initial bootstrapping of the trust
in the system is a major concern. The plant can be assumed
to be a closed system, where only authenticated and trusted
users are allowed to enter. However, wireless being the broadcast
medium, wireless devices need to validate their identity to join
the networks. So, there is a need for importing some initial
secret key to the devices, so that they can be authenticated
during the joining process. The standards for Industrial Wireless
Sensor Networks (WirelessHART, ISA100.11a) also have left to
the user the initial distribution of the key for joining during
device provisioning. In this paper, the current industry practice
and the pre-requisite of key distribution in industrial wireless
sensor networks is discussed and an outline is presented for future
research directions.
Index Terms—Key Distribution, Industrial Wireless Sensor
Networks, Security.

I. I NTRODUCTION
Industrial Control Systems, which include supervisory control and data acquisition (SCADA) systems, distributed control
systems (DCS), and Programmable Logic Controllers (PLC),
are typically used in Process Industries like pulp and paper, water and wastewater, food and beverages, mining etc.
Originally industrial control systems were built as stand-alone
systems, where all the components were not fully connected
with the outside world, so security had less attention. Over
the last few years, companies have been moving towards fast
and cost effective decisions based on up-to-date information
about the plant and the process at the management level which
results in increasing interconnection between different automation systems. Industrial communication systems have unique
requirements of performance and reliability issues that are
somewhat different from general information system security.
The outputs of control systems have a direct impact on the
physical environment which lead to safety issues of humans
and production environments [1]. The Fig. 1 is an example
of a generic industrial automation networks. The network
architecture of an industrial automation system is based on
a hierarchical topology system model. The bottom of this
hierarchy is the automation system network, which consists of
a field network and a control network. The network topologies
across different industrial plants may vary as different plants
may have different integration strategies based on the plant

policies, but as of now the Industrial Wireless Sensor Networks
are targeting the field network level.
Since wireless is a broadcast medium, the security challenges are higher in industrial wireless sensor networks compared to the wired field and control network in the industrial
automation. Although the wireless standards for industrial
plants such as WirelessHART [2] and ISA100.11a [3] consider
the required security aspect in terms of authentication, message
integrity, node authentication and key exchanges, they however
do not have a mechanism for bootstrapping the initial trust in
the system which is instead left to the user to decide what
technology to use. The trust is if device A is communicating
with device B, then device A should be sure that it is
communicating with device B, not any other device C and
vice versa. If a wired scenario is considered in an industrial
plant, the devices get connected to the network with a wire
and it can be assumed that only trusted devices will be allowed
to connect with the wire. However in wireless scenarios, this
trust assumption might not hold true as wireless devices do not
need to be connected with particular wires to join the network
where the devices can be authenticated. When a wireless
device transmits, the transmitted packet is broadcasted on the
wireless medium and therefore it is required to establish an
trust explicitly at initial phase before allowing any device to
join the network inside the plant.
The “initial key pre distribution” is a well-known problem
and the solutions which are available are not optimal for
industrial plant for the following reasons. First of all, the
plant down time costs money and it is not acceptable to
create a secure system which may require additional time to
establish security and as a consequence stop production in
plants. A typical paper mill has 30 to 50000 sensors and
actuators and out-of-band initial trust bootstrapping with a
handheld device is an additional burden. Last but not least,
a commissioning and maintenance engineer is responsible for
commissioning and startup phase at several plants, so it is a
non-trivial task to find the physical devices that are spread
over large areas and not always visible. In this paper, we
have evaluated the requirements of existing “initial key pre
distribution” mechanisms and the current industry practice
of distributing the initial key to the wireless devices from
a new perspective of practical industrial point of view. The
objective is to help to bridge the gap between a theoretical
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approach and assumptions towards key distribution and its
applicability in an industrial domain. In this paper, section 2
discusses the related work on key management. Then section 3
presents the industrial standard and the current practice of key
distribution in Industrial Wireless Sensor Networks. Section
4 discusses the pre-requisite of key pre distribution solutions
which can be applied in Industrial Wireless Sensor Networks.
Section 5 describes the assessment of existing key distribution
solutions for Industrial Wireless Sensor Networks. Finally, the
conclusions are presented in section 6 and future work is
outlined.
II. R ELATED W ORK
The security issues in Industrial Wireless Sensor Networks
have been extensively studied for the past few years and
catering to the specific interest from Industries, WirelessHART
[2], ISA100.11a [3] standards have been defined which also
address the security issues in industrial plants. Those standards
address security in terms of authentication, message integrity
as well as node authentication and key exchanges. The
WirelessHART and the ISA100.11a use the 128-bit Advance
Encryption Standard (AES) encryption coupled with different
keys depending on the layer of encryption. Those industrial
standards utilize the security mechanisms included in the IEEE
802.15.4 [4] standard that ensures data integrity at the data link
layer. The WirelessHART standard describes the roles of each
security key however their management scheme is left to the
users. In [5], security mechanisms provided by WirelessHART
is also analyzed against well-known threats using a wireless
medium. In [6], a survey focusing on security issues of the
industrial standards by identifying potential attacks which
could threaten the Industrial Wireless Sensor Networks and
affect their operation is presented. In [7], a security analysis
of WirelessHART, ISA 100 and ZigBee PRO has been done
considering the critical aspect of supervisory control and data

acquisition (SCADA) systems. In [8] security for industrial
communication has been discussed in detail.
There are enormous number of works have been done and
still going on key management issues. It is very difficult to
compile all state-of-art for this topic. There are many surveys
which cover this dynamic field of research. In [9], Camtepe
and Yener covers deterministic, probabilistic and hybrid predistribution schemes for distributed networks and propose to
establish pair-wise, group-wise and network-wise keys in hierarchical networks. Together with their historical evolution, this
work analyzes many of the security and efficiency related characteristics. There are many survey papers on key management
and they have classified the mechanisms in different categories
[10]–[14]. Generally it is shown in the surveys that that there
is no one-size-fits-all solution for key distribution problems
in Wireless Sensor Networks. There has been considerable
work on key exchange on resource constrained sensor nodes
based on public key cryptography also [15], [16]. The key
distribution in Wireless Sensor Networks can be classified in
different categories based on their application environment.
In [17], existing key distribution scheme has been classified
in five categories and security improvement of a hierarchical
key distribution mechanism for large-scale Wireless Sensor
Networks [18] has been shown. There has been some research
done using the advantage of multi-path signal propagation as
a source of randomness to generate secret keys [19]–[21]. In
[22], a key deployment protocol using pair-wise ephemeral
keys generated from physical layer information which subsequently enables an authenticated exchange of public keys
has been shown. Each of the key distribution protocols has
its own benefits and disadvantages, and moreover they can be
suitable for particular application requirements. However, it
is obvious that, the assumptions or pre-requisite of existing
key distributions are not suitable for Industrial Automation
environment, since industrial plant has specific requirements
on availability and at the same time easier workflow for
commissioning or maintenance engineer. In this paper, we will
discuss the issues involved in the assumptions or pre-requisite
of “key distribution” from an industrial perspective.
III. I NDUSTRIAL S TANDARD AND C URRENT P RACTICE ON
K EY M ANAGEMENT W ORKFLOW
In this section, the key management workflow for Industrial
Automation Networks is presented in terms of Industrial
Standard and Current Practice.
A. Key Management in WirelessHART standard
For industrial process automation and control systems, the
WirelessHART standard, which is a mesh network communication protocol for wireless sensor networks, has been defined.
Generally, in an automation plant involving wireless sensor
networks, mainly the following types of system components
are available [23].
The major component is the Gateway which has the capability of sending and receiving data with field devices.
The gateway is a network device which has at least one

interface like serial or ethernet to connect to the Engineering
or Monitoring station or Operator Workplace. These gateway
types of devices act as access points which connect Wireless Sensor Networks to industrial automation networks. The
assumption for the gateway component is that the gateway
should have connectivity with a component that can store
and generate keys and the gateway is physically protected.
The next components are sensors/devices which are connected
to the processes in an Industrial Plant. They characterize or
control the process and they are the producer and consumer of
wireless packets in the Industrial Wireless Sensor Networks.
The device can be battery powered or line powered. As per
standard WirelessHART, there is another component called
Handheld device which is used for out-of-band communication
to distribute keys to sensors/devices. These are used in the
installation, control, monitoring and maintenance of network
devices.
For security, the WirelessHART standard has defined four
security keys which help to ensure confidentiality and integrity
both in Network and Media access control (MAC) levels. The
security keys are Universal Key, Join Key, Network Key and
Session Key. The standard describes the roles of each security
key but their management scheme is left to the users. The
following section describes how the joining process happens
in the network.
1) Before the deployment phase, the device is preconfigured with a “Join Key”, which is used to verify
whether the device is allowed to join the network.
2) The gateway transmits Advertisement Packets. The other
devices which have already joined in the network also
transmit Advertisement Packets, which are encrypted
with a Universal Key.
3) The field device which is in the process of joining in the
network, after booting up, listens to the Advertisement
Packets from the Network.
4) When it finds some Advertisement Packet, it sends a
“Join Me” request which is encrypted with the Join Key.
5) After receiving the Join request the gateway verifies
whether the device has the correct key to join the
network. When other active devices in the network
receive the “Join” request, they forward the request to
the gateway for authentication.
6) When the device is verified, the gateway adds the device
to its active device list with its unique ID and allocates
a Network Key and a Session key which will be used
for further communication. The Network Key, which is
common for a particular network, is used to generate the
Message Integrity Code (MIC) of the network layer and
the Session Key is a unique key between two devices
only and it is generated by the network manager to
encrypt critical data packets.
7) These Network and Session keys are managed by the
gateway/ security or key manager and can be updated
during the operational time of the plant as per security
policies.

B. Current Practice in Key Management
Before discussing the current practices in key management,
the major security objectives for an industrial plant are explained which provides a framework for categorizing and
reviewing the issues involved in distributing an initial secret
key to the devices in an industrial plant. The security objectives
are:
•

•

•

•

Availability: For Industrial Wireless Sensor Networks,
during operational phase of plant life cycle, the data from
the sensor devices should be available to the operator
work place or engineering or monitoring station within
the update period as fixed by industrial application. Also
during the maintenance phase of the plant life cycle, if a
device needs to be replaced, the downtime should not be
more compared to normal replacement time.
Data integrity: For Industrial Wireless Sensor Networks,
sensor values or control commands should be protected
against undetected modification of information by unauthorized persons or systems, which implies that it should
not be possible to tamper with the data communication
between device/sensor to gateway and gateway to sensor
device.
Confidentiality: The information should not be disclosed
to unauthorized persons or systems. The data should be
encrypted such that no one should be able to read the
content of the message that is transmitted in the wireless
networks.
Authentication: Authentication is related to determining
the true identity of communicating parties. In Industrial
Wireless Sensor Networks, the sensor device should receive data only from authenticated devices and vice versa.

Though as per the WirelessHART or ISA100a standard, the
initial key management scheme can be chosen by the users
but as per normal practice in industry, the key management is
based on key pre-distribution. There are two different scenarios
for key pre-distribution. The first scenario is related to Green
Field which corresponds to a plant where the infrastructure
is newly built and the wireless devices need to be installed in
the plant. To create a network, the field devices are required to
be joined with the wireless gateway which has connectivity to
the upper level of the Industrial Network. For this, the devices
are pre-configured with a “Key” for initial bootstrapping. This
key is used to verify whether the devices are allowed to join in
the network and both the Gateway and the device or devices
should have the same key.
The second scenario is related to device replacement. When
a field device breaks down in a plant at odd hours, it is required
to be replaced immediately with a new device so that the plant
activity can resume quickly. The normal practice to replace a
device is that the device which is going to replace the broken
device is taken out from the store room and the operator
has the correct “Key” for initial bootstrapping. The new field
device is configured with the “Key” for initial bootstrapping.
The operator configures the device so that it will do the same
work as the broken device was supposed to do. The gateway

may check whether the new device is a replacement of an
existing device.
In the existing scenario for WirelessHART, symmetric key
cryptography is used where the secret key is required to
be shared between the device and the gateway prior to the
communication. Here, the key distribution in both cases is
normally done through an out-of-band channel. One of the
ways key distribution can be done is through the serial port
of the device or using Frequency Shift Keying (FSK) modem
through a handheld device. When out-of-band communication
is used for initial key distribution, the device which is going
to be used as the out-of-band option and the device which
is going to be commissioned, should maintain a secured
connectivity so that an attacker cannot listen, inject, or capture
packets during the process.
Now every device in the same network can have a unique or
same initial key for bootstrapping. In the first case, there will
be a unique initial key for bootstrapping of every device in the
network and every device will be configured with a unique key
and the gateway/key manager should generate and maintain
individual keys for every device in the network. The gateway
should also have a list of keys for every device along with
their unique identity. The device which is used for out-of-band
key distribution should also have a list of keys corresponding
to the device. The gateway/key manager will be responsible
for maintaining the old keys which has become compromised,
so that the same key is not used in future. The gateway/key
manager is also responsible for updating keys if some keys
are leaked. The gateway/key manager itself must be secured
to keep all the keys secret.
In the second case there will be the same initial key for bootstrapping of every device in the same network. In this case, any
device which is going to be part of that particular network will
be configured with the same key. The gateway/key manager
should generate and maintain this initial key.
IV. A SSESSMENT OF CURRENT PRACTICE KEY
DISTRIBUTION IN I NDUSTRIAL W IRELESS S ENSOR
N ETWORKS
This section assesses the current industry practice and
standard state-of-the-art approach of key distribution in an
Industrial Wireless Sensor Networks. As mentioned earlier, the
major expectation of industries for wireless sensor networks is
the availability of the plant. The data from the sensor devices
should be available to the operator work place or engineering
or monitoring station within the update period as outlined
by the industrial application. Also during the maintenance
phase of the plant life cycle, if a device needs to be replaced,
the downtime should not be more compared to the normal
replacement time. Similarly, when a new sensor device is
being introduced, minimal manual intervention is expected.
Therefore, once one device is compromised, it should not take
more time to detect and remove the device from the system
compared to the current practice. The compromise of one or
a small group of devices should not require the entire system
to upgrade its security credentials and at the same time the

system downtime should not be high due to compromising
one or a small set of sensor devices. However, in reality the
state-of-the-art initial key distribution does not pay enough
attention to the use case of adding a new sensor device or
exchange of a broken device inside a plant.
In the WirelessHART standard, the initial join key is symmetric and as per current practice the initial key can be used in
two different scenarios. In the first scenario, every device will
have an unique initial key for the network. In this scenario,
during device replacement if the replaced device is a new
device which has not yet configured to deploy in the plant,
the downtime will be high. The reason is a new key for the
device has to be generated, put in the gateway, and using outof-band communication the device needs to be configured. In
general, if there are many devices that need to be configured,
the initial key distribution is a time consuming process because
the current practice of using out-of-band communication is a
serial process. The unique initial key needs to be stored in the
Gateway also. Therefore before deploying the device inside the
plant, it needs an extra manual step to configure the gateway
with the initial key of the device. However, considering the
security property in the initial network bootstrapping, the system resilience is acceptable when one device is compromised.
Then the entire system will not be compromised as the network
will not accept any new device unless it has a unique initial
key for joining in the network. Therefore, if one device is
compromised, only that device is required to be taken out and
other field devices will not require any update. In addition, the
leaking of a secret initial key will not affect the network as all
the devices are expected to have a unique initial key. However
an attacker can clone the compromised device and still send
a packet.
In the second scenario, the same initial key is used for
joining every device in the same network. In this scenario,
the downtime may not be high as the device is required to
be configured with a key which is used by all devices in
the network. However the system resilience is too low as one
device is compromised, the entire system will be compromised
and all devices in the network will require a key update.
Even though during device commissioning only concerned
devices need to be configured with the initial key which could
potentially make the workflow for the user easier but once a
device is compromised, all the devices in the network have to
be updated which will lead to downtime of the entire plant.
In addition, if the initial key is compromised, the attacker can
get access to the whole network because all the devices use
the same initial key to join the network.
Though it is possible to use public key cryptography for
setting up the key distribution, it is still expensive and slow
compared to the symmetric key approach. Public key cryptography also requires large storage space as master device needs
to maintain the public key of every slave device. However in
symmetric key cryptography all the devices in the network
can have the same key though it requires a strong security
assumption and provides a weaker system resilience.

V. K EY D ISTRIBUTION P RE - REQUISITE AND A SSESSMENT
This section classifies the existing key distribution mechanism based on encryption techniques and discusses the prerequisite of key pre-distribution for wireless devices in Industrial Wireless Sensor Networks. In general, the Industrial
Wireless Sensor Networks utilize the concept of shared key
pre-distribution, so the design of security in an industrial plant
requires an efficient way of distributing the initial secret key
in the plant.
Normally, there are two types of algorithms which are used
for encryption: Asymmetric Keys and Symmetric Keys. In
each case, the goal is to fix an initial key between a master and
a slave device. When the slave device needs to join a network
which is managed by a master device, this secret key will be
used by the master device to authenticate the slave device.
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Classification of Key Pre Distribution

When public key cryptography is used, the public key of the
slave device needs to be shared with the master device and the
private key of slave device is also required to be ported inside
the device. When the symmetric key cryptography is used as a
solution methodology, the initial symmetric secret key will be
the symmetric key and this needs to be distributed between the
master and the slave device or devices. From the classification
shown in Fig. 2, we can group the initial key distribution in
five possible ways.
1) Device Manufacturer generates Public/Private key pair
2) Slave device generates Public/Private key pair
3) Master Device generates Public/Private key pair for
Slave Device
4) Symmetric Key is from Device Manufacturer
5) Master Device generates Symmetric Key
Fig 3. shows a generic algorithm for initial key distribution.
The device manufactures is denoted as DM, master device is
denoted as M and the slave device is denoted as S.
The Trusted Channel is the medium where communicating
parties are authenticated, though the transmitting messages
can be public. The Secured Channel is the medium where no
one can hear the exchanged messages except communicating
parties. From the algorithm we can see that in scenario 1,
the private key of the slave device Kpr(S) is stored within
the device during manufacturing using trusted and secured
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procedure I NITIAL K EY D EPLOYMENT
if Asymmetric Key based then
if Key generated in manufacturing unit then
% Scenario 1
DM → S : Kpr(S) % Trusted and Secured
DM → M : Kpub(S) % Trusted
else if Key generated in plant then
if Slave Device generates then
% Scenario 2
S → M : Kpub(S) % Trusted
else if Master Device generates then
% Scenario 3
M → S : Kpr(S) % Trusted and Secured
M → S : Kpub(S) % Trusted
end if
end if
S → M : {JoinRequest}Kpr(S)
M → S : {KeyEstablishment}Kpub(S)
else if Symmetric Key based then
if Key generated in manufacturing unit then
% Scenario 4
DM → S : KM S % Trusted and Secured
DM → M : KM S % Trusted and Secured
else if Key generated in plant then
% Scenario 5
M → S : KM S % Trusted and Secured
end if
S → M : {JoinRequest}KM S
M → S : {KeyEstablishment}KM S
end if
end procedure
Fig. 3.

Pre-requisite of Initial Key Deployment

channel and when the device is brought to the plant the public
key of it Kpub(S) is given to the master device using a trusted
channel. In scenario 2, the slave device computes publicprivate key pair, stores private key Kpr(S) within itself and
transmits its public key Kpr(S) to the master device. During
scenario 3, the master device generates the public/private key
pair for the slave device. The private key of the slave device
Kpr(S) is stored inside the device using a trusted and secured
channel and the private key of the slave device Kpub(S) is
stored inside the device using a trusted channel. In scenario 4
the Symmetric Key of the slave device KM S is stored within
the device during manufacturing using trusted and secured
channel and when the device is brought to the plant this
symmetric key KM S is given to the master device using
trusted and secured channel. In scenario 5 the Symmetric Key
of the slave device KM S is stored within the device by the
master device using trusted and secured channel. Therefore,
it can be seen that given any key distribution mechanism the
primary requirement is to establish a trusted channel inside that
plant. When the device is brought inside the plant, it is required
to be identified as the original device before connected to the

network.
VI. C ONCLUSION AND F UTURE W ORK
The key management in Wireless Sensor Networks have
been studied for a long time though there are still open issues
which need to be investigated further. In this paper, we have
identified the possible solutions and issues of distributing
initial keys to an industrial plant network. It is found that
a initial key which is going to be used in a key management
system requires a trusted, or trusted and secured channel. In
symmetric key cryptography, there is a need for a trusted and
secured channel where no one can listen when the initial key
is going to be distributed. In public key cryptography, there
is a need for only a trusted channel when the public key
is transmitted between two communicating parties. However,
when the private-public key pair is generated from a central
security server inside the plant, there is also a requirement
of a secured channel where no one can listen. On the other
hand, if the vendor puts the secret key in the device during
manufacturing, there is a risk of failure if the keys are required
to be updated by security policies and in similar way a trusted
channel is required to be established. We have also discussed
the current practice in industrial plants where the symmetric
key is used and pointed out that it will be difficult for any plant
to distribute the initial secret as it will be time consuming and
need a secured infrastructure to distribute keys. This leads to a
solution requirement of investing further how initial trust to the
device can be distributed considering the plant environment.
If we consider the scenario of distributing the initial key by
utilizing the unique identity of the device, or wireless channel
characteristic, it might be possible to have a solution for initial
trust establishment in the plant. Moreover, the existence of a
generic key manager in a plant environment might help to
maintain a unique policy in the plant. Such scenarios will be
considered in our future work in this area.
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