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Interference Constraints
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Abstract—In this paper, we investigate the physical-layer se- as the interference from the SUs to the PUs is maintained
curity of a secure communication in single-input multiple-output  pelow a given threshold. This approach has been obtained a
(SIMO) cognitive radio networks (CRNs) in the presence of great attention as the SUs can operate in the dense areas wher
two eavesdroppers. In particular, both primary user (PU) ard h b f hol limited 141-1101. Furtties
secondary user (SU) share the same spectrum, but they facet & ?ro Spe_C”“m oles are limited [4]-[ ]'_ urf[ v
with different eavesdroppers who are equipped with multipe SU can utilize the interference of the PU as an active jamming
antennas. In order to protect the PU communication from the signal to enhance its security.
interference of the SU and the risks of eavesdropping, the SU  There is a fact that the wireless networks face many new
must have a reasonable adaptive transmission power which is security challenges from all aspects of the networking iarch

set on the basis of channel state information, interferencend tect including th ¢ . t o
security constraints of the PU. Accordingly, an upper bound ecture, including the spectrum sensing, spectrum acaess,

and lower bound for the SU transmission power are derived. SP€ctrum management due to the natural broadcast progerty o
Furthermore, a power allocation policy, which is calculatel on wireless signals. This becomes more severe in the spectrum

the convex combination of the upper and lower bound of the SU underlay approach where the SUs and PUs coexist in the
transmission power, is proposed. On this basis, we investite the g5 m6 frequency band, and they may cause mutual interference

impact of the PU transmission power and channel mean gains L . -
on the security and system performance of the SU. Closed-for to each other. To protect the communications confidentialit

expressions for the outage probability, probability of nonzero against the eavesdroppers, the physical layer security has
secrecy capacity, and secrecy outage probability are obtaéd. emerged as a promising solution [11]-[17]. Further, to djifian
Interestingly, our results show that the strong channel mea gain  the security of a wireless system, the secrecy capacityienetr
of the PU transmitter to the PU’s eavesdropper in the primary o< formulated as the maximum achievable rate from the
network can enhance the SU performance. : = - - =
transmitter to the legitimate receiver minus the one listgn
Index Terms—Cognitive Radio Networks, Physical Layer Se- py the eavesdropper over the illegitimate channel. Fohgwi
curity, Power Allocation, Security Constraint. this approach, Wyner showed that if the main channel is bette
than the illegitimate channel, the transmitter can exckang
I. INTRODUCTION the secure messages with the intended receiver at a non-

. ] ) _zero secrecy rate [11]. As an extension of [11], the works in
Cognitive radio networks (CRNs) have been widely conS|(P18]_[23] have studied the physical layer security for vas

ered as an effective approach to solve the problems of I94ging models. Face to the same security concerns in the
spectrum utilization for next generation of wireless nekeo syentional wireless systems, the security policies @ires

[1]. The key idea behind the CRNSs is to let the unlicensgfle eavesdroppers becomes more difficult in the CRN where
users, known as secondary users (SUs), and licensed us§sey Sus and PUs are vulnerable and easy to be eavesdropped
named as primary users (PUs), share the same frequency bgnd 1o the mutual interference. However, in some cases, the
provided that the SUs transmlsspn do not cause ha_rmfm"”tgecondary transmitter (S-Tx) can take the advantages inffad
ference to the PUs. Based on this concept, two main spectrldfinne| to become an active jammer who can severely degrade
access approaches, namely as interweave and underlay, ha¥&aversdropper (EAV) capacity in the illegitimate chenn
been proposed [2], [3]. In the interweave approach, the SUs ihe PUs secure information may be protected from the EAV
need to find the spectrum holes for their own communicatiofy, the interference caused by the SUs to the EAV. In the light
This approach highly depends on the spectrum detectighiis idea, the security concern of the PUs in the CRN has
technique, thus any missed detection of the SUs may cay3e. interpreted into constraints to the SUs, i.e., the $8s a
severe interference to the PUs. In addition, in the denssarey|owed to utilize the licensed spectrum of the PUs as long
almost spectrum is often occupied by the PUs, and hence thisihe secure criteria and quality of service (QoS) of the PUs
approach is not efﬂcn_ent due to the lack of spectrum holeg.e satisfied [24]-[33]. Particularly, in [25] and [29], hats

On the other hands, in the underlay approach, the SUs ¢afye applied game theory cooperation strategies to stugly th
concurrently access the licensed spectrum of the PUs as |%'é%urity for a simple CRN scenario where a pair of the SU

1 . . _— . and a pair of the PU share the same spectrum in the presence
School of Innovation, Design and Engineering, Malardalemvérsity, . . . .
Sweden (e-mail: tran.hung@mdh.se). of a single EAV. Power allocation and bandwidth assignment
2University of Québec, ETS engineering school, LACIME Lab-Strategies have been proposed to enhance the security of the
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2 SUBMITTED TO PHYSICAL COMMUNICATION

input single-out (MISO) CRNs have been considered in [24], P-Tx

[26], [28]. Authors in [28] have investigated the case whéee

S-Tx uses the beamforming technique to maximize the PU’s s

secrecy capacity under the SU’s QoS constraints. In [26] and p 7 .« f

[24], the SU also uses the beamforming technique to maximize .7 B,
the secrecy rate of the SU while keeping the interference at i /

the PU below a predefined threshold. In [30], the physical . @

layer security with multiple user scheduling for CRNs in EAV ( S-Rx P-Rx ’b EAV;
terms of ergodic secrecy capacity and probability of nomze .

secrecy capacity has been examined. More recewdng et ~

al. have proposed two secure transmission schemes, named as [N -

nonadaptive and adaptive secure transmission stratemaxe N

imize the throughput for MISO CRN over slow fading channel @ Eavesdropper — — > Interference link
[32]. An approximation for the optimal rate parameters @& th @  secondary user — > Communication link
nonadaptive secure transmission strategy has been abtaine O  rrimary user — .- Eavesdropper link

S-Tx

at the high signal-to-noise ratio (SNR) regime. However, a
power allocation policy for the SU as well as performanc?g- 1 AS)t/JSte(fjn nfﬁogelgbw?;“aé’ \C;ﬁ iE\AA\//*1i9lf|1 the SU Ultilill;m "CGnSﬁd

. P . requenc and of the . e n illegitimate isten to the
anaIyS|§ of the SU under both the StatIStlca.I outage andm"ﬂml‘linfgrmatign of the P-Tx and S-Tx,&\respectiveQIy. T%e S-Txyaihd'x have a
constraints of the PU have not been studied. single antenna while the S-Rx, P-Rx, EAVand EAV; are equipped with
) . ) Ns, Np, N1, and N2 antennas, respectively.
Motivated by all above works, in this paper, we study the

performance of a single-input multiple-output (SIMO) CRN
under joint constraint of the interference and securityhaf t Il. SYSTEM MODEL

PU. More specifically, we consider that the two eavesdrapper | this section, we introduce the system model, channel

named as EAY and EAV,, equipped with multiple amen”asassumptions, and spectrum sharing constraints.
try to overhear the information from the PU and SU in

the same spectrum. To guarantee the desired security and

performance of the PU, the S-Tx must control its transmissi4* >yStem Model

power to meet the peak transmission power of the SU, and bott-et us consider a spectrum underlay CRN as shown in Fig.

the outage probability constraint and probability of segre 1 in which SUs (S-Tx and S-Rx) utilize the licensed frequency

constraint of the PU. Given these settings, the analysis foeand of PUs (P-Tx and P-Rx) for their communication. There

the considered secondary network is investigated in twadsfol also exist two EAVs (namely as EAVand EAV,) who

namely as system performance and security performanage capable of eavesdropping the messages by observing the

Main contributions in this paper are summerized as follows¢hannel outputs. In particular, the EAWants to overhear the
message of the P-Tx while the EAMries to eavesdrop the

« An upper bound and lower bound for the transmissighessage of the S-Tx. In this model, the S-Tx and P-Tx have
power of the S-Tx are derived. Then, a power allocatidh Sin9le antenna while the P-Rx, S-Rx, EA\and EAV,, are
policy under the convex combination of the upper anngpped WithV,, ,NS' Ne,, and Ne, ant_ennas,_ respe.ctllvely.
lower transmission power for the S-Tx is proposed. Note that the considered system model is applicable inipeact

. To analyse the performance of the SU, a closed-forf{1€ré the P-Tx and S-Tx may act as mobile users of a
expression for the outage probability is derived. primary network and a secondf_iry network, respec_twely. The

. To evaluate the security of the SU, closed-form expreB-RX and S-Rx are base stations or access points, the S-
sions for the probability of non-zero secrecy capacity and< S Rx and P-Tx>P-Rx links are uplinks [34]. In fact,
outage secrecy capacity are derived. the multiple devices can access the spectrum band, and their

« More interestingly, the results show that a strong chanriCUré communication may be revealed in an unexpected
mean gain of the primary transmitter (P-FxEAV, manner due to hidden eavesdroppers. Therefore, the power
wiretap link can enhance the performance of the SU location policy to protect the_ security communicatiortiod
using our proposed power allocation policy. U become one of the most important problem.

The remainder of this paper is presented as follows. In ectiB- Channel Model

II, the system model, assumptions, and problem statemenAs for the radio links between different users, we assume
for the SIMO CRN are introduced. In Section lll, the uppethat channels are distributed following Rayleigh blocked fl
bound, lower bound of the S-Tx transmission power, and tif@ding models. This fading is widely used to model chan-
power allocation policy for the S-Tx are obtained. Furthenels in urban environments where the dominant propagation
closed-form expressions for the outage probability, pbilig along a line of sight between the transmitter and receiver
of non-zero secrecy capacity, and outage secrecy capaeityia not dominated. Therefore, the channels are considered as
derived. In Section IV, the numerical results and discussioconstant during the transmission time of one message but
are provided. Finally, conclusions are given in Section V. they may change independently to different values thezeaft
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TRAN et al: PERFORMANCE OF SPECTRUM UNDERLAY NETWORKS WITH GUARANTHEESECRECY RATE FOR PU 3

Symbols Meaning

Ns, Np, Nep , Ne, Number of antennas at the secondary receiver (S-Rx), pyimemeiver (P-Rx), EAY, EAV>
h = (h1,h2,...,hN,) Channel gain of the P-F¢P-Rx communication link

g=1(91,92,---,9N,) Channel gain of the S-F¢S-Rx communication link

=1, 2., fNel) Channel gain of the P-F¢EAV illegitimate link
k= (ki,k2,.. ~,kN62) Channel gain of the S-T%EAV 5 illegitimate link
B =(B1,P2,...,0n,) Channel gain of the P-T%S-Rx interference link
a=(a1,az,.. "O‘Nel) Channel gain of the S-FT%EAV; interference link
p=(p1,p2,-- .,pNE2) Channel gain of the P-F¢EAV, interference link
v =(p1,902,---,¥N,) Channel gain of the S-F¢P-Rx interference link

Ry, Rs Target rates of the P-Tx and S-Tx
Rs Secrecy target rate of the P-Tx under the eavesdropping WfiEA
YSU,VPU»Yer» Vea Signal-to-interference-plus-noise ratios (SINRs) of 81®x, P-Rx, EA, and EAV,
0, ¢ Outage probability threshold and outage secrecy thresbiotde PU
No Noise power (a product of noise power spectral density)(and system bandwidthi), i.e., No = BNp)
Pq_ s Pp_py Transmission power of the S-Tx, P-Tx

ws B Upper bound and lower bound of the transmission power of e S
pPgeL. Peak transmission power of the S-Tx
Vo1 PJQOT“: Transmission SNR of the P-Tx

P .

Yo7 SA;UTT Transmission SNR of the S-Tx
Vo = % Upper bound of the transmission SNR of the S-Tx
v = % Lower bound of the transmission SNR of the S-Tx

This assumption are inline with previous works [7], [16]where P,_, and Py_.. are transmission powers of the P-
[31], [35]-[37]. The channel gains, S-FxS-Rx and P-Tx>P- Tx and S-Tx, respectively. Similarly, the channel capacity
Rx of communication links, are denoted, respectively,gby the S-Tx-+S-Rx link can be given as

and h,,. The channel gains of S-FxP-Rx, P-Tx>S-Rx, S-
Tx—EAV,, and P-Tx>EAV,, interference links are denoted Csu = Blogy(1+sv), )
by v, B an, andp,, respectively. Moreover, the channelyhere

gains of P-Tx>EAV; and S-Tx>EAV, illegitimate links are P gt
expressed, respectively, By andk,. Here, the symbols, m, Ysu =  max {S¢} .
n, ¢ denote the antenna indexes of the S-Rx, P-Rx, EAnd te(t.2 N} L Pp e+ No
EAV,, respectively where € {1,...,N;}, me {1,...,N,}, It is a fact that the SU and PU share the same spectrum,
n € {l,...,Na}, and? € {1,..., N.2}. Since the channel and hence the transmitted messages of the S-Tx and P-Tx for
coefficients are modeled as Rayleigh blocked flat fadintheir corresponding S-Rx and P-Rx may be vulnerable due to
the channel gains are random variables (RVs) distributbdoadcast nature of radio propagation and mutual intewfere
following exponential distribution, and the probabilitgemsity On the other hand, the EAVs may know this weakness and
function (PDF) and cumulative distribution function (CD&e then two EAVS have been established to illegally exploit the

(6)

expressed, respectively, as output messages at the S-Tx and P-Tx over wiretap channels.
1 . The channel capacity of the P-BEAV; and S-Tx>EAV,
fx(z) = = exp <_> , (1) wiretap links are expressed, respectively, as
Qx Qx
x C€1 =B 10g2(1 + 761)7 (7)
FX (517) =1 P ( QX> ’ (2) Cez = BlOg2(1 + ’762)7 (8)
where RV X € {g,h, f,a,p, 8, k, p}, refers to the channel where SINRs at the EAVand EAV, are expressed, respec-
gain, andQx = E[X] is the channel mean gain. tively, as follows:
In this paper, the P-Rx, S-Rx, EAYand EAV,, are assumed Pp_po fn
to use the selection combining (SC) to process the received Yer = max {_—l}, 9
signal, i.e., the antenna having the maximal SINR will beduse ne{t2eNey} [ Pg_pgp@n + No
to process the received message. This SC scheme is simple for Yoy = max { Ps—mabe } _ (10)
the hardware design, since it would need only a measurement te{1.2,....Ney } | Pp_p,p0 + No

of signal power, while phase shifters or variable gains ate n
required. According to the Shannon’s theorem, the chanr@l Problem Statement

capacity of the P-Tx:P-Rx link can be formulated as It is worth to remind that the SU utilizes the spectrum
Cpu = Blogy(1 +vpy), 3) of the PU, and hence the SU should have a power control
policy which does not only satisfy the secure and interfegen
where B is the system bandwidth, ang-; is defined as constraint of the PU but also can obtain a reasonable traasmi
p L sion power to maintain its own communication. On this basis,
ypU =  max {ﬂ} , (4) we consider the case that both SU and PU uses the Wyner’s
me{1,2,...Np} ( Ps_p,¢m + No wiretap code [11] for their own communication. Theoretfigal
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4 SUBMITTED TO PHYSICAL COMMUNICATION

the perfect security communication of the PU is difficult tavith mean value$)x and Qy-, respectively. Then, the RV
achieve wherC., > Rs, whereR; is the secrecy target ratedefined by
which is derived from a bin structure of the wiretap code

design to control the leakage of information [38]. Accoglin U= max ( aXi > (16)
the secrecy outage probability of the PU under overhearing o ie{12,.. N} \bY; + ¢
the EAV; can be formulated as [35, Eq.(2)] has the CDF given by
Ospc = Pr{C., > Rs}, (11) ue N1V
) . ) Fy(u) = |1 - 30— exp ( )

where C., is the channel capacity of the P-BHEAV; link [ aosu+1 afdx
given in (7). N v

Moreover, due to the randomness of wireless channel, the - Z <N> (771) exp (,%) , (17)
reliable communication of the PU may not be achieved when o \4 (Au+ 1)1 D
the rate of code word transmission of the PU is greater than . . .
the channel capacity, i.62, > Cpy. This is known as the WhereA = (o= and ; = 75=.
communication outage event of the PU, defined by Proof. We derive the CDF of/ as follows:

Opy =Pr {Rp > CPU}- (12)

Fy(u) = Pr{U < u) = 1 prd X
Here, the parametet®, and R; are fixed and chosen offline v(u) =Pr{lU <u} = H ' bY; +c "
following [38]-[41]. j=1

N
Pr {Xj < W} fv; (y)dy

D. SU Transmission Power Constraint - 1_[1/
J
It is clear to see that if the SU does not have a reasonable 000
transmission power, it may cause the PU information leakage _ ' u(by + ¢) 1 Y
= l—exp| ——= || =—exp|—=— | dy
1 aflx Qy Qy
severe interference to the PU. Therefore, to against the; EAV 0

to the EAV;, or the SU transmission power can become a H
and to protect the PU from the harmful interference, the SU — {1 _ b exp < uc )

<

should satisfy both the interference and security comgtii Qy aflx
the PU, which can be interpreted into the following consiisi 0 ub 1 N
Opu <0, (13) * /exp [y (GQX * W)} 4y
Osec <, (14) 0 N
Pszx < Pg'n:liz“:m (15) = ll — % exp < ’éc )] . (18)
L x 1
wheref and e are the communication outage threshold and aox e
secrecy outage threshold, respectivel§§**% is maximal By setting A = Zgy % = —&—, and then using binomial
transmission power of the S-Tx. In other words, the S-Txpansion, we obtain the CDF &f as in (17). |

transmission power should keep the outage probability ef th

PU below a given threshold as in (13). In addition, the S-Tx It is a fact that the S-Tx must select a transmission power

must control its power to guarantee the security constiint level such that it can exploit the licensed spectrum of the PU

the PU given in (14). Finally, the S-Tx transmission poweds much as possible but does not cause harmful interference

is often limited due to its peak transmission power, thus i@ the P-Rx. Given the related constraints in (13), (14), and

S-Tx is subject to an additional constraint as given in (15).(15), @ transmission power policy for the S-Tx is derived as
Given above settings, optimal transmission power polid@!lows.

for the S-Tx is derived. Accordingly, the outage probapilit Firstly, we can calculate the outage probability of the PU

probability of non-zero secrecy, and secrecy outage pitityab from (12), as follows

are investigated to evaluate the performance of the secpnda P h
pU = Pr{ max { P-To ™ } < 'ytIZU} <4,

system in the following section. me{lo Ny m

19

I1l. PERFORMANCE ANALYSIS (19)
Rp . .

A. Transmission Power Allocation Policy wherey,V = 27 —1. Using the help of (17) ifProperty 1for

In this subsection, we first derive the upper bound and lowg®) by settinga = PPI—DEJ;’ b= Ps g, ¢ = No, Qx = O,
bound transmission power of the S-Tx, and then propose’ = s, andu = v;,”, a closed-form expression for the
power allocation policy for the S-Tx which is subject to th&U outage probability is obtained as

security constraint and outage probability constrainhefPU. Ny

Let us commence by considering a property as follows. Opu = |1— 1 exp (_ Y No ) <9
- Py_ 1.9 — 7

Property 1. Letq, b, andc be positive constants. Further, let 71:5,;29: Yn 1 Po—rafn

X, andY; be independent and exponentially distributed RVs (20)
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After some manipulations, the transmission power of thexS-T A

’
should satisfy following inequality )
P Qh U
Py < ELe 2= (21) pmax 1,¢ |
S-T 'YtIZUQ _STx o cmmm—

where=; is defined as

PU
= :max{() Den No :| —1}. (22)

exp e

1- %/ [ Pp_p,0n

Here,=; in (22) is to indicate that the mathematical calculation
for the second term could be negative in theory, but the S-T» /
transmission power must be greater than or equal zero in th
practice. Furthermore, the S-Tx transmission power isestibj

—
(]
2
(o)
o
c
kel
»
2
=
)
c
@©
—
'_
'T

U
to its maximum transmission power, i.&Pg_,, < P§% . 7 K4 | -
Thus, the upper bound of the S-Tx transmission powsy, 0 P_Tx Transmission Power
is calculated as follows:
Pp_ 7. - e e Upper bound, P,
— 4 —1ix ma,x
PUP -t { tIZUQ =1, P } (23) coccoccee Lower bound, Py,

Obviously, the S-Tx transmission power must be maintaine( == Adaptive Transmission Power
below the upper bound given in (23) to not cause harmful
. 2. An example of power allocation policy for the S-Tx sas the P-Tx
interference to the PU, i.&}s_,, < P, transmlssmn power.
Secondly, the S-Tx transmission power is subject to the
secrecy constraint as given in (14), thus the derivatioms ca

be given as follows Thus, depending on the channel state information (CSI) @amon

Ospc =1—-Pr{C., < Rs} <e¢ the SU, PU, and EAVs, the value 6f, may be greater than the

one of P, or vice versa. To assure that the S-Tx transmission
- H Pr{M <A } >1—¢ (24) POWer does not violate the QoS and security constraint of the
Pg_pp0n + N PU, we consider the following cases:

n=1

whereys}! = 2°# _1. Similar to the derivations for the outage * If Fio < Py, then the transmission power of the S-
probability of the PU, we can obtain the maximum trans- 1% Should be controlled by a convex combination of the
mission power for the S-Tx under the secrecy constraint by UPPer and lower bounds &8, = (1 — a)P, + aP,,

using (17). In particular, by setting = Pp_,., b= Pg_r., 0 < a < 1. This is because that the wireless channels
c=No, Qx = Qy, Qy = Q,, andu =~} for (24) yields are often fluctuated due to its natural randomness. Thus,
N if the transmission power of the S-Tx is too close to the
1 e\, . upper bound, the S-'I_'x may cause seriously _interference
1-— P o exp (ﬁ) >1—e to the PU when the interference channel gain of the S-
P, Yin T P—Tz>*f Tx—P-Rx link increases outburst. On the other hand, if
(25) the S-Tx’s transmission power is too close to the lower

bound, the S-Tx can not maintain the active noise to the
EAV; when the interference channel gain of the S-Tx

EAV; link suddenly degrades. Thus, the power allocation
Pp 128 = (26) scheme is adjusted flexibly on the basis value of the upper

After some algebra manipulations, the transmission poaer f
the S-Tx under the secrecy constraint is obtained as

PS—TJ) > Plo = =2, = -

i a bound and lower bound, which can make a relative safe
whereP,  is a lower bound Which the S-Tx transmission power ghap 0 guarantr(]ae tge secuhrlty communlcatrllon and QoS of
should be satisfied to protect the communication of the pu the PU. Note thatif: — 1 then?s — P, ,, whena — 0,
from the EAV;. Symbol=, is defined as Ps = By, _ _

. . If B, > P, then the S-Tx is not allowed to transmit,
=, = max {0 1 exp [_ YinNo } _ 1} _ i.e., P, = 0. This is due to the fact that the S-Tx trans-
T1— Ney/T—¢ Py 1,0 mission power firmly violates both the outage probability

(27) and security probability constraint of the PU.

Combining (23) and (26), we can easily see that the S-Teg a result, the power allocation policy for the S-Tx is
transmission power should satisfy the following condition formulated as

Plo < PS—TJ) < Pup' (28)

It is worth to note that the”,, and P, are calculated on (29)

Ps _ {(1 70’)Plo+apup’ if Plo < Pup
the basis of channel mean gains and other system parameters.

0, if B, >P,,
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6 SUBMITTED TO PHYSICAL COMMUNICATION

where0 < a <1, P, and P, are expressed, respectively, a¥he CDF ofZ can be derived as follows

P = PPiTIQfM (30) T N
lo 'Vth 10, =2 Fz(2) = /Pr ysu < 2z(1+1) =1} f5,, ()dt. (38)
P Qp 0
P,, = min {%_1, PR, } . (31)
Vin’ Moreover, the CDF ofysyy can be calculated as follows

To make the power allocation policy of the S-Tx more clear,

we show an example as in Fig. 2 where the solid line is the, _ (z) = Pr {%U —  max { } < :rA}
S-Tx power allocation policy given in (29). te{1,2,...N:} | Be

Ns
: =||P < d
B. Performance Analysis of Secondary User Pl rige < 2y A} o (9)dy

In this subsection, we derive the outage probability and N. o A .
symbol error probability (SEP) of the SU to understand - 1— — /exp [ <z_ + _) y] dy
how the performance of the SU can be achieved under the =1 Qp ] Q,  Qp
interference and secrecy constraint of the PU. N. N, .

1) Outage probability:The outage probability is defined as — (1 _ 1 ) — (Né (=D .
the probability that the channel capacity is less than omkqu rAQy + 1 =\ n /) (@A +1)"
the rate of transmission code word. (39)

Psg: SU}
Osy=P — 1 < , Qa
sU r{ reqn 2?.,.1\7 }{ Po_ 1o i+ No} = Yin where)y = 52.

(32) Using the same approach for (39), we obtain the PDF and
CDF of 7., as follows:

where 3V = = 2% — 1. Applying Property 1 to (32) by
settinga = Pu, b= Pp_py ¢ = No, Qx =0y, Uy = Qs p 0 () 1 Nea 40
u = ~5Y, a closed-form expression for the outage probability = 7< W) =1~ yAQy + 1 ’ (40)
of the SU is given as follows OFy(y
N - y ) = 220 (@1)
S [Ny —1)? qy
Ogsy = 7)) ———ex —L"), 33 Ne,—1
o= (Dmrmee(CB) @ s ey
I N VT L m ) (T4 QuAy)
—Ta2%28 1 m=
where4; = Pp:;)g and o = 7,559.
whereQy, = QP.
C. Secrecy Performance of Secondary User Substltutlng (41) and (39) into (38), we have
In this subsection, the secrecy performance of the SU in 0o

outage secrecy capacity of the SU under the overhearingeof th
EAV, are investigated. According to the physical layer security
concept [11], the secrecy capacity of the SU is formulated as

terms of the probability of non-zero secrecy capacity andFZ(Z) _ /F~ ((1+8)— 1) f5. (t)dt
- Ysu Yeo
0

1\/vQ N€2_1

o _1\n+m
Z <N) <N62 1) 7(n+}) Nne2I | (@2)
—0 n m Qy (QMZ) Antm

1 —
Cs = Cspr — C, = Blog, ( 11VSU)' gy o
Tea wherel] is given by
Here, we assume that the interference caused by the P-Tx
to the S-Rx and the EAYis much greater than the additive x dt
noise power, i.e., the S-Rx and EA\stay close to the P-Tx. I= / - - (43)
Therefore, the SINR of the SU and EAMN (6) and (10) can [t + (Z’lk‘#} {t + A%}
) z u v
be rewritten as
_ g\ 1 Using the help of [42, Eq.(3.197.1)] for (43) yields
YsUu R Ysu =  max - S)
te{1,2,..N.} | Be J A (2= DA +174"
~ kg I =(AQy)™?B(1,m+n+ 1) A L U
Vey N Vey = max i (36) 2AQy
0e{1,2,...,Ney } (44)
where 1 %
A F 2:1; 2:1— ——[(z —1)AQ 1],
the SU further we f|rst consider the following random valeab>< 2 (m + mnt Quz = JA + ]>
7 = 1 +9su (37) WhereB(.,-) is Beta function ang £ (-; -; -; -) is a Hypergeo-

1+, metric function.
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Substituting (44) into (42), we finally obtain the CDF &f 12— 7T T T 7
after some manipulations as o 10 1 Qh:Qg=Qf=Qk=Qp=Q(p=4
o 7 — — P
N, Ney—1 N\ (N, — 1 v|>_< ] QB_4O’ Q=100 - 7.'§
Fp(z)=3%_ > N . 81 g ]
n=0 m=0 = 1 4 -
)y Upper bound A
Oy [(z — DA +1]\ £ 64w : 1
x oF7 (m+2;1;m+n+2;1 v (2= 1)AQy + ]> Z | A
QZ,[Z (2 4_ , 4 ]
(~1)™ "N, QuB(Lm + n + 1) s ] oy
X n—1 (45) % 2 7 E
Oz [(z — 1) ANy + 1] = | g No transmission ——»
1) Probability of non-zero secrecy capacitjccording to % 04 . | .
the secrecy capacity definition, the non-zero secrecy d@!pa;: T ,”." a=08 |
is formulated as fa 27 L - - —a;0.5 -
- A /7 ’
Cs = [Csu — Cuy]* = Blogy(2). (46) @ 41 0 v Lowerbound| | ----+a=02 )
T T T T T T T T T T T T T T

and the probability of non-zero secrecy capacity of the SUis -10 -8 6 -4 -2 0 2 4 6 8 10
calculated by P-Tx Transmission SNR, yp_t, (dB)

Onon—zero = Pr{Cs >0} =1 -Pr{Z <1} =1— Fz(1). Fig. 3. The S-Tx transmission SNR versus the P-Tx transonsSNR with
(47) N, = Np =3 and Ne; = Ne, =2, andRe.2 = 1 kbps;
Using Fz(z) given in (45), we obtain the probability of non-

zero secrecy capacity as follows Unless otherwise stated, the following system parameters a

Ny Neg— 1 used for both analysis and simulation:
Onon—zero = 1 — Z Z ( ) ( ) . SyStem bandwidthB=1 MHz;
nf m=0 o SU target rateR,=64 kbps;
o CUTT N, QyB(Lm A n 1) « PU target rateR,=64 kbps
Qu » The secrecy target rate of the P-TR;,= 63 kbps;

« Outage probability threshold of the P@:= 0.01;
« Outage secrecy threshold of the Pdt= 0.5;

- . o Maximum the S-Tx transmission SNRg*%., = 10 dB;
2) Secrecy outage probabilitySecrecy outage probability
is defined as the probability that the secrecy capacity idlema I Fig. 3, we plot the transmission SNR of the S-Tx as a

0
x oF) (m+2;1;m+n+2;1—ﬂ—v). (48)
U

than a predefined threshold given as function of the P-Tx transmission SNR with the values of
a = 0.2,0.5,0.8. We can see that the curves of proposed
Ospc = Pr{Cs < Rez} = Fz(ytn) transmission SNR scheme of the S-Tx are always below the
Ny Neg— 1 upper bound and above the lower bound of the S-Tx. Also,
= Z Z ( )( ) the S-Tx transmission SNR first increases according to the

increasing of the P-Tx transmission SNR. However, it starts
(=1)"*" N, QuB(1l,m +n+ 1) (49) saturating at/;_,,, = 10 dB. This is due to the fact that the S-
Quven [(ven — 1) AQ + 1]n—1 Tx can adjust its .tra_nsmlssmn SNR according to the chang(_e of
Q [(yen — 1) Ay + 1] the P-Tx transmission SNR. However, the S-Tx transmission
XgFl(m—l—Q;l;m—i—n—l—Q;l— ),

n=0 m=0

SNR is restricted by the peak transmission SNR of the S-
Tx, v&2% . Thus, when the channel conditions and system

wherey, — 2% andR., is the secrecy rate of the SU undeparameters are good for the S-Tx communication, the S-Tx

the eavesdropping of the EAwhich can be chosen Offlinetransmission SNR can reach the peak value. This is suitable
following [39][41] with the expression (23) and arguments for Fig. 2. Most

importantly, we can see that the S-Tx stops its transmission
when the P-Tx transmission SNR above 6 dB,4.g. ., > 6
IV. NUMERICAL RESULTS dB to not degrade the performance of the PU from the SU

In this section, analytical and simulation results for ounterference. This observation confirms the predictiomstie
considered system are presented. More specifically, wey stysoposed power allocation policy as shown in Fig. 2.
the impact of the P-Tx transmission power and channel meann Fig. 4, the outage probability is presented as a function
gains on the power allocation policy, outage probabilitplp of the P-Tx transmission SNR with various valuesaofWe
ability of non-zero secrecy capacity, and outage proligtmfi can see that by adjustingvalue from0.2 to 0.8, the outage
secrecy capacity for the SU communication. Some chanmarformance of the SU is improved significantly, i.e., the
mean gains are set to high values to indicate that thematage probability is degraded. Further, the performarfce o
channels and their signals are much stronger than the othéne SU is the best (the worst) when the adjusting parameter

QZ/{ Yth
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consider following four cases:

Case 1:lt is considered as a reference case where the
channel mean gains of the S-BP-Rx P-Tx>S-Rx
interference links are set &%; = 300 and), = 10.

Case 2:The channel mean gains of the S-F#-Rx and
P-Tx—S-Rx interference links are weaker than the ones
of Case 1 In other words, the S-Tx and P-Tx stay far
away from the P-Rx and S-Rx, respectively.

Case 3:The channel mean gains of the S-F#-Rx and
P-Tx—S-Rx interference links are stronger than the ones
of Case 1

Case 4 The channel mean gains of the S-$#-Rx and
P-Tx—S-Rx interference links are similar to the ones of
Case 3 However, the number antennas at the P-Rx and
S-Rx are greater than the ones@dise 3

10 8 6 4 -2 0 2 4 6 8 10 As can be clearly seen from the Fig. 6, the simulation and
P-Tx Transmission SNR, Yp_Ty (dB) analysis match well for all cases. In all cases, the outage
probability is first decreased in the low regime of the P-Tx
Fig. 4. Outage probability of the SU versus the P-Tx transiois SNR for ~transmission SNR,y(p_7, < —1 dB) and then increases in
a=0.2,0.5,0.8, and Rez = 1 kbps. the high regime of the P-Tx transmission SNR. In particular,
for Case 2 the outage probability is slightly decreased to

ST T T T an optimal pointy,_,, = 2 dB, and it is increased for
24107 0,=0,=05=100, Q=20 | | 1 ~p_r, > 2 dB. These results are because that the P-Tx
5 2,2x10%4| 0,=200, Qg==5, Q¢ =10 . Ng=N=4 1 does not cause much interference to the S-Rx. Thus, the S-
%] 2x10'2- Nei=N.,=2 | Tx can regulate its transmission power in the low regime
° . 1 transmission power of the P-Tx transmission SNR as shown in
£ 1,8x107 1 1 (29). Nonetheless, in the high regime of the P-Tx transimissi
§ 2 | | SNR, the S-Tx can not control its transmission SNR further
o 1 i | No Transmission |  Since it is subject to its maximum value, i€}, = 10 dB.
) ” | Consequently, any increasing the transmission SNR of the P-
g 1.4x1071 1 Tx leads to additional interference to the S-Rx which result
[0
n in the increasing of the SU outage probability. On the other
%1,2x10'2' 1 hand, inCase 2 the outage probability is smaller than the
5 52202 Case 1 This is due to the fact that the channel mean gains of
© 2 42205 interference links inCase 2are smaller than the one Dase
1071 <k
! —6—a=0.8
— T T T T T T T T
40 -8 6 -4 2 0 2 4 6 8 10 10° 5 —

P-Tx Transmission SNR, Yp_Ty (dB)

Fig. 5. Outage secrecy capacity of the SU versus the P-Tsriresion SNR
for a = 0.2,0.5,0.8, and R, = 64 kbps.

ability of SU
)

of the S-Tx is set tcw = 1 (a = 0), i.e. the upper bound
(lower bound) of the S-Tx’s transmission power. This resultg
are matched well with discussions for the power aIIocatldh
policy given in Fig. 3. We also observe the outage secre@m
capacity of the SU as a function of the P-Tx’s transmlssmg
SNR as shown in Fig. 5. It can be seen that the outage secrecy
capacity increases as the P-Tx’s transmission SNR incsease
However, the S-Tx must stop its transmissiomat_r, = 2

dB to not cause either harmful interference of the P-Rx or1g?

leak the information communication of the PU to the BAV
This result is suitable with the predictions given in Fig.rila
Fig. 3.

] —Ana.

O Case 1:QB=300 Q =10, NS—Np—s (Sim.)
& Case 2: QB=200 Q =5, Ng= Np 3 (Sim.)
O Case 3: Qﬁ=350 Q -15 Ng= Np =3 (Sim.)
¥ Case 4: QB=350, le=15, Ng=N,=4 (Sim.)

p

0p=0g=Q,=10 |
Qa=300, Qf =Qk=5 4

-0 8 6 -4 -2 0 2 4 6 8 10
P-Tx Transmission SNR, yp_T, (dB)

Fig. 6 plots the outage probability as a function of the Prig. 6. The SU outage probability versus the P-Tx transmis$SNR for
Tx's transmission SNR for different channel mean gains affd= 0-5: 7p%, = 5 dB, andRez = 1 kbps.
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1,0 —— ———— ——————————— link increases. Accordingly, the EAVis difficult to overhear
the information of the S-Tx, thus the probability of non-
zero secrecy capacity is increased. By compai@age 5
with Case 6 we can see that the probability of non-zero
secrecy is degraded significantly when the channel mean gain
of the S-Tx>EAV, illegitimate link, 2, increases. This is
because that the EAtan improve its overhearing information
when the illegitimate link is in a good condition for the
EAV,. However, when the channel mean gain of the P+B¢

Rx interference link is the bad condition (compdatase 7
with Case §, the probability of non-zero secrecy capacity is
{ ——Ana. 1 improved significantly. It can be explained by a fact that the

o o
~ ™
1 1 1

o
(e}
[

o

)
1 1
1

Probability of Non-zero Capacity of SU

04 © Cased: =20,05=0,=200 (Sim.) 1 lower channel mean gain of the interference link P-T3-Rx
O Case 6: Q4=100, Q5=Q,=200 (Sim.) o lead to the higher SINR at the S-Rx, i.e., the probability of
039 © Case7:Q4=Q=100, 4=0,=200 (Sim.) 7 non-zero secrecy capacity is enhanced.
20 40 60 80 100 120 140 160 180 200 Finally, we examine thg impact of channel mean gai_n on
Q the outage secrecy capacity as shown in Fig. 8. In particular
P we considerCase 8as a reference case and then compare it

. . . with other cases as follows. We can observe from figure that
Fig. 7. Probability of non-zero secrecy capacity of the Stsus the channel . ..
mean gain of the P-TxEAV, interference link witha = 0.5, andR.; — 1 th€ outage secrecy capgmty of the SU is .|ncr.e_ased gradually
Kbps. as the channel mean gain of the S-FEAV; illegitimate link
increases. It means that the security of the SU communitatio

1, and then users in primary and secondary network cause IEV\?egraded when the illegitimate link is in good condition f

; e EAV,. We now compar€ase 9with Case 8and see that
interference to each other, thus the outage performandeeof e secrecy outage probability is improved sianificantivewh
SU in Case 2is improved. Also, we have similar observation§n y ge p y P 9 »*

e channel mean gain of the S-16-Rx communication link
to compare the outage performance betweenGhse 3and . . -
increases, i.e.{); = 20 to £, = 200. This is reasonable

Case 1 Clearly, the outage probability dfase 3is worse . : / : T
than the one o€ase 1because the channel mean gains of thseInce the capacity of the SU in the main channel is improved

interference links between primary and secondary netv\rmrksl'gmflcanﬂy’ which makes the improvement of the secrecy

Case 3are stronger than the ones ofase 1 Finally, we capacity as shown in (34). In addition, we comp@ase 10

. WitP Case Yy decreasing th, = 200 to 2, = 100 and then
observe the impact of antennas on the outage performanc%lt))serve the impact of channel mean gain of the PBAV
SU by compareCase 4with Case 3 It is easy to see that P 9 2

the outage probability ofase 4is better than theCase 3 interference link on the outage secrecy capacity. It is ¢asy

. o . ) . see that low interference from the P-Tx to the BEAdads to
as the diversity in received signal increases as the nunfber o

antennas increases. In other words, if the number of antenna
at the S-Rx and P-Rx increases and the mutual interference
between the SU and PU is small, then the outage performancéOO: e L EL S B B S
is improved significantly. ]

In Fig. 7, the probability of non-zero secrecy capacity ef
the SU is plotted as a function of the channel mean gain%f
the P-Tx=>EAV, interference link(2,, for different cases asg,

follows: @
. Case 5: This is set as a reference case With= 20, &, 4
O 10
Qp = Q4 = 200. 2
. Case 6: The channel mean gain of the SS&AV, 3 o
illegitimate link is higher than the one iGase 5 i.e., § ] O Case 8: 0g=20, 03=0,=Q,=200 (Sim.)
Qi = 100. _ o P/ | & Case9 0g=200, 05=0,=0,=200 (Sim.)
« Case 7: The channel mean gain of the P-TRx & 1

(O Case 10: Qg=QB=Qa=200, Qp=1OO (Sim.)

interference link is decreased when it is compared & ¥r Case 11:Qg=0,=200, Qg=50, ;=100 (Sim.)

Case 6 i.e Qg = 100 and the channel mean gain of 10?4
the S-Tx—+S-Rx communication link increases when it is ]
T T T T T T T T T T T T T T T T T T
~ compared tcCase 6 N 10 20 30 40 50 60 70 80 90 100

It is clear to see that the probability of non-zero secrecy 1)
capacity is improved as the channel mean gain of the P- k
Tx—EAV; interference link mcrease; for all cases. Itis due tIE‘]g. 8. Outage secrecy of the SU is plotted as a function ottiznel mean
the reason that the EAVsuffers more interference from the Pgain of the S-Tx>EAV, illegitimate link with & = 0.5, Ns = N, = 4,
Tx as the channel mean gain of the P-FEAV, interference Nes = Ne, =2, ) = Qp = 20, andQy = 5, and Rez = 1 kbps.

v Case 12: Qg=Qa=200, Qﬁ=50, Qp=100, Ne2=3 (Sim.)
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a high capacity at the EAY i.e., the outage secrecy capacity14]
in Case 10is worse than the one i€ase 9 Also, we can
see that the outage secrecy capacity is improved signifjcant
when the channel mean gain of the P-¥8-Rx interference [15]
link decreased fronf2g = 200 in Case 10to 23 = 200 in
Case 11EspeciallyCase 12becomes the worse cases for the
security of the SU when the EAVincreases only one antenngzi6]
(Nez = 3)

[17]

V. CONCLUSIONS

In this paper, we have proposed a power allocation polic
for the SU in the CRN. The S-Tx is subject to the securit@/
constraint and outage probability constraint of the PU, and
the peak transmission power constraint of the S-Tx. Morgov&®]
the performance analysis in terms of outage probability? SE
probability of non-zero secrecy capacity, and outage sgcrg2o]
capacity for the secondary network has been investigated.
Further, the strong channel mean gain of the SsBAV,
wiretap link leads to degrade the security of the secondgpy)
network. Most interestingly, our results show that the eyst
performance of the SU is not degraded when the channel m
gain of the P-Tx>EAV; wiretap link is strong. Oppositely,

it can be improved by using our proposed power allocation
policy. Finally, the simulations have been provided to daie

our analytical results.
[24]
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