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ABSTRACT
Industrial control systems control and supervise our most important and critical infrastructures, such as
power utilities, clean water plants and nuclear plants, as well as the manufacturing industries at the base of
our economy. These systems are currently undergoing a transformation driven by the Industry 4.0 evolution,
characterized by increased connectivity and flexibility.
Consequently, the cybersecurity threat landscape for industrial control systems is evolving as well. Current
strategies used for access control within industrial control systems are relatively rudimentary. It is evident
that some of the emerging cybersecurity threats related to Industry 4.0 could be better mitigated using more
fine-grained access control policies.
In this article we discuss and describe a number of access control strategies that could be used within
manufacturing systems. We evaluate the strategies in a simulation experiment, using a number of attack-
scenarios. Moreover, a method is outlined for automatic policy-generation based on engineering-data, which
is aligned with one of the best performing strategies.

INDEX TERMS Access Control, Cybersecurity, Industry 4.0, Modular Automation

I. INTRODUCTION

MANUFACTURING systems developed within the In-
dustry 4.0 (I4.0) paradigm are evolving both the busi-

ness and technological side of the manufacturing domain.
The business side is focused on servitization [1, 2] and
mass customization [3], while the technical side aims at
self-organized systems of autonomous devices, inclusions of
Internet and Internet of Things (IoT) technology, use of edge
and cloud services, etc.

The automation systems related to the I4.0 domain there-
fore exhibits a number of new characteristics related to
modularization, inclusion of novel technologies, increased
number of stakeholder and growing system complexity [4–7].
These characteristics have implications on the security of the
system, e.g., making correct behavior less predictable, and
rendering some of the traditional security controls based on
anomaly detection and white-listing less useful.

A compromised device may cause significant damage
within a manufacturing environment, leading to economical

as well as safety-related harm. In an Industrial Automation
and Control System (IACS), the class of highly motivated and
resourceful attacks executed by Advanced Persistent Threat
(APT) [8] are among the most difficult to counter. These
attacks are often orchestrated directly or indirectly through
persons or devices residing inside the attacked network.

Strict and fine-grained access control is a security mech-
anism that can be used to minimize the maneuverability and
increase visibility of insider as well as external attackers, thus
mitigating several of the issues related to emerging cyberse-
curity challenges in I4.0 systems. However, access control is
relatively undeveloped in the context of IACS, especially for
control of Machine-to-Machine (M2M) interactions. Formu-
lating policies and tracking identities is difficult and requires
a considerable management efforts for complex and dynamic
systems.

Modular Automation (MA) [9] is one of the I4.0 man-
ufacturing system types [10]. It is a subset of the Smart
Manufacturing paradigm, focusing on continuous produc-
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tion, in contrast to discrete manufacturing. One of the leading
ideas behind MA is to enable adaptable manufacturing within
process industries, in order to shorten the lead time between
innovation and production, adapt to changing market require-
ments and customize products. On the production level an
MA system is comprised of a number of modules that are
built to perform specific tasks autonomously, and orchestrat-
ing units that coordinate the high level production scheme.
The high level of independence combined with well defined
interfaces of the modules allows for arbitrary combinations
of modules to fulfill shifting manufacturing requirements.

In this article, five access control strategies for manufactur-
ing systems are presented and graded on a progressive scale
towards an ideal strategy. The first three steps in the scale
account for currently used strategies, while the last two steps
are aligned with requirements of I4.0 manufacturing systems.
Based on the fourth step, an algorithm is presented for access
control policy formulation intended for an MA system. All
the strategies are evaluated using four attack scenarios in
a simulation experiment implemented utilizing the JADE
framework [11]. The simulations indicate that, in dynamic
manufacturing systems, such as MA systems, access control
strategies being equally dynamic outperforms the traditional
static strategies, from a security perspective.

The remainder of this article is organized as follows.
Section II introduces related work. Section III presents a
number of strategies for access control. Section IV describes
an attack scenario used to evaluate introduced strategies,
while Section V contains a comparison of these strategies. In
Section VI an algorithm for automated access control policy
generation for MA systems is outlined and aligned with one
of the discussed strategies. Results from a simulation of
the different access control strategies are presented in Sec-
tion VII. The results of the evaluation and the implications
of the suggested approach are discussed in Section VIII.
Section IX concludes the paper.

II. RELATED WORK
In the area of access control for modern manufacturing sys-
tems, a number of publications are discussing issues closely
related to the work presented in this article. Watson et al. [12]
discuss the use of a number of different access control
models in conjunction with the OPC Unified Architecture
(OPC UA) [13]. The authors advocate the use of Attribute
Based Access Control (ABAC) [14, 15] or a combination
of ABAC and Role Based Access Control (RBAC) [16]
as a good match for protection against privilege escalation
for both inside and outside attackers within IACS. Ruland
et al. [17] describe an eXtended Access Control Markup-
Language (XACML)-based access control system [18] for
smart energy grids, including attributes related to system
state, allowing to some extent dynamicity with regards to
privilege deduction. The main use of the system state is for
policy decisions on safety-related functionality. Both these
works touch upon our suggested solutions for access control
policy formulation. However, none of them support the use

cases related to dynamic system composition, being a key
characteristic we target in our research.

In the work of Martinelli et al. [19], a framework for
implementing the Usage Control (UCON) [20] access control
model in conjunction with OPC UA is suggested to allow
fine-grained access control in industrial control systems.
The suggested framework is based on expressing policies
in XACML, and describes an enforcement architecture. The
work considers access control in systems similar to Modular
Automation, but provides mainly solutions related to the en-
forcement layer, while we provide solutions regarding policy
formulation. The suggestion to express policies using UCON
could be an interesting replacement of Next Generation Ac-
cess Control (NGAC) [21] in our approach.

In the area of access control for dynamic and modular
systems, there are some proposed solutions. Task Based Ac-
cess Control (TBAC) [22] is an access control model aiming
at limiting privileges to a just-in-time and need-to-do basis,
similar to what we try to achieve with respect to authorization
within modular manufacturing systems. The idea is to have
a set of trustees validating each privilege request. Granting
privileges is also limited by expected usage, e.g., number of
allowed resource accesses. However, as far as we understand,
TBAC never materialized in any expression language or
reference implementation, making it an infeasible choice for
an industrial system. In our work, we try to reach the same
objectives by using a standardized expression language for
the policies.

Uddin et al. [23] describe a dynamic access control model
utilizing XACML and a combination of TBAC and RBAC.
The work has similarities with ours, but uses static work-
flows, and applies to a banking system only containing
human initiators, as opposed to our approach with dynami-
cally changing workflows and industrial systems containing
autonomous machine-to-machine interactions. In their work
they discuss the principle of segregation of duties, which also
is of importance for certain aspects of IACS.

The work by Bhatt et al. [24] builds upon the principles
described by Sandhu et al. [25] related to the next-generation
RBAC, but suggests some alterations and additions in the
light of the evolving Smart Community (SC). Argumentation
is provided for the need of a Convergent access control
model, as required by the emerging SC utilizing IoT tech-
nologies, smart healthcare, artificial intelligence, etc. These
principles are partly coinciding with the requirements for
dynamic manufacturing systems, e.g., dynamic authoriza-
tion, high level of flexibility and scalability. The article does
not provide any particular solutions, but rather presents the
principles and requirements, discusses the challenges and
suggests future research directions.

Chiquito et al. [26] discuss the need for flexible solutions
for authorizing access to times-series databases in industrial
systems, suggesting the use of NGAC for the policy model
description. The use case of providing external access to
time-series data is an important aspect of I4.0 systems not
directly covered in this article, which instead is focusing on
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the protection and integrity of the workflows and devices
directly involved in process control and supervision.

Process-Aware Information Systems (PAIS) are a common
type of systems for managing business processes with use
cases such as document handling, procurement, financial,
etc. A review of research on security related to PAIS is
provided by Leitner et al. [27]. One aspect being a common
issue in recent PAIS research is on the workflow-satisfiability
problem, e.g., discussed by Gutin et al. [28], concerning the
problem of knowing if a specific workflow can be executed
in a system. This brings in the access control requirements
related to dynamic segregation-of-duties, which is typically
important in PAIS. We have not considered those requirement
in this work, but there are scenarios, typically related to
safety-critical functionality, where workflows contain actions
that must be performed by different principals.

III. THE IDEAL ACCESS CONTROL POLICY, AND
DIFFERENT STRATEGIES AIMING TOWARDS IT
Access control is one of the basic cybersecurity mechanisms
in a software system. It restricts access to resources only
to legitimate and authorized subjects. One of the guiding
principles within access control is the principle of least
privilege [29], stipulating that no entity in the system should
hold privileges outside the scope of what is required for the
entity to perform its intended tasks within the system. The
point of the least-privilege principle is to minimize the harm
a system user could do, on purpose, or unintentionally, e.g.,
through malware. The principle of containment [25] is an
extension of the least-privilege principle, which also includes
separation of duties, rate- and usage-limits, etc.

Access control is divided into three distinct mecha-
nisms [8], as follows:
• Identification: deals with the issue of tying a unique

identity to a specific entity.
• Authentication: methods for proving that a specific en-

tity is in possession of an identity.
• Authorization: mechanisms for granting (or denying) an

entity privileges on a resource in the system, based on a
set of rules.

The rules governing access control are often referred to as an
access control policy [30].

Assuming we would be able to formulate any kind of
access control policy, the ideal policy should be a set of rules
that would only allow an entity to perform actions for a set
of precisely and well-defined resources at exactly the time
mandated by the currently executing workflow. Furthermore,
access to a resource shall never be denied to an entity in
need of access to it, unless there are justified reasons for that,
e.g., the resource is technically unavailable. According to this
ideal policy, no actor would be able to perform actions or read
data outside the scope of its current tasks, but would not be
denied to perform actions in line with expected tasks.

Implementing the ideal strategy may be very difficult, but
a number of incremental policy strategies can be defined
aiming towards this goal, in the following way:

A Anyone within the network is trusted.
B Anyone with trusted credentials is trusted.
C Access is allowed to entities within a certain group.
D Entities assigned to a certain workflow are allowed to

perform operations contained by the workflow.
E Entities assigned to a certain workflow are allowed

to perform operations, following the sequence of the
workflow.

The concept of a well-defined workflow that every acting
entity in the system is following is of course also an ideal.
In many systems such workflows may not be articulated or
feasible. There are however situations where workflows are
well-defined and formalized. Within manufacturing systems,
which are the focus for this article, the production process is
typically strictly defined. In the process industries, recipes are
used to define the sequence of operations needed to produce
a specific substance, and in discrete manufacturing, process
scheduling is a common concept.

Different versions of strategies A-C are widely used in cur-
rent IACSs. Strategies D and E are additional steps towards
the described ideal policy. To the best of our knowledge,
using a workflow as determinant for access control in an in-
dustrial control system is not used in any commonly available
product. There are however other types of systems where
workflow-based access control is used, e.g., in the domain of
workflow management systems [31], including for example
document life-cycle handling systems.

Further and even more restrictive steps towards the per-
ceived ideal policy could be taken by including rate and
usage limits on privileges, following the principle of con-
tainment. Such limits could be applied to strategies C-E.
For Strategy C, rate limits could e.g., be applied to sensitive
operations, and for strategies D-E usage limits could be
applied as described by the workflow. In the evaluations
and implementations of policies presented in this work, we
have however left these mechanisms out. The reason for that
is the added complexity both with regards to formulating
policies and for analyzing attack impact. The event ordering
between legitimate and illegitimate privilege requests will
have influence over the outcome, as well as the selected
numbers or time-frames for the limiters. A malicious use of
these limiting mechanisms could potentially work as means
for an availability attack.

IV. ATTACK SCENARIOS
Let us assume that there is a malicious actor that has some-
how gained control over a unit somewhere within a manufac-
turing system. The goal of the attacker is to perform actions
or read data from other devices in the system, without raising
alarms related to failed access control requests. This quite
closely describes the desired operations of an Advanced Per-
sistent Threat (APT) [8]. A high-level network architecture
with a target device and four different attack scenarios is de-
picted in Fig. 1. The device, denoted as A.D1, is the intended
attack target in all scenarios. The network is segmented into
two logical groups, A and B. The scenarios are based on
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different points from which the attacks are launched, and are
denoted Scenario 1 - Scenario 4 (S1-S4). At the time of the
attack there is a running workflow, described by a scheme
including devices A.D1, A.D2 and A.D3.

Scenario S1 is launched from device A.D2, Scenario S2 is
launched from device A.D6, Scenario S3 is launched from
device B.D2, and Scenario S4 is launched from a Rogue
device. The Rogue device is an entity placed in the network as
an entry point by a potential attacker, but without holding le-
gitimate credentials. Finally, all attack points are being fully
controlled by the attacker, including the device credentials.
The attacker is modeled according to the definition declared
in IEC 62443-3-3 for Security Level 4: “... using sophis-
ticated means with extended resources, IACS specific skills
and high motivation” [32], i.e., holding detailed knowledge
about the communication protocol, network set-up, etc. This
is based on the assumption of an internal attacker, or an
attacker informed by internal sources.

V. COMPARISON OF STRATEGIES
This section contains a comparison of the strategies shown in
Section III, in the context of a workflow-based system, and
different attack scenarios mentioned in Section IV. A formal
description of such a workflow-based system, strategies, and
how they relate to the least privilege principle is described in
Appendix A.

A. STRATEGY A: ANYONE WITHIN THE NETWORK IS
TRUSTED

This strategy is what is currently common, at least in the
control network of a traditional IACS, as several of the cur-
rently used field communication protocols, e.g., Manufactur-
ing Message Specification (MMS) [33], Modbus [34], have
no direct support for access control. Any device present in the
network can generate traffic that will be parsed and trusted
by other entities on the network, as long as it conforms to the
expected protocol. The strategy is clearly very far away from
the previously formulated ideal policy, but it is a sensible
choice for a physically isolated network containing trusted
components with hard-wired interconnections.

This strategy acts as access control only in the sense that
access is granted exclusively to physically present entities.
Therefore, it holds in itself no resilience against the described
attack scenarios. If an entity on the network is compromised,
it will be allowed to read data and perform actions, as long as
the protocol used for communication is followed. This means
that the system is susceptible to attacks originating at any of
the defined attack points (scenarios S1 - S4), including the
one from the Rogue device.

In this case, the system is not protected by the access
control policy, but rather by the physical and logical perime-
ter protection of the network, and possibly other additional
security measures, such as intrusion detection mechanisms.

B. STRATEGY B: ANYONE WITH TRUSTED
CREDENTIALS IS TRUSTED
This strategy implies that an entity recognized as a valid
member of the system will also be trusted. Depending on the
security of the credentials, the strategy can be rather powerful
against an attacker. If the credentials cannot be forged or
stolen, the attacker must be able to corrupt the device to
perform the malicious action while still adding e.g., a correct
cryptographic signature.

One example from the OT domain is using Open Platform
Communication Unified Architecture (OPC UA)1 [12, 13]
with application instance certificates for inter-device authen-
tication, without specifying privileges for the entities.

It is worth noting that this strategy provides an access con-
trol without authorization, i.e., it only includes mechanisms
for identification and authentication.

Strategy B will be resilient against attacks launched from
Rogue devices, where the attacker has not been able to steal
credentials of a trusted user. Attacks originating from any of
the legitimate devices that have been compromised, may be
both successful and stealthy, based on the definition of the
attackers being in full control of the compromised devices.

Secure device provisioning, secure boot, attestation, mal-
ware protection and hardware-protection for certificate keys
may be used as additional mitigating methods, making at-
tacks from legitimate devices more difficult to perform.

C. STRATEGY C: ACCESS ALLOWED TO ENTITIES
WITHIN A CERTAIN GROUP
This strategy is supported by RBAC [16], and is often used
to describe policies for human users in both Information
Technology (IT) and OT networks. Typically there are roles
for operators, engineers, service personnel, etc., granting
appropriate privileges to each group of users. It is not com-
monly used for device interactions, but it could very well be,
e.g., by defining roles for devices allowing only interactions
within a group of physically adjacent entities. The strategy
relies on Strategy B being already in place, i.e., the included
entities must have unique identities, and there must be a
method for providing proof of identity.

For a static automation system that always performs the
same set of operation, this strategy could be implemented
to closely match the ideal scenario, except that the order of
operations cannot be enforced.

For the sake of this evaluation, Strategy C is defined as:
Entities within a group are trusted only within that group.
This makes sense for horizontal M2M interactions, if the
group is defined as a localized section of the network. For
the described attack-scenarios, this set-up is meaningful, as
all the entities reside at the same horizontal level. Trusting
entities only within the group may make less sense for
vertical communication, i.e., from the HMI layer down to the

1IEC 62541, Part 2, 4.8: OPC UA provides a mechanism to exchange user
credentials but does not specify how the applications use these credentials.

4 VOLUME 4, 2016



Leander et al.: Towards an ideal Access Control Strategy for Industry 4.0 Manufacturing Systems

Group B

B.D1

...

B.D2

...

...

Group A

A.D1

A.D3

A.D2

A.D4

A.D6A.D5

Target

Scheme

Rogue
S4 S1

S2

S3

FIGURE 1. A network architecture with annotated attack scenarios.

control network, where typically the upstream entities will
hold higher privileges than those downstream.

Accordingly, the strategy will be resilient against attacks
launched from Rogue devices. Attacks originating from com-
promised legitimate entities will be limited to targets within
the trusted entity’s resource group, as decided by the policy.
However, within that group, an attacker can freely read data
and execute actions. This means that the strategy would give
resilience against attacks in scenarios S3 and S4, but not
against attacks in the other scenarios.

One clear drawback with this strategy in relation to modern
manufacturing systems, is that it limits the possibility to
freely restructure the manufacturing system, e.g., combining
devices from both groups A and B in a manufacturing scheme
is not possible without altering the groups.

D. STRATEGY D: WORKFLOW-LIMITED ACCESS
CONTROL
This strategy limits the permissive operations within the sys-
tem, to what is described by currently executing workflows.
There is however no control on the order of the operations.
None of the available access control models have direct sup-
port for policy formulation adhering to a workflow scheme;
instead, available primitives must be used to formulate rules
that follow the strategy.

To the best of our knowledge, there is currently no support
for this kind of access control strategy in any commercially
available IACS. It is however a necessary step towards the
ideal access control policy for systems with a dynamic work-
flow behavior, i.e., where the entities interactions to fulfill
required operations within the system is shifting over time.
Such behavior is becoming increasingly common in modern
manufacturing systems. Both Smart Manufacturing [35, 36]
and Modular Automation [10] are realized through Service
Oriented Architecture (SOA) solutions, where included au-
tonomous entities are capable of dynamic re-organization to
fulfill current production requirements.

Strategy D states that only privileges required by the active
workflow will be granted. This means that the system is
resilient against attacks from outside the scope of the current

workflow, and within the workflow only actions and data
flows mandated by the scheme will be allowed. This is indeed
a much more restrictive approach than what is allowed by
the previously described strategies. The attack would only be
successful if the compromised device is scheduled to perform
operations on, or if data from the intended target is read
within the current workflow. Therefore, only attacks from the
attack point S1 have a chance of being successful, but only
if the desired action is permitted by a specific workflow, and
the attack occurs while that workflow is executing.

E. STRATEGY E: WORKFLOW-LIMITED ACCESS
CONTROL INCLUDING OPERATION SEQUENCES
This strategy is very close to the formulated ideal policy. As
far as we know, no available access control model allows
this kind of fine-grained temporal behavior, even though
there are primitives that can support event-based behaviors
in some of the available models, e.g., obligations in NGAC
and XACML. For this strategy to be stringently enforceable,
the access control enforcement mechanism must be able to
execute a copy of the state-machine for the workflow, e.g., as
a digital twin.

Worth noticing is that even with this nearly ideal strategy,
there are classes of attacks that the system is susceptible
to. As an example, a compromised or faulty device could
request execution actions according to the defined workflow,
but using parameters leading to degraded or faulty products,
or possibly safety-related incidents.

Strategy E is vulnerable only to attacks in line with the
execution of the workflow, implying that only attacks from
S1 have a chance of being successful, but the time-frame to
perform the malicious action is limited to precisely when the
workflow is executed within a step allowing that action.

F. COMPARISON SUMMARY
Table 1 lists the impact of the attack scenarios on the different
strategies. A High (H) impact indicates that the attack will
be able to perform any action, read any data, without risk of
detection by the access control mechanism. A Medium (M)
impact indicates that the set of available actions and data will
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be limited for an attacker from that point. Low (L) impact
indicates that the available time-span to execute actions is
additionally highly limited. Finally, character× indicates that
the attack (as defined above) is not possible. Of course there
are other types of attacks capable to impact the target, such as
Denial-of-Service (DoS) attacks, not discussed in this article.

A formalized comparison of the strategies, related to the
least privilege principle is provided in Appendix A-I.

Strategy Attack Scenario
S1 S2 S3 S4

A H H H H
B H H H ×
C H H × ×
D M × × ×
E L × × ×

TABLE 1. Impact of attack scenarios on target A.D1, related to the access
control strategies (H: high, M: medium, L: low, ×: attack not possible).

As can be seen from Table 1, strategies A-C are all highly
vulnerable for two or more of the described attack scenarios.
Strategy E has no obvious support among available access
control models. This prompts us to look at the possibility
of realizing Strategy D. Section VI-A outlines an approach
implementing this strategy in the context of a Modular Au-
tomation system.

VI. PROPOSED ALGORITHM
In a previous study [37], requirements on access control
models for use in Smart Manufacturing systems are presented
and discussed. One of the main issues raised is the manage-
ment effort required to uphold a policy framework following
the principle of least privilege in dynamic manufacturing
systems.

The following section outlines an approach to formulate
fine grained access control rules with minimal management
effort, within one type of dynamic manufacturing system,
with the purpose to alleviate some of the expected challenges
related to management effort. The method is described more
in detail in a previous technical report [38], and is outlined
here as a part-solution aligned with Strategy D, and it is
applicable for device interactions in a Modular Automation
system.

In the following necessary background needed to under-
stand the technological components used in the algorithm is
introduced.

At a technical level, the MA system components inter-
act using a SOA following the orchestration concept [39],
where the orchestrating unit executes commands on the
modules according to the current manufacturing workflow.
The workflow schemes are formally described as recipes,
and are typically expressed as Sequential Functional Charts
(SFC) [9, 40]. SFC is a graph-based programming language
typically used in Programmable Logical Controls (PLC). A
SFC describes a workflow as a sequence of steps, containing
operations and conditioned transitions between the steps. An

example of a recipe described by an SFC is provided in Fig. 2.
In this work, a simplified model of the SFC is used, assuming
that an SFC has a starting step; each step contains a set of zero
or more operations, and a step has zero or more immediate
successor steps. Each operation of an SFC step is directed at
a target module. In relation to the defined attack scenarios, an
SFC could be the workflow scheme depicted in Fig. 1.

To minimize the required management effort for policy
formulation, an algorithm could automate part of that work,
namely formulation of the policies needed for device-to-
device interactions within an MA system, which are de-
scribed by the set of currently active workflows. As the set
of active workflows changes over time, so will the access
control policies change over time.

To be able to formalize such detailed policies, a flexible
enough access control model is required. The ABAC [14]
model family is a potentially promising candidate for such
detailed policies, as in ABAC, the policy inference is done by
evaluating logical expressions using attributes on the subject,
object and environment, allowing for a very high flexibility
in policy expression.

NGAC is an access control model based on ABAC, and
standardized by the American National Institute of Standards
and Technologies (NIST) [21, 41]. In NGAC, the policies are
defined using a graph, where attributes can form hierarchies,
similar to the concept of membership. The attribute hierar-
chies are described using the term containment, annotated
so that attr1 → attr2 indicates that attr1 is contained
by attr2. Allowed operations are modeled as associations
between object and subject attributes so that sa− {op} − oa
indicates that a subject being contained (directly or indi-
rectly) by subject attribute sa is allowed to perform the
operation op on any object contained by the object attribute
oa.

A. DESCRIPTION

The proposed algorithm takes as input a recipe expressed
as an SFC, and generates a sub-graph in NGAC, containing
required attributes and privilege associations. Upon recipe
activation, i.e., when production using the recipe is started,
attributes are assigned to the appointed modules and or-
chestrator, while on recipe deactivation, attributes are de-
assigned, effectively limiting the allowed actions within the
system to what is prescribed in the currently active recipes.
This means that only privileges related to active recipes will
be granted.

The algorithm works by traversing the SFC of a recipe,
and for each step creates attributes, attribute assignments and
associations in the NGAC-graph, as required for the module
operations related to that step. After algorithm completion,
a NGAC sub-graph is present uniquely representing policies
related to the recipe.

In the following, a simplified pseudo-code for the proposed
algorithm is presented.
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Step 1

Step 2

Step 3

Step 4 Step 5

Reactor filled

Heat Held for 20 minutes

Distillation complete

Filtering complete Batch packaged

End

Start No operation

Reactor.Fill(r1, r2, r3)

Reactor.Mix(speed)
Reactor.Heat(temp)

Reactor.EmptyReactor()
Distiller.Distill()

No operation

Packager.FillBottles(n)

Distiller.EmptyDistiller()
Filter.Filter()

FIGURE 2. An example of a recipe expressed as an SFC

Algorithm 1 PolicyGeneration(Recipe)

1: function GENERATESTEPPOLICIES(step)
2: if step has operations then
3: stepid := unique attribute for step,
4: assign attribute orch to stepid: orch→ stepid
5: for all operations op ∈ step do
6: target := attribute for target of operation
7: associate stepid with target: stepid − {op} −

target
8: end for
9: end if

10: end function
11:
12: function VISITSTEP(step)
13: if ¬visited(step) then
14: visit(step)
15: GenerateStepPolicies(step)
16: for all consecutive steps step′ ∈ step do
17: VisitStep(step′)
18: end for
19: end if
20: end function
21:
22: begin algorithm
23: orch :=unique attribute for orchestrator of Recipe
24: VisitStep (start step of Recipe SFC)
25: end algorithm

As can be seen, the orchestrating unit and the recipe
modules are not directly assigned in the algorithm, instead
synthetic attributes are created, orch for the orchestrator
and unique target-attributes for each module. Upon recipe
activation, the designated orchestrator is assigned to the orch
attribute, and each target module is assigned to the respective
target attribute. As the SFC may contain loops, the marker
visited is used in the pseudo-code to indicate that a step

of the SFC is already processed by the algorithm. Fig. 3
depicts the NGAC sub-graph resulting in the execution of
the algorithm on the recipe described by the SFC in Fig. 2,
directly after recipe activation. The sub-graph also contains
the policy-class Module Control Policies, as required by
NGAC, but not in detail described in this article.

B. PROOF OVERVIEW
A proof overview indicating that the algorithm creates poli-
cies as needed for recipe activation is provided here, details
can be found in [38].

The proof uses the deduced relationship Priv(orchestrator,
recipe), required of an NGAC-graph for an orchestrator to
be allowed to execute exactly the operations defined in a
formal description of a recipe. The relationship is based on
the definition of granted privileges in NGAC, as described by
NIST [21]. For a subject s, a target object o, an operation op
and a policy class pc, the privilege of s executing op on o is
granted only if there exist an association between a subject
attribute sa and an object attribute oa containing operation
op, where s is contained by attribute sa, and o is contained
by attribute oa, and both s, o, and oa are contained by the
same policy class pc.

The proof makes use of the transitive property of the
containment operator, i.e.,

(a→ b) ∧ (b→ c) =⇒ a→ c. (1)

The theorem states that:

Theorem 1. Algorithm 1 will create policies fulfilling defi-
nition Priv(subj, R) for a recipe R = (id, F ), with SFC
F , an orchestrator subj, and a set of target modules Tm,
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FIGURE 3. Example of NGAC policy and attribute setup for the recipe described in Fig. 2. The sub-graph in the grey rectangle is generated by the algorithm, the
other assignments are related to recipe activation. The policy-class is expected to be pre-existing.

using an NGAC graph containing the policy class pc, under
assumptions related to attribute assignments to orchestrator
and target modules upon recipe activation.

The proof of the theorem is using three lemmas:

Lemma 1 (Policy generation for a single SFC step). Func-
tion GenerateStepPolicies generates access control
policies fulfilling Priv(subj, step) for any step in an SFC
used as parameter.

Lemma 2 (Policy generation for Visited steps). A step p
visited by procedure VisitStep(p, ...), will imply that
Priv(subj, p) is fulfilled.

Lemma 3 (Policy generation for an SFC). For a recipe R =
(id, F ) where SFC F = (S, s0) with steps S and starting
step s0, a call to function VisitStep(s0, ...) will generate
policies such that Priv(subj,R) is fulfilled.

Finally, the theorem is proven to follow by the algorithm
invoking the lemmas and the fulfillment of the initial assump-
tions.

C. ALIGNING THE ALGORITHM WITH STRATEGIES
The use of the suggested algorithm for access control policy
generation in an MA system will limit permissive actions
for the device interactions to what is described in the active
workflow descriptions. However, it does but not consider the
ordering of the events, thus aligning the approach with the
previously described Strategy D. The generative approach us-
ing engineering data as input for policy formulations makes
this method very light-weight from the management perspec-
tive. This algorithm is implemented as part of the strategy
simulation described in Section VII, where it is used for
Strategy D.

With a slight modification, the algorithm is also used to
implement Strategy E. This is achieved by postponing the
assignment between the orchestrator attribute and the recipe
step attributes. For the example depicted in Fig. 3 none of
the assignment-arrows between ’Recipe ID Orchestrator’ and
the ’Recipe ID Step X’ attribute would be present after the

algorithm according to Strategy E is executed. These attribute
assignments are instead driven by the orchestrating unit,
which will assign the orchestrator-attribute to the attribute(s)
representing the active step(s). Intuitively, this would make
the solution less secure, as the method is designed to limit the
privileges of the orchestrator. The approach could however be
useful, if the attribute assignment operation is monitored and
audited in a way so that suspicious behavior would be visible.
It is also one way of supporting the principle of automation,
as described by Sandhu et al. [25].

VII. SIMULATION
To provide evidence on the analytical results discussed in
Section V-F, a simulation experiment is designed. Strategies
A - E are implemented and evaluated in a simulated MA
environment, based on the JADE framework [11]. The en-
forcement architecture used in the simulation environment
is very rudimentary, with each agent holding a complete
set of the policy data, a policy decision point and a policy
enforcement point. Strategies A - C are implemented as
static access control matrices, Strategy D is implemented
using the algorithm outlined in Section VI, utilizing the
Policy Machine2 for the NGAC representation. Strategy E
is realized as an extension of Strategy D, with assignments to
recipe step attributes delayed until the orchestrator is ready
to start executing the corresponding step.

The simulation environment contains most aspects of an
MA system that are relevant in the context of this work,
including recipe activation, execution and deactivation. All
the described attack scenarios are also included in the sim-
ulated environment, modeled as a change of behavior of
the attacking component at arbitrary points in time during
simulation.

A. SIMULATION RESULTS
The simulation execution is identical between each strategy
and attack scenario, and is run according to the following
schedule: 1) an operator activates a recipe, and orders an

2https://github.com/PM-Master/policy-machine-core
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FIGURE 4. A sequence diagram of a simulation. The occurrence of attempted and successful attacks in the diagram are merely illustrative.

orchestrator to execute it, 2) the orchestrator executes the
recipe by iterating all the steps in the correlating SFC (dura-
tion about 2:10 min), 3) the operator de-activates the recipe,
and there is a waiting time (duration about 1:30 min), after
which 4) the schedule is repeated. At every 0.5s during the
simulation there is a 1/25 probability that an attack will be
launched. This interval is chosen substantially shorter than
the timing of the applications, and since the JADE agents
have randomly distributed start times, this ensure that at-
tacks can occur at potentially any time during the simulation
execution. The simulation is ended after a fixed amount of
attack attempts, which occurs after approx. 20 mins. Fig. 4
shows the sequence diagram for a recipe-execution cycle of a
simulation that executes the SFC in Fig. 2. In the simulation,
the Heat-method of the reactor module is used as the attack
target. Each module will have one or more signals used to
indicate that an action is finalized. The orchestrator reads
these signals and uses them for triggering step transitions.
Therefore, the arrows pointing from the modules towards
the orchestrator are a simplified indication of a changing
value for a signal being continuously read by the orchestrator.
Similarly, the amount of attack attempts visualized in the
sequence diagram are reduced for readability reasons.

The measurement collected from the simulation is the

percentage of successful attacks. The simulation results (see
Table 2) in principle corroborate on the analytical results
discussed in Section V. As expected, the ratio of successful
attacks for S1, Strategy D, correlates with the time the recipe
is active. Likewise for Strategy E, the amount of time that
the step containing the attack target action is active correlates
with the amount of successful attacks from S1. The attacker is
modeled to have full knowledge of the system, and the system
is implemented with access control as the only security mea-
sure. The ideal modeling of the attacker and the system will
result in a worst case scenario, where the only determinant for
a successful attack is the selected access control strategy. This
explains the binary results of either 100% or 0% successful
attacks for the static access control strategies (Strategy A-
C). In a real-world example the amount of successful attacks
would most likely be lower for all attack scenarios, due to
mistakes done by the attacker, additional security measures
and other technical particularities in the system.

B. DISCUSSIONS ON VALIDITY

In this experiment, the number of successful attacks is
used as a measurement for evaluation. This measurement is
meaningful from the perspective of providing a comparable
number for ranking the strategies, it is however only one

VOLUME 4, 2016 9
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Strategy Attack Scenario
S1 S2 S3 S4

A 100% 100% 100% 100%
B 100% 100% 100% 0%
C 100% 100% 0% 0%
D 58% 0% 0% 0%

σ = 2.4%
E 19% 0% 0% 0%

σ = 2.7%

TABLE 2. Average percentage of successful attacks per strategy and
scenario, standard deviation (σ)=0 unless otherwise stated. Results are based
on 7-10 executions of each combination of strategy and attack scenario.

of several possible aspects to consider when evaluating an
access control strategy. Several quantitative and qualitative
aspects exist, such as administrative transparency, speed of
inference, and perceived management effort of the strategy.
While these are important factors, the simulation model is
not designed to provide any measures of them.

The part of the simulation environment representing the
physical behavior of the system is very simple, and is lack-
ing some important characteristics, such as material flow
between modules. The simulation is therefore not credible
from the perspective of how the attack scenarios impact the
physical environment. This is not the goal of this experiment,
but could be an interesting future expansion.

The provided numerical results are average values from a
limited number of runs of the simulation (7-10 executions for
each combination of strategy and attack scenario). However,
as the numerical results are only valid for the specific recipe
and simulation schedule used in the recipe - these numbers
are to be seen mainly as indicative examples. For strategies D
and E the exact selection of attack point for S1 has an
impact on the result. Selecting a device that does not trigger
the attack operation on the target as part of normal recipe
execution would result in 0% successful attack attempts for
both these strategies.

Even though the simulation is limited to a simple case of
orchestrating a recipe in an MA system, the results could be
used as indications of the effectiveness of evaluated strategies
also in a wider context.

Please note that the simulation environment is currently
under development, but can be made available on request.

VIII. DISCUSSION
The currently used strategies for access control (Strategy A-
C) provide some basic security for inter-device interactions
in traditional IACS. They are however highly sensitive to
the attacks described in this article, considering the attacker
as a knowledgeable insider. In the manufacturing systems
prescribed by I4.0, the probability of an internal device on
the network being compromised is increasing, which follows
from the following factors:

• Increased attack surface, due to interconnections be-
tween devices, systems and the outside world [4].

• Increased flexibility and dynamicity leading to a diffi-
culty in detecting anomalous system behavior [5].

• New groups of stakeholders and users of data, and
functionality within the system [7, 42], consequently
increasing the potential for social engineering attacks.

Therefore, security measures providing protection against
insider threats are more relevant now than ever. One obvious
way to decrease maneuverability and increase visibility of
an insider attacker is by fine-grained access control. We
argue that aiming towards Strategy E is a desirable target
for increased security, as illustrated by the evaluation of the
strategies against the attack scenarios in Section IV. Our
proposed approach of reaching Strategy D is a first attempt
towards that target.

The algorithm described in Section VI is a specific ex-
ample useful for orchestration of an MA system, but there
is a potential in generalizing this approach for use in other
types of formal workflow descriptions. In that way, other
dynamically re-configurable systems could benefit from a
more fine-grained access control strategy.

There are aspects of SFC recipes that cannot be captured
by the suggested method for policy generation, e.g., related
to the difficulty to express transitions between steps. Another
aspect is the actual logic within one step of the SFC. There
may be IF conditions or loops that surrounds the module
operations with additional logic, something not captured by
the Access Control logic. The third aspect are parameters
used for operations. A parameter set using a malicious value
in an otherwise valid function call could have a harmful effect
on the system.

As mentioned, there are other types of attacks and dif-
ferent attack objectives than those described in this article.
For example, a DoS-attack could be successfully launched
from any of the suggested attack points. Network data could
be intercepted (and potentially altered) by a compromised
network device. A compromised engineering station could
create faulty and potentially dangerous workflows. For all
of these types of attacks, fine grained Access Control will
not provide direct mitigation. We should rather see Access
Control as part of a Defense in Depth strategy [32], working
together with a number of mutually reinforcing mechanisms,
e.g., malware detection, perimeter protection, physical secu-
rity, integrity and confidentiality of data.

Another potential threat that none of the described strate-
gies will offer protection against is a faulty or maliciously
formulated workflow. Other protective mechanisms are re-
quired to counter such a threat. These mechanisms are of
great importance, but outside the scope of this article.

The described strategies (Strategy B-E), and the approach
formulated in this article, are presented under the assumption
that a well implemented policy enforcement architecture is in
place, as well as that the mechanisms for identification and
authentication are implemented following best practices.
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IX. CONCLUSION
Outlined in this article are a number of strategies for access
control in industrial control systems. The different strategies
have been evaluated using a number of attack scenarios in
the context of recipe orchestration in a Modular Automation
system. We have also presented an algorithm for access con-
trol policy generation in the context of Modular Automation
systems.

In modern manufacturing, especially in the I4.0 paradigm,
cybersecurity is one of the key aspects for providing trust-
worthy systems. The strategies for access control described in
this article are the currently used strategies in IACS, as well
as potential future developments. We argue that the current
strategies (Strategy A-C) are far from the ideal solution for
dynamic manufacturing systems. Our suggested approach, in
line with Strategy D, is a solution that will provide policies
closer to the least privilege principle, without increasing the
management effort related to formulation of access control
policies.

As the next step, we are currently implementing the pre-
sented algorithm in a real system, using OPC UA as the com-
munication protocol. This will provide answers on how to
create a working access control enforcement architecture in
a modern manufacturing system, as well as provide answers
on scalability and usability of the suggested approach. We
additionally intend to further develop the algorithm towards
alignment with Strategy E.

Future directions of the work include investigating access
control policy generation for other dynamic systems, e.g., in
smart manufacturing using Petri-nets as a formalized work-
flow description, and introducing access control according to
Strategy D and E in additional domains.
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APPENDIX A FORMALIZATION AND STRATEGY
COMPARISON
In this appendix a formal definition is given for a time-
dependent system using workflows, together with a formal
definition of the least privilege for this type of system.
Furthermore, strategies A - E are described and compared

to the least privilege. The formalism used in this section is
inspired by the work by Bell and LaPadula [43].

A. PRELIMINARY DEFINITIONS
The unions of vectors of sets of the same type is treated as
element-wise unions, if the vectors are of the same size, i.e.,

P ∪Q =
{
{p1 ∪ q1}, ...{pn ∪ qn}

}
, (2)

and undefined for vectors of different size.

B. SYSTEM DESCRIPTION
Assume that we have a workflow-based system:

X = (S,O,A,W, T ), (3)

where S are subjects, O objects, A actions, W valid work-
flows and T is an ordered set of discrete points in time,
representing times when the state of the system changes3.

All possible privileges in this system are defined as

P = S ×A×O, (4)

and a privilege p ∈ P is denoted:

p = s
a−→ o, (5)

which is read: subject s ∈ S is allowed to perform action
a ∈ A on object o ∈ O.

A workflow w ∈ W is defined as an ordered set of steps
E, where each step consists of a set of operations expected to
be executed during this step, and a function L defining which
steps are active at a specific point in time.

w = (E,L) where (e ∈ E) ⊂ P and L : T −→ 2E (6)

Stating that the workflow contains a set of steps E, where
each step e ∈ E is a subset of P , i.e., each step consist
of 0 or more allowed operations. Furthermore, we will for
illustration purposes use a matrix (a binary activation matrix)
notation to represent the function L, describing for each
discrete point in time which of the steps of the workflow are
active. The product between the binary matrix L and the set
E results in a vector, where each item in the vector represents
a set of valid operations for a given point in time.

Such time indexed vectors are sub-scripted with a capital
T , e.g., XT , and the notation X(ti) is used to refer to an
element in XT related to the discrete time ti ∈ T .

The theoretical least privilege for such a system is clearly
time-dependent, and can be defined as the union of all privi-
leges being required by all currently active workflow-steps:

Pl,T =
⋃

∀wi∈W

LiEi where wi = (Ei,Li), (7)

yielding a time-indexed vector containing all required privi-
leges for the system for each discrete point in time.4

3The discrete points in time in principle corresponds to meaningful states
of the system, so T is not defined by monotonically fixed increments.

4The additions, being the result of the matrix multiplication, are between
sets of the same type. This addition will be treated as the union (∪) operator.
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C. EXAMPLE
Assume a system described by the following sets:

S = {s1, s2} (8)
O = {o1, o2, o3} (9)

A = {a1, a2} (10)
W = {w1, w2} (11)

T = {t1, t1, ...t6, ..., tn} (12)

w1 = (
{
{s1

a1−→ o2}, {s1
a2−→ o2, s1

a2−→ o3}
}
,



1 0
0 1
0 1
0 0
0 0
...

...


) (13)

w2 = (
{
{s2

a1−→ o1, s1
a1−→ o1}, {s2

a2−→ o1}
}
,



0 0
0 0
1 0
1 0
0 1
0 0
...

...


) (14)

The matrices representing L should be read as each row
representing a discrete instance in time t1, . . . , tn, and each
column representing a step in E. For example the first row in
(13) indicates that at time t1 the first step of the workflow is
active.

Least privilege for our example is as follows:

Pl(t1) = {s1
a1−→ o2} (15)

Pl(t2) = {s1
a2−→ o2, s1

a2−→ o3} (16)

Pl(t3) = {s1
a2−→ o2, s1

a2−→ o3, s2
a1−→ o1, s1

a1−→ o1} (17)

Pl(t4) = {s2
a1−→ o1, s1

a1−→ o1} (18)

Pl(t5) = {s2
a2−→ o1} (19)

Pl(t ≥ t6) = {} (20)

In the following we will discuss the privileges granted by
different strategies A-E, and how they compare to each other
and to Pl,T , using our simple example.

D. STRATEGY A
Strategy A states that anyone who can talk in the system
is trusted, i.e., the privileges permitted by Strategy A, PA,
contains all the permissions described in P , but would also
permit operations for subjects outside S, “unknown” sub-
jects, as long as they are connected to the system.

Sδ = S ∪ Sunknown (21)

PA = Sδ ×A×O (22)

P ⊂ PA (23)

Furthermore, PA is static over time, so transforming to a
time-dependent vector results in a stuttering vector:

PA,T = {PA, PA, . . . , PA} (24)

E. STRATEGY B
Strategy B states that we trust known subjects, which in
principle means that permissions granted by Strategy B is
equal to P :

PB = P (25)

The time-dependent vector representation is analog with
previous example:

PB,T = {PB , PB , . . . , PB} (26)

F. STRATEGY C
Strategy C is based on RBAC. Let us assume that we can
define a role as a set of subjects and a set of object-actions.
All roles R defined in the system could then be expressed as
follows:

R = {r1, r2, . . . rn} where ri = (Si, vi)

such that Si ⊂ S and vi ⊂ A×O (27)

In this case each element in vi is representing "execution of
action a on object o".

The granted privileges by the RBAC strategy can be ex-
pressed as:

PRBAC =
⋃
∀ri∈R

Si × vi (28)

If we go back to our example, and express the roles as close
to the least privilege as possible, the following could be the
result:

R = {r1, r2} (29)

r1 = ({s1}, {
a1−→ o2,

a2−→ o3, }) (30)

r2 = ({s1, s2}, {
a1−→ o1,

a2−→ o1}) (31)

The permitted privileges using these role definitions would
be:

PC = {s1
a1−→ o2, s1

a2−→ o3, s1
a1−→ o1, s1

a2−→ o1,

s2
a1−→ o1, s2

a2−→ o1} (32)

The time-dependent vector representation is analog with
previous examples:

PC,T = {PC , PC , . . . , PC} (33)

In our example and in most scenarios (although there are
simple scenarios in which they coincide) this set of privileges
is strictly bigger than the least privilege for all points in time:
Pl,T ⊂ PC,T . Furthermore, PC ⊂ P .
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G. STRATEGY D
Strategy D permits all actions in active workflows. The set
of active workflows WA,T is time-dependent and can be
expressed as the product between the binary activation matrix
corresponding to L and the set of workflows W , similarly as
the step-activation mechanism for active steps in workflows,
previously described:

WA,T = YW, (34)

where the elements of matrix Y are calculated using the car-
dinality of elements in the (EL)T -vector of each workflow,
as follows:

Yi,j =

{
1 if (|(LiEi)(tj)| > 0)

0 otherwise

for wi = (Ei,Li) and i ∈ (1, ...|W |), j ∈ (1, ...(|T |)) (35)

That is, workflow wi is part of the set of active workflows,
if the number of elements in the EiLi-vector related to the
current point in time is greater than 0.

The permissions granted by Strategy D can be expressed
as:

PD,T = YH, where H = (h1, h2, ...h|W |)

and hi =
⋃
e∈Ei

e for (wi ∈W ) = (Ei, Li) (36)

In our example:

WA,T =
{
{w1}, {w1}, {w1, w2},

{w2}, {w2}, {}, . . .
}
, (37)

or expressed in matrix form:

WA,T =



1 0
1 0
1 1
0 1
0 1
0 0
...

...



[
w1

w2

]
(38)

which leads to the following privileges granted according to
Strategy D (PD,T )

PD(t1) = PD(t2) = {s1
a1−→ o2, s1

a2−→ o2, s1
a2−→ o3} (39)

PD(t3) = {s1
a1−→ o2, s1

a2−→ o1, s1
a2−→ o3,

s1
a1−→ o1, s2

a1−→ o1, s2
a2−→ o1} (40)

PD(t4) = PD(t5) = {s1
a1−→ o1, s2

a1−→ o1, s2
a2−→ o1} (41)

PD(t ≥ t6) = {} (42)

H. STRATEGY E
In Strategy E, only privileges related to the active steps are
granted, implying that PE,T = Pl,T .

I. STRATEGY COMPARISON
We define a set of workflows W as being “realistic” if there
is at least one point in time where not all included workflows
are active, i.e., ∃t ∈ T for which WA(t) ⊂ W , and at
least one point in time where not all steps of all included
workflows are active, i.e.,

∃w ∈W, ∃(i, j) ∈ (1, ..., |T |), w = (E,L)

so that (LE)(ti) 6= (LE)(tj) (43)

For the time-dependent strategies, the following holds

Pl,T = PE,T (44)
PE,T ⊂ PD,T ⊂ PC,T , (45)

for “realistic” sets of workflows. Furthermore, for the static
strategies:

PC ⊂ PB ⊂ PA (46)

Therefore we can say that, based on this system definition,
Strategy E will result in the set of privileges closest matching
the least privilege, followed by Strategy D. Using Strategy C
results in the closest match to the least privilege for the static
strategies, followed by Strategy B. Strategy A is furthest
away from the least privilege, as it allows operations also for
“unknown” subjects.

For any realistic systems, i.e., systems where the set of
active workflows differ over time, the time varying access
control strategies (Strategy D and E) outperforms the static
strategies (Strategy A, B, C).
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