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Assurance

• trust and trustworthiness are of 
enormous societal value

• is an enabler of innovation
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Fundamentals of Effective Assurance Cases

• Software Certification Consortium Meeting #19
Fundamentals of Effective Assurance Cases
May 11-12, 2017 | Annapolis, Maryland | Co-located with HCSS 
2018

• Conference Archives: https://cps-vo.org/group/scc/meetings

• Michael Holloway, Robin Bloomfield, Tim Kelly, John Rushby, 
Patrick Graydon , Kim Wasson, Fubin Wu, Tom Maibaum, Bill 
Scherlis, Edward Lee, John Goodenough, Paul Jones, Robert 
Martin, 

• Remembering John Knight 
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Aims

• Assurance case practice and research
• Improve practice
• What does good look like?

• Challenges
• Scale, tempo
• Security and threats
• AI and machine learning
• Big data
• Normal business

• Address challenges
• Understand landscape
• Develop methodology 
• Framework to support convergence, encourage innovation
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Outline

• Engineering argumentation
• Context and problem statement

• CAE Methodology
• Summary of approach and understanding
– Inductive, deductive, defeaters

• Application and mindset

• Convergence
• Outline framework
– Divergence or convergence?

• Discussion and conclusions
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Engineering reasoning 
and assurance
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Success of dependability engineering
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Success of dependability engineering

• Automotive engineering
• Yet Toyota, VW

• Air and rail transportation
• Yet Spanish crash, Nimrod

• Finance system
• Yet crashes, $400M bug

• Nuclear power
• Yet Fukushima, QA fraud

• Consumer products
• Yet recalls and data loss

• Medical systems
• Yet avoidable deaths
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Potential Catastrophic failures

https://upload.wikimedia.org/wikipedia/commons/2/2b/CatastropheF
ailureModel.png
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Engineering  - probabilistic fracture mechanics

• Extract from supporting documentation
• The variability generally treated by PFM is that arising from random 

variation due to the manufacturing process or method of operation. 
This type of behavior is ideally treated probabilistically because 
information is usually available.

• In PFM analysis we consider whether failure might occur with an 
unacceptable frequency due to random deviations …..However, gross 
deviations from design parameters are not modelled (because of the 
lack of information on their form) and these can often be a major cause 
of failure, as seen from examination of the causes of failure of non-
nuclear vessels. …..

• ... These may be caused by design or human errors. Such deviations 
should not, of course occur with modern methods of manufacture and 
operation. Thus the failure frequency calculated ….
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Example - Engineering  - probabilistic fracture mechanics

• The variability generally treated by PFM is that arising from random 
variation due to the manufacturing process or method of operation. 
This type of behavior is ideally treated probabilistically because 
information is usually available.

• In PFM analysis we consider whether failure might occur with an 
unacceptable frequency due to random deviations …..However, gross 
deviations from design parameters are not modelled (because of the 
lack of information on their form) and these can often be a major cause 
of failure, as seen from examination of the causes of failure of non-
nuclear vessels. …..

• ... These may be caused by design or human errors. Such deviations 
should not, of course occur with modem methods of manufacture and 
operation. Thus the failure frequency calculated ….

Narrative ”telling the story” 
and describing context and 
assumptions

Engineering style 
mathematical deduction

References supporting 
papers
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Medical infusion pumps

• FDA recommends that the hazard analysis include a process for 
identifying initiating events and sequences of events for each 
hazardous situation throughout all aspects of device use (e.g., 
drug loading, priming, programming, infusion). 

• Sources of hazardous situations:
• Operational (Table 3) 
• Environmental (Table 4) 
• Electrical (Table 5)
• Hardware (Table 6)
• Software (Table 7)
• Mechanical (Table 8)
• Biological and Chemical (Table 9) 
• Use (Table 10) 

Slide 21

Reductionism, 
“divide and 
conquer” into 
sub-problems



© 2018 ADELARD LLP

Software testing - IAEA

There is a limit to the reliability figures that can be convincingly claimed from 
statistical testing. In part these are practical issues due to how many tests can be 
done in a reasonable time that might be amenable to test acceleration in some form. 
Other considerations are more limiting, and arise when the assumption doubts 
dominate the reliability figure. 

We need to take these into account in the justification of the quantified reliability and 
one way we can do this is to use the so-called chain rule. This rule is often used to 
deal with uncertainty (e.g. whether two channels are independent or not). So if 
Passump_OK is the confidence that the assumptions underlying some pfd estimation rule 
are applicable, then:

E(pfd)= Passump_OK*(pfd1|assump_OK) + (1 - Passump_OK) *pfd2 - (st1)

where pfd1|assump_OK is the estimated value if the assumptions underpinning the 
rule1 are valid. For the case where the rule assumptions do not apply, E(pfd2) is 
some alternative pfd estimation method.

(st1) can be approximated as:

E(pfd) <  (pfd1|assump_OK) + Passump_not_OK * pfd2
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Airworthiness

Slide 25

Military Aircraft
219524
To ask the Secretary of State for Defence, if he 
will place in the Library a copy of the Numerical 
Criteria for Airworthiness (Adelard 2002) 
produced for ALTG_ADRPI, under contract MAP 
2b/1351. 

Longevity
Stakeholder and audience 
changes
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Complexity

• Structural deepening - adaptations to 
remove obstacles, improve performance 
but
• “Over time it becomes encrusted with 

systems and subassemblies hung onto it 
to make it work properly, handle 
exceptions, extend its range of 
application, and provide redundancy 

• Adaptive stretch – for new applications or 
requirements

• Structural deepening, lock-in, and adaptive 
stretch—have a natural cycle.

• Eventually old principle is strained beyond 
limits and gives way to a new one. 
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Structural deepening - complexity

• Modern aircraft engines are 30 to 
50 times more powerful than 
Whittle’s original jet engine

• Whittle’s turbojet prototype of 
1936 and a few hundred parts; its 
modern equivalent has upwards 
of 22,000 parts.

• Arthur, W. Brian. The Nature of 
Technology: What It Is and How It 
Evolves (Kindle Locations 1958-
1960). Penguin Books Ltd. 
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Scale – Multiple lifecycle processes

• Review of a project 
• 120 documents 
• Grouped according to phases and scope of documents
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Reactor protection systems
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The new millennium 

• Four challenges
• Security-informed safety
• Resilience
• Autonomy and Machine Learning
• Normal business

• If we were producing a comprehensive roadmap for achieving 
and evaluating safety and resilience exploit insights into the 
range of interlocking issues to be addressed
• RAEng report on the connected world and cyber safety and 

resilience (RAEng 2015, 2018), 
• NAS study on ‘Sufficient Evidence’ (Jackson 2007) 
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Communication and reasoning

• Assurance case has two roles:
• communication is essential, from this we can build confidence 

and consensus
– boundary objects that record the shared understanding 

between the different stakeholders
• a method for recording our understanding and reasoning 

about dependability 

• Both are required to have systems that are trusted and 
trustworthy
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Assurance process – building confidence, challenging 
assumptions

• Captured in a 
management 
system and in 
meta-case

• Challenge and 
response cycle 
essential 

• Proof as a social, 
technical, 
adversarial process
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Effectiveness
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Nature of engineering justifications

• Descriptions
• Narrative, specialized vocabularies
• Notations and diagrams
• Multi disciplines 

• Models and reasoning
• Mathematical as well as informal, computer based
• Structure and behaviour
• Assumptions and caveats

• Scale
• Recursive – structural deepening

• Lifeycle processes
• Complexity, longevity

• Proportionate  and appropriate for the audience

Slide 45



Slide 47



© 2018 ADELARD LLP

Methodology
Learning from experience

Slide 48
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Evaluation and effectiveness

• Review use of cases across different applications
• Understood their role better, what we thought was trying to be 

expressed

• Hazard analysis of case process
• Convincing but invalid cases

• Masters courses
• Compared final projects

• ASCE courses
• 40 last year

• Case study application
• Recast and analysed real cases

• Recently
• Workshops and following industrial adoption
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Competency 
and 

governance

Mindset

Processes

Methodology

Effective cases
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Methodology

CAE Stack
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Claims, Arguments, Evidence

Slide 54
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processes, opening up opportunities 
for more consequential attacks.

In January 2016, for example, an 
employee of Israel’s Electricity Au-
thority in the Ministry of Infrastruc-
tures, Energy, and Water Resources 
opened a phishing email infected with 
ransomware that subsequently spread 
to other computers in the network. If 
the problem hadn’t been quickly iden-
tified and resolved, it could have easily 

given the hackers control over power- 
grid components.9

A MODEL-BASED APPROACH
There are numerous drivers for a 
model- based approach to integrat-
ing security and safety: the need to 
address system scale and connectiv-
ity, deal with uncertainties in system 
structure and connectivity, under-
stand and evaluate systemic risks, 

and develop incident mitigation and 
recovery strategies. For many complex 
systems, especially critical ones, oper-
ational system analysis is infeasible. 

Critical infrastructures can be mod-
eled in many ways.10,11 Our approach, 
preliminary interdependency analysis 
(PIA),12,13 looks at both qualitative and 
quantitative aspects of assessment. 
The models are partly probabilistic and 
partly deterministic. The quantified 

CLAIMS, ARGUMENTS, EVIDENCE (CAE) FRAMEWORK
The CAE framework consists of three key elements.

Claims are assertions put forward for general acceptance. They’re typically statements about 
a property of the system or some subsystem. Claims asserted as true without justification are as-
sumptions and claims supporting an argument are subclaims.

Arguments link evidence to a claim. They consist of “statements indicating the general ways of 
arguing being applied in a particular case and implicitly relied on and whose trustworthiness is well 
established,”1 together with validation of any scientific laws used. In an engineering context, argu-
ments should be explicit.

Evidence serves as the basis for justification of a claim. Sources of evidence can include the de-
sign, the development process, prior field experience, testing (including statistical testing), source-
code analysis, or formal analysis.

To support the CAE, a graphical notation can be used to describe the interrelationship of claims, 
arguments, and evidence (see Figure A).

In practice, top desirable claims such as “the system is adequately secure” are too vague or aren’t 
directly supported or refuted by evidence. It’s therefore necessary to create subclaim nodes until the 
final nodes of the assessment can be directly supported or refuted by evidence.

Safety justifications or cases can be constructed using basic blocks—concretion, substitution, de-
composition, calculation, and evidence incorporation2,3—as well as narrative analyses that describe 
the claims, arguments, and evidence in detail.

CAE is supported by tools,4 an international standard,5 and industry guidance.6 A recent rigorous 
analysis of assurance cases is provided by John Rushby.7
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Toulmin notation and CAE
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From concepts to engineering
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CAE - concepts

• Claims, which are assertions put forward for general acceptance
• They are typically statements about a property of the system or some 

subsystem. Claims that are asserted as true without justification 
become assumptions and claims supporting an argument are called 
sub-claims. Implicit and explicit confidence. Claims can 
propositionalise uncertainty.

• Arguments, which link the evidence to the claim
• They are the “statements indicating the general ways of arguing being 

applied in a particular case and implicitly relied on and whose 
trustworthiness is well established”, together with the validation for 
the scientific and engineering laws used. i.e. Instantiated “Warrants” 
in Toulmin scheme

• Evidence, which is used as the basis of the justification of the claim
• Sources of evidence may include the design, the development 

process, prior field experience, testing (including statistical testing), 
source code analysis or formal analysis.
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Deductive and inductive arguments

• For valid deductive arguments the premises logically entail the 
conclusion
• The entailment means that the truth of the premises provides 

a guarantee of the truth of the conclusion. 

• An inductive logic is a system of evidential support that extends 
deductive logic to less-than-certain inferences. 
• In a good inductive argument the premises should provide 

some degree of support for the conclusion, where such support 
means that the truth of the premises indicates with some 
degree of strength that the conclusion is true. 

• acceptability, relevance and sufficiency

Adapted from https://plato.stanford.edu/index.html
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CAE in practice – narration
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Cases reviewed – empirically based

• Smart sensor safety case for the 
nuclear industry 

• CCF case from previous research 
results

• The safety of  a computer based 
medical device

• Generic medical device safety case

• The dependability of an electronic funds 
transfer system

• Changes to a payments system

• A defence training system

• Safety of changes to a command and 
control system

• An approach to assessing safety of 
ordnance

• A weapons safety case

• A case supporting vulnerability testing 
of an eVoting machine
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Five Building Blocks

Concretion

Decomposition

SubstitutionCalculation

Evidence 
incorporation

Decomposition
Partition some aspect of the claim 
Divide and conquer

Substitution
Refine a claim about an object into  claim 
about an equivalent object

Evidence incorporation
Evidence supports the claim
Emphasis on direct support

Concretion
Some aspect of the claim is given a more 
precise definition 

Calculation or proof
Some value of the claim can be computed 
or proved
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General structure of the block

General block structure

Claim

Subclaim nSubclaim 2

Argument

Subclaim 1 - - -

Side
warrant

System
information

External
backing

CAE blocks are a series of archetypal argument fragments. They are based 
on the CAE normal form with further simplification and enhancements. 
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Notation - options

Claim

Subclaim nSubclaim 2

Argument

Subclaim 1 - - -

Side
warrant

System
information

External
backing

Instantiated 
CAE block 

name Argument ruleTactic name

Narrative support
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‘Helping hand’ - guidance on selecting Blocks

Slide 66
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General structure of the block

General block structure

Claim

Subclaim nSubclaim 2

Argument

Subclaim 1 - - -

Side
warrant

System
information

External
backing

Tactic

Argument rule
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Science of security – importance of deductive/inductive

“We now detail security research failures to adopt accepted lessons 
from the history and philosophy of science. 

A. Failure to observe inductive-deductive split 

Despite broad consensus in the scientific community, in Security 
there is repeated failure to respect the separation of inductive and 
deductive statements “
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SoK: Science, Security, and the Elusive Goal of
Security as a Scientific Pursuit
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Abstract—The past ten years has seen increasing calls to make
security research more “scientific”. On the surface, most agree
that this is desirable, given universal recognition of “science” as a
positive force. However, we find that there is little clarity on what
“scientific” means in the context of computer security research,
or consensus on what a “Science of Security” should look like. We
selectively review work in the history and philosophy of science
and more recent work under the label “Science of Security”.
We explore what has been done under the theme of relating
science and security, put this in context with historical science,
and offer observations and insights we hope may motivate further
exploration and guidance. Among our findings are that practices
on which the rest of science has reached consensus appear little
used or recognized in security, and a pattern of methodological
errors continues unaddressed.

Index Terms—security research; science of security; history of
science; philosophy of science; connections between research and
observable world.

I. INTRODUCTION AND OVERVIEW

Security is often said to have unique challenges. Progress
can be harder to measure than in areas where, e.g., perfor-
mance metrics or capabilities point to visible steady improve-
ment. Supposedly unique factors, such as the presence of
active adversaries, complicate matters. Some even describe the
field in pessimistic terms. Multics warriors remind the young
that many of today’s problems were much better addressed
forty years ago [1]. Shamir, in accepting the 2002 Turing
award, described non-crypto security as “a mess.” Schell, in
2001, described the field as being filled with “pseudo-science
and flying pigs” [2].

Perhaps in response to these negative views, over the last
decade there has been an effort in parts of the community to
develop a “Science of Security” (SoS). In this paper we review
both work in the history/philosophy of science and, recently,
under this SoS banner. We wish to distinguish at the outset
between these two strands. The first is an exploration of the
techniques that the consensus from other fields suggest are
important to pursuing any problem scientifically. The second
is the activity and body of work that has resulted from external
promotion of an agenda by the name “Science of Security”.
It is not our objective to argue directly for, or against, the
work under this label. Rather, given the effort by several
governments to promote and fund an agenda under this name,
we explore what has been done and how it has been pursued.
This leads us to consider the program (and other security

research) in the light of consensus views of science and
scientific methods. We find that aspects from the philosophy
of science on which most other communities have reached
consensus appear surprisingly little used in security, including
in work done under the SoS label. For example, we do not
find that that work better adheres to scientific principles than
other security research in any readily identifiable way.

We identify several opportunities that may help drive secu-
rity research forward in a more scientific fashion, and on this
we are cautiously optimistic. While we see great benefit to
this, we also do not wish to argue that all of security must be
done on rigidly scientific principles. A significant component
of security is engineering; this shares with science the regular
contact with, and feedback from, observation, despite not
having as clearly articulated a definition or methods.

Section II selectively reviews literature on the history and
philosophy of science, with particular emphasis on three
things: 1) methodologies and positions on which practicing
scientists and philosophers of science have largely reached
consensus; 2) aspects highlighting opportunities to eliminate
confusion in security research; and 3) contributions pointing
to where security research might be made “more scientific”.
Section III selectively reviews literature relating “science” and
“security”, for examples of viewpoints within the community,
for context in later discussion, and as supporting evidence
for arguments; an exhaustive review of all security literature
attempting to determine which papers use scientific methods
in security research is not a goal. Section IV highlights areas
where the security community has failed to adopt accepted
lessons from the science literature. Section V provides insights
and offers observations and constructive suggestions. Section
VI concludes.

II. HISTORY/PHILOSOPHY OF SCIENCE

This section highlights aspects from the history and phi-
losophy of science most relevant to security research. Our
goal here is not an encyclopedic review of science literature;
accessible summaries are available in introductory books by,
e.g., Chalmers [3] and Godfrey-Smith [4]. We ask patience of
readers who might question the relevance of this material to
security; Sections IV and V show that neglect of these lessons
is at the root of several significant problems.
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Notation - options
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supporting text shows side 
claim verifies block
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Claim C1

Block name 
instantiated

sub Claim 
C11

sub Claim 
C12

Argument rule

Evidence

Argument 3 Identify 
support to side 
claim to justify 
argument rule

1. Helping hand helps select 
block and identifies argument 

approach
2 Side claim 

added
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Apply CAE Blocks in stages
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Claim C1

Argument 
A

sub Claim 
C11

sub Claim 
C12

W: C11 /\ C12 
=> C1

2 Side claim supports 
deductive argument

Evidence

Argument
3 Justification of 

side claim 
validates wrt 

real world

1. Identify 
CAE Block

2 Add side 
claim

3 Develop 
side claim

1 Block identifies argument 
approach
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Summary

• Approach informed by empirical study of CAE and GSN use

• Restricted set of CAE Blocks: 
• “What to do next?” vs “Which block is best to use?”

• Structured and narrative argument

• Explicit development of argument/side-warrant
• Deductive/inductive distinction

• Consistent topologies (via normal form)

• Supports varying degrees of rigour

• Lacks
• Formal template
• Modularity and composition mechanism

• Tool support
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Industrial adoption
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Industrial adoption

• Project in its 4th year

• Analysed approach in two large organisations

• Detailed support and interaction with a large hazardous site
• Safety case specialists
• Engineering justification

• Workshops, guidance, observation
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Adoption drivers + innovation defines effective

Drivers

• Infeasible or hard to justify 
claims 

• Unconvincing or weak 
arguments

• Expensive or infeasible 
evidence needed

• Unacceptable impact on 
system design or operation

• Impractical timescales

• Peer and regulatory pressure

Innovation

• Explore the reuse of evidence 

• Explore accepted terms 

• Embrace the detail

• Clarify the differences 

• Exploit organisational 
expertise and implicit 
arguments

• Push the boundaries -
exploring the top-level 
claims further
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Technical and cultural - behaviour

Slide 80

Thinking like an engineer
Implications for the 
education system
Summary report, May 2014

iv      Royal Academy of Engineering   

Engineering habits of mind
Learning habits of mind
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 engineering mind

Making  
‘things’ that  

work and making  
‘things’ work  

better

Creative 
problem 
solving

Problem-
finding

AdaptingVisualising

Improving Systems 
thinking

http://www.raeng.org.uk/news/news-
releases/2014/may/do-you-think-like-an-engineer
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Mindset

• In cognitive psychology, a mindset represents the cognitive 
processes activated in response to a given task 

https://en.wikipedia.org/wiki/Mindset

• The skills, aptitude, concepts and habits of mind that allow us to 
make effective cases

• Fostered by, and develops, methodology

• (also need organisational culture as well)
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Indicators of importance

• Superficial but detailed safety cases
• Vs understanding of hazards and their mitigation

• Experience of courses and workshops
• Variability in people getting it

• Challenge from broadening approach to security and 
engineering justifications
• The “non case” world using CAE

• NCSC withdrawal of risk assessment guidance IS1 and IS2 
• https://www.ncsc.gov.uk/guidance/critical-appraisal-risk-

methods-and-frameworks
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Exploring mindset – child’s play?

• Philosophy in primary 
schools

• 8-9 year olds taught some 
CAE aspects
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Chocolate and TV
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Group #1

• Chocolate is good for you

Group #2

• Chocolate is bad for you

Creating CAE structures
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Scope

People

Amount

Bad for you

Good for you

Safe/not safe

Just sufficient/over 
engineered
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Convergence?
A framework for discussing convergence and

What good looks like

Slide 94



© 2018 ADELARD LLP

Slide 95



© 2018 ADELARD LLP

Starting point

• An assurance case is
• “a documented body of evidence that provides a convincing 

and valid argument that a system is adequately dependable for 
a given application in a given environment”

• i.e. system safe and effective

• Need to understand role of case to assess effectiveness
• A ”good case” depends on the decision being made, the 

system, the domain, the criticality, social distance, tempo, 
organisational and individual competence, the audience and 
authors

• What is it for?
• What is it about?
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Concepts

• Claims, Arguments, Evidence
• Claims can propositionalise uncertainty
– Highly confident reliability is better than X

• Arguments

• Deductive/inductive
• Defeaters
• Use of Blocks to make difference clear

• Technical frameworks
• Deductive logics, Bayesian, confirmation theory
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Convergence?

• Methodology
• Mindset
• Rigour and reasoning
• Communication
• Creativity and novelty
• Commodity

• Multidisciplinarity and values
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Tension

• Rigour vs Communication

• Methodology vs mindset

• Creativity vs  commodity
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Communication and rigour

Slide 102

C
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High

+ reviewable (but 
might lack depth)

- convincing but 
may be invalid

-rejection 
eventually

++ convincing, valid

Low 

- incorrect focus

- unnecessary 
detail

- not convincing

+  compelling

Low High 
Rigour
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Mindset and methodology
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M
in
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+ creative 
challenging

- unfocused 
chaotic, 
inefficient

++ creative 
efficient

Low 

- unthinking, 
irrelevant

+ disciplined
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Creativity and commoditisation
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C
re
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iv
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High

+ problem 
solving but not 
efficient

- inefficient, 
reinventing 
wheel

++ problem solving, 
optioneering 

++ production 
efficiency, focused 
and 

++ relevant reuse

Low 

- irrelevant, 
expensive 
solution

- system boundaries

+ efficient production

+ good 
communication

Low High 
Commodity
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Characterising cases and research
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State of practice

• Reasoning weak
• Inductive/deductive not emphasised enough

• Communication
• OK but let down by narrative
• Or overly graphical

• Mindset and creativity
• Not explicitly considered

• Commodity
• Both unthinking reuse and not enough reuse
• Body of knowledge 
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Discussion and 
conclusions
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Can we address challenges?

• Challenges
• Scale, tempo
• Security and threats
• AI and machine learning
• Big data
• Normal business

• Explore state of practice need to understand disparate nature 
and roles of cases 
• Are cases adequate but expensive, is research fragmented, 

incoherent, slow?

• What makes a ”good case” depends on the decision being made, 
the system, the domain, the criticality, social distance, tempo, 
audience and authors
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In addition recognise tensions and interactions

Recognise interaction between

• Rigour vs Communication

• Methodology vs Mindset

• Creativity vs  Commodity
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Developing and deploying a methodology 

• Core concepts and methodology to address landscape 
• CAE, role of arguments, inductive/deductive split. CAE Blocks 

and associated support

• Simple but rich enough
• Can compare and contrast other approaches
• Values and interdisciplinary work

• Framework to support convergence, encourage innovation
• Potential for convergence
• Differences understood and can critique
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Support methodology and outreach 

In terms of mindset and methodology

• More chocolate and TV with different groups
• Safety, engineering, security

• Development of method to address different types of user

• Explore deployment of CAE Blocks
• Investigate further the inductive/deductive split

• Continuing industrial study

Other activities

• CAE guidance and website on CAE ClaimsArgumentsEvidence.org

• Guidance and example of security informed safety case for transport, 
security workshops

• Tool enhancements, ASCE v5
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Support methodology and outreach 

In terms of mindset and methodology

• More chocolate and TV with different groups mindset, creativity
• Safety, engineering, security

• Development of method to address different types of user mindset

• Explore deployment of CAE Blocks
• Investigate further the inductive/deductive split rigour

• Continuing industrial study

Other activities

• CAE guidance and website on CAE ClaimsArgumentsEvidence.org

• Guidance and example of security informed safety case for transport, 
security workshops, Code of practice  commodity, mindset, method

• Tool enhancements, ASCE v5
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Future

• Will structural deepening, lock-in, and 
adaptive stretch run out steam? 

• Will addressing autonomy and security lead 
to a significant shift in research and 
practice?

• We are recruiting please see our website 
and/or talk to me!
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