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5. Elaborate the strategy (and proceed to identify new goals – back to step 1), or 

step 6; 

6. Identify the basic solution. 

2.3.1.2 Figure 35 illustrates this six-step process, which is recursive.  Having first 

identified a claim and represented it using a GSN goal (step 1), we make an explicit 

statement of the context in which it is valid (step 2).  We then identify a strategy to 

support it (step 3) and justify this strategy (step 4).  In some cases, it may be possible 

to support the claim immediately through reference to some basic evidence (step 6).  

More commonly, however, it will be necessary to identify some intermediate sub-

claims, to refine the argument, incrementally, to a level of detail at which the claim can 

be stated at a sufficient level of detail to enable it to be supported by basic evidence 

(step 5).  In such cases, the process begins again at the next level of detail, starting 

from the newly-identified goals (step 1).   

 

Figure 35: Six-Step Process for Developing Goal Structure 

2.3.2 Step 1: Identify Goals 
2.3.2.1 The objective of this step is to identify the top goal(s) of the structure, the 

principal claim(s) that the remainder of the argument should support.  It is important 

that the claim made in the top goal is stated at an appropriate level of detail.  It is 

imperative that the author consider the reader’s likely response here.  If the claim 

jumps ahead of a more fundamental objective, this risks the reader’s drawing his 

conclusions at too low a level and precludes the demonstration of the derivation of the 
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– Unlocking the room key is done by user authentication using customer’s
smart-phone.

– Inside the room, the customer can check information of the room by a smart
tablet.

– The customer can freely view the room within the time limits.
– The customer receives a notation of 5 minutes before the end by the tablet.
– The room is secured by surveillance cameras when customer is viewing the

room.
– When finishing room viewing, the customer check that the room key is

locked.

The flow of Smart Room Viewing system is shown in Fig. 1.
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Fig. 1. Flow of Smart Room Viewing System

The rest of the paper is organized as follows. In Section 2, we discuss related
work. Section 3 defines D-Case steps. Section 4 shows contents of two D-Case
workshops held in January and March 2018, Tokyo, Japan, and evaluation results
of the workshops. Section 5 concludes the paper.

2 Related Work

There have been several writing steps for assurance cases. Kelly proposed the
six steps method for writing GSN diagrams [8]. Using the six step method, a
GSN diagram is drawn in a top down manner. There are also several guidebooks
on writing assurance cases, specially in GSN such as [11, 1, 5]. Such guidebooks
are basically based on [8], and and/or require knowledges on safety analysis and
the system domain. We observe that the six steps method is an abstract method
and needed to be elaborated for actual uses. Also, it is difficult for beginners to
assume safety analysis and domain knowledge of the system for writing assur-
ance cases. In software engineering, it is common to consider stakeholders, their
concerns, and relationships among them such as i∗ framework [12] and KAOS
[3]. However, in assurance cases, as far as we know, stakeholders analysis has not
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Abstract. This paper presents D-Case Steps, new steps for writing as-
surance cases. Although the concept of assurance cases is simple, writing
assurance cases is difficult: stating the top goal, selecting strategies for de-
composing goals and setting evidence, etc are all difficult. For this prob-
lem, based on conventional writing steps such as the six steps method by
Kelly[8], we incorporate stakeholder analysis step and consensus build-
ing step. This paper reports two assurance case workshops using D-Case
steps, and evaluates the D-Case steps by the results of questionaries done
by the participants.

1 Introduction

System assurance has become important in many industrial areas, and the notion
of assurance cases has been getting a lot of attention. The basic structure of
assurance cases is simple: contexts, claims, and evidence form a network and
as a whole structure, they support the top claim. However, writing assurance
cases is difficult. System attributes such as safety and dependability of a system
involve almost all aspects of the system, and the argument structure tends to be
diverge and huge. Also, as the nature of goal oriented structure, decomposing a
goal into sub-goals has essential difficulties.

This paper presents D-Case Steps, a new steps for writing assurance cases.
The D-Case steps particularly focus on stakeholders and define practical evalua-
tion criteria for assurance cases written in GSN (Goal Structuring Notation)[2].
Our observation is as follows. To avoid argument divergence and difficulties of
goal decomposition, we restrict the content of a GSN diagram only for particular
stakeholders, and the way of goal decomposition is determined by preference of
the stakeholders.

We consider the following running example. The example is called “smart
room viewing”. The system is used for viewing a room when a customer considers
renting the room from the real estate company. The functions are as follows.

– Unattended viewing by advance reservation. Usually (in Japan) when renting
a room, first the customer views the room accompanied with a real estate
employee. However, using smart room viewing, the customer can view the
room without one of the employees.

– Unlocking the room key is done by user authentication using customer’s
smart-phone.

– Inside the room, the customer can check information of the room by a smart
tablet.

– The customer can freely view the room within the time limits.
– The customer receives a notation of 5 minutes before the end by the tablet.
– The room is secured by surveillance cameras when customer is viewing the

room.
– When finishing room viewing, the customer check that the room key is

locked.

The flow of Smart Room Viewing system is shown in Fig. 1.
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The rest of the paper is organized as follows. In Section 2, we discuss related
work. Section 3 defines D-Case steps. Section 4 shows contents of two D-Case
workshops held in January and March 2018, Tokyo, Japan, and evaluation results
of the workshops. Section 5 concludes the paper.

2 Related Work

There have been several writing steps for assurance cases. Kelly proposed the
six steps method for writing GSN diagrams [8]. Using the six step method, a
GSN diagram is drawn in a top down manner. There are also several guidebooks
on writing assurance cases, specially in GSN such as [11, 1, 5]. Such guidebooks
are basically based on [8], and and/or require knowledges on safety analysis and
the system domain. We observe that the six steps method is an abstract method
and needed to be elaborated for actual uses. Also, it is difficult for beginners to
assume safety analysis and domain knowledge of the system for writing assur-
ance cases. In software engineering, it is common to consider stakeholders, their
concerns, and relationships among them such as i∗ framework [12] and KAOS
[3]. However, in assurance cases, as far as we know, stakeholders analysis has not
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been well discussed. Recently, the second version of GSN community standard
has been published [2]. In [2], “Stakeholder node” (which already appeared in
previous papers) is explained as “This is a form of context symbol which is used
to indicate one of the stakeholders associated in some way with the goal to which
it is attached”. However, detailed usage of stakeholder node is not shown.

3 D-Case Steps

D-Case Steps consist of three steps: Stakeholder analysis step, GSN writing step,
and consensus building step. Fig. 2 depicts the D-Case steps.
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Fig. 2. D-Case Steps

3.1 Stakeholder analysis step

To write an assurance case, first we need to analyze the stakeholders of the
system. An assurance case must be understandable to and concern of the stake-
holders. Also, identifying stakeholders helps to limit the content of the GSN
diagram. There are various methods for stakeholder analysis. Currently, D-Case
steps do not specify which stakeholder analysis to use. However, at least the
result of analysis should include the relationship between stakeholders. For ex-
ample, a result of stakeholder analysis for “Smart Room Viewing” is shown in
Fig. 3. From the stakeholder analysis, three stakeholders are identified: system
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Fig. 3. An Example of Stakeholder Analysis

provider, real estate company, and customer. The arrows among them indicate
assurance relations. The system developer and real estate company have some
claims which are needed to be assured to each other. For example, the system
developer needs to assure security of Smart Room Viewing. Both the system
developer and real estate company need to assure some claims to the customer.

3.2 GSN writing step

After specifying the stakeholders, GSN diagrams are written for the stakeholders.
The writing step consist of three sub steps, which are essentially the same steps
of the six step in [8, 2], except considering the stakeholders’ concerns.

1. Set the top goal and the contexts according to stakeholders’ concerns. For
smart room viewing, there could be several top goal candidates:
– The customer can obtain necessary information for renting the room.

This claim is about information quality of the smart room viewing sys-
tem.

– Smart room viewing system is acceptably secure. This claim is assured in
possibly three cases: by the system developer to the real estate company,
by the system developer to the customer, and by the real estate company
to the customer.

– Smart room viewing system is cost-effective. This claim is assured by
the system developer to the real-estate company.

Dependability of a system involves various aspects of the system: safety,
security, information quality, cost-effectiveness, and so on. Each stakeholder
has his or her own concerns and they are related to each other, and form the
dependability of the system as a whole. D-Case steps specifies how to write
a GSN diagram between particular stakeholders. Note that there could be
multiple top goals.

2. Set the strategy from stakeholders’ interests and divide them into subgoals.
This step is repeated until the stakeholders reach detailed evidence that can
be accepted.
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provider, real estate company, and customer. The arrows among them indicate
assurance relations. The system developer and real estate company have some
claims which are needed to be assured to each other. For example, the system
developer needs to assure security of Smart Room Viewing. Both the system
developer and real estate company need to assure some claims to the customer.

3.2 GSN writing step

After specifying the stakeholders, GSN diagrams are written for the stakeholders.
The writing step consist of three sub steps, which are essentially the same steps
of the six step in [8, 2], except considering the stakeholders’ concerns.

1. Set the top goal and the contexts according to stakeholders’ concerns. For
smart room viewing, there could be several top goal candidates:
– The customer can obtain necessary information for renting the room.

This claim is about information quality of the smart room viewing sys-
tem.

– Smart room viewing system is acceptably secure. This claim is assured in
possibly three cases: by the system developer to the real estate company,
by the system developer to the customer, and by the real estate company
to the customer.

– Smart room viewing system is cost-effective. This claim is assured by
the system developer to the real-estate company.

Dependability of a system involves various aspects of the system: safety,
security, information quality, cost-effectiveness, and so on. Each stakeholder
has his or her own concerns and they are related to each other, and form the
dependability of the system as a whole. D-Case steps specifies how to write
a GSN diagram between particular stakeholders. Note that there could be
multiple top goals.

2. Set the strategy from stakeholders’ interests and divide them into subgoals.
This step is repeated until the stakeholders reach detailed evidence that can
be accepted.
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3. Set each evidence as the final leaf of the GSN.

In order to write a GSN diagram, it is necessary to set evaluation criteria
of a GSN diagram. There are several criteria proposed in previous work. From
such criteria, in D-Case step, we use the following three criteria.

– Context Validity. Context nodes plays crucial rules for GSN, and contexts
nodes should be linked to appropriate goals or strategies to describe con-
text information of them. The importance of context is discussed in several
previous work, such as [10] and [7].

– Logicality. The structure of GSN represents a logical argument that the claim
in the top goal holds. Therefore it is important to check the logicality of the
GSN.

– Relevance of Scale. The stakeholders of a system have their own limited time
and knowledge about the system. Thus it is important to limit the scale of
the GSN diagram so that the stakeholders can read and understand it. As
far as we know, this criteria has not been discussed in the literature.

There are other criteria proposed in the literature such as quantitating con-
fidence [4, 6]. Based on our experience, we have set the above three evaluation
criteria. In addition, it was adopted as criteria for general engineers to under-
stand easily.

3.3 Consensus building step

After writing a GSN diagram, the stakeholders argue that the claim in the top
goal is acceptable or not by checking the GSN diagram. From our experience,
the number of stakeholders should be within five. Discussions will diverge when
it comes to more stakeholders. In this step, the three evaluation criteria (context
validity, logicality, and relevance of scale) are also used. Once all participated
stakeholders make consensus that the claim is acceptable, then this step finishes.
This step can be elaborated as shown in [2] or other methods such as Mind Map
or FTA analysis.

4 D-Case Workshops

Using D-Case steps, we had two GSN workshops in January and March 2018.
The numbers of participants were 20 and 21, respectively. The contents of the
workshops are as follows.

1. Introduction of GSN and simple exercises for GSN syntax.
2. Introduction of D-Case steps.
3. Exercises for D-Case steps by group discussion.

Fig. 4 shows a snapshot of D-Case workshop. We used D-Case Communicator
[9], a web based GSN editor, by which the participants can freely share GSN
diagrams. An example of GSN diagrams drawn by the participants is shown in
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Fig. 5. An Example of GSN by Workshop Participants

�)!B��-�,�)��,CAA+B!8�GC(�

B���7���)���.32�GCC#
�
))+(��	��( 



 �
����	���������

3. Set each evidence as the final leaf of the GSN.

In order to write a GSN diagram, it is necessary to set evaluation criteria
of a GSN diagram. There are several criteria proposed in previous work. From
such criteria, in D-Case step, we use the following three criteria.

– Context Validity. Context nodes plays crucial rules for GSN, and contexts
nodes should be linked to appropriate goals or strategies to describe con-
text information of them. The importance of context is discussed in several
previous work, such as [10] and [7].

– Logicality. The structure of GSN represents a logical argument that the claim
in the top goal holds. Therefore it is important to check the logicality of the
GSN.

– Relevance of Scale. The stakeholders of a system have their own limited time
and knowledge about the system. Thus it is important to limit the scale of
the GSN diagram so that the stakeholders can read and understand it. As
far as we know, this criteria has not been discussed in the literature.

There are other criteria proposed in the literature such as quantitating con-
fidence [4, 6]. Based on our experience, we have set the above three evaluation
criteria. In addition, it was adopted as criteria for general engineers to under-
stand easily.

3.3 Consensus building step

After writing a GSN diagram, the stakeholders argue that the claim in the top
goal is acceptable or not by checking the GSN diagram. From our experience,
the number of stakeholders should be within five. Discussions will diverge when
it comes to more stakeholders. In this step, the three evaluation criteria (context
validity, logicality, and relevance of scale) are also used. Once all participated
stakeholders make consensus that the claim is acceptable, then this step finishes.
This step can be elaborated as shown in [2] or other methods such as Mind Map
or FTA analysis.

4 D-Case Workshops

Using D-Case steps, we had two GSN workshops in January and March 2018.
The numbers of participants were 20 and 21, respectively. The contents of the
workshops are as follows.

1. Introduction of GSN and simple exercises for GSN syntax.
2. Introduction of D-Case steps.
3. Exercises for D-Case steps by group discussion.

Fig. 4 shows a snapshot of D-Case workshop. We used D-Case Communicator
[9], a web based GSN editor, by which the participants can freely share GSN
diagrams. An example of GSN diagrams drawn by the participants is shown in
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Fig 5. Fig 5 is a GSN diagram assured by the system developer to the real-estate
company. The top goal is part of the security of Smart Room Viewing system.
Although the scale of the GSN in Fig 5 is small, it takes about 30 minutes
to write the GSN (by three participants, who are new to GSN, but have some
knowledge on security of web system). In this GSN, the top goal is decomposed
by three sub goals for threats listed in the left context linked to the top goal, a
typical goal decomposition.

4.1 Workshop Evaluation

After the workshops, we ask the participants to fill questionaries. Table 1 shows
the result of questionaries by the participants of second workshop. In Table 1,
4 is higher and 1 is lower. For example, for the first question (content of WS),
1 participant marked 2, 7 participants marked 3, and 10 participants marked 4.
First we ask the participants about the content of the workshop. Most partic-

Table 1. Result of Questionaries
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ipants are satisfied with the contents of the workshop. The second question is
about the understandability of the workshop. From the result the participants
seems to have understood GSN and D-Case steps. From the third to the seventh
questions are about the difficulties of GSN nodes: top goal, context, strategy,
and evidence (solution). The average of context and strategy nodes are 2.61 and
2.72, respectively. These indicate that context and strategy nodes are not easy
to write for beginners. The eighth and ninth questions are about whether GSN
and D-Case steps are good or not for consensus building and practical use, re-
spectively. The results were positive, and we observe that the workshops using
D-Case steps succeeded as first steps.
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