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Abstract—This paper presents and illustrates a reliability In [6], we presented a model for calculating worst case la-
analysis method developed with a focus on Controller-Area-Net- tencies of messages under error assumptions for the Controller
work-based automotive systems. The method considers the effect,,_\rea Network (CAN). In many situations, this analysis might
of faults on schedulability analysis and its impact on the reliability . . . iy
estimation of the system, and attempts to integrate both to aid infer _that a given message set is not feasible undgr Worst_case
system developers. We illustrate the method by modeling a fault interference. Such a result, though correct, is of limited
simple distributed antilock braking system, and showing that help to the system designers except to prompt them to overde-
even in cases where the worst case analysis deems the systemign the system and waste resources to tackle a situation, which
unschedulable, it may be proven to satisfy its timing requirements might never happen during the life time of the system.

with a sufficiently high probability. From a reliability and cost . . .
perspective, this paper underlines the tradeoffs between timing When performing schedulability analysis (or any other type

guarantees, the level of hardware and software faults, and per-unit Of IfOI.’maI ana')’_SiS) itis important to keep in mind that t_he anal-
cost. ysis is only valid under some specific model assumptions, typ-
Index Terms—Automotive system, Controller Area Network ically under some assumed “normal condition,” e.g., no hard-

(CAN), distributed system, fieldbus, real-time analysis, reliability Ware failures and a “friendly” environment. The “abnormal”
analysis, tradeoff analysis. situations are typically catered for in the reliability analysis,

where probabilities for failing hardware and environmental in-
terference are combined into a system reliability measure. This
separation of deterministic (0/1) schedulability analysis and sto-
HIS PAPER extends and improves preliminary results prehastic reliability analysis is a natural simplification of the total
sented in [1] and [2], by refining the fault model and proanalysis, which unfortunately is quite pessimistic, since it as-
viding a more rigorous treatment. During the last decade or smymes that the “abnormal” is equivalent to failure; in particular,
real-time researchers have extended schedulability analysis foraransient errors/failures, this may not at all be the case.
mature technigue which for nontrivial systems can be used toConsider, for instance, occasional external interference on a
determine whether a set of tasks executing on a single CPUcommunication link. The interference will lead to transmission
in a distributed system will meet their deadlines or not [3]-[5krrors and subsequent retransmission of messages. The effect
The main focus of the real-time research community is on hawdll be increased message latencies which may lead to missed
real-time systems, and the essence of analyzing such systéerdlines, especially if the interference coincides with the
is to investigate if deadlines are met in a worst case scenaM@rst case message transmission scenario considered when
Whether this worst case actually will occur during execution, gerforming schedulability analysis. In other scenarios, the
if it is likely to occur, is not normally considered. interference will not increase the worst case message latency,
Reliability modeling, on the other hand, involves study ofs illustrated in Fig. 1. The figure shows a system with three
fault models, characterization of distribution functions of faulteriodic messagesM;, M, and M3, with the parameters
and development of methods and tools for composing these ggown in Table 1. Assuming an overhead, = 1 for error

tributions and models in estimating an overall reliability figur&ignaling and recovery (but not including retransmission of
for the system. the corrupted message), we have shown the effects of three

different scenarios, corresponding to an external interference
hitting the system at different points in time. In the first case,
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Fig. 1. Dependency of effects of faults on phasings.

TABLE |

Vehicle
MESSAGESET PARAMETERS Reliability

Msg ID | Period | Deadline | Transmission time | Priority

M, 5 5 2 High ///—/\, =
' : Hardware Communications Software
M, 10 7 1 Medium K ) @ >
M; 20 8 1 Low \
< “Message >
lation. The basic argument of our work, is that for any syste “.__Reliability Correctness

(even the most safety critical one) the analysis is only valid as

long as the underlying assumptions hold. A system can only big. 2. System reliability: a top-down view.
guaranteed up to some level, after which we must resort to re-
liability analysis. The main contribution of this paper is in proBraking System (ABS) for automobiles, this boils down to per-
viding a methodology to calculate such an estimate by way fafrming the tasks (mainly input_sensors, compute_control, and
integrating schedulability and reliability analysis. output_actuators, etc.,) as per the specifications. Being part of a

Although we use automotive examples throughout the papefal-time system, the specifications for ABS imply the necessity
it should be pointed out that our results have substantially widier the results to be both functionally correct and within timing
applicability, both in the sense that CAN is used in other appBpecifications.
cation domains, such as factory automation, and that the genera major issue here is how to compose hardware reliability,
approach is applicable also to other communication systergsftware reliability, environment model, and timing correctness
Furthermore, our type of reasoning is especially pertinent cai- arrive at reasonable estimates of overall system reliability
sidering the growing trend of using wireless networks in factorfFig. 2).
automation and elsewhere. The error behavior of such systemget us define
will most likely require reliability to be incorporated into the
analysis of timing guarantees. prr(t) = Probability(Hardware failure at)

The outIi.ne_c.)f the paper is as.fol_lows. Sectio_n Il presents psr(t) = Probability(Software failure at)
general reliability modeling for distributed real-time systems
and introduces our approach. Section I specifically discusses  pr(t) = Probability(Communication failure af).
the scheduling of message sets in CANs under a general fault — : o
model, presents schedulability analysis for the model, and in-The reliability of the _systemR(t) IS t_he probability that the_
troduces a simulation-based approach for analysis of arbitrg¥steM performs allits intended functions correctly for a period
samples of phasings and interference. Section IV illustrates ¢ud NS 1S given by the product of cumulative probabilities that
results, with a sample message set used in a distributed compHtEFe are no failures in hardware, software, and communication
network inside passenger cars. Section V discusses possible®psystem during the peridd, ). That is,

—

Reliability
Growth Model

Component

tensions and presents some conclusions. ot ot
R(t) = <1 —/ pHF(t)> X <1 —/ pSF(t)>
0 0
Il. RELIABILITY MODELING .
Reliability is defined as the probability that a system can per- X (1 - / pp(t)) .
0

form its intended function, under given conditions, for a given

time interval. In the context of an automobile its intended func- In this paper, we concentrate only on the final termin (1), i.e.,
tion is to provide reliable and cost-effective transport of meihe probability that no errors occur in the communication sub-
and material. At a subsystem level, such as for an Antilogdystem. Please note that, when we talk about communication
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subsystem, we are not concentrating on the faults in the hariddds). Each LCM is typically a very small fraction of the mis-
ware (as in [7]) or in the software of such a system. Insteasipn time.

we look at it from a system level and treat its correctness as theNe will now outline a methodology for estimating commu-
probability of correct and timely delivery of message sets. Sinogation failures due to external interference in a CAN bus. It
the main cause for an incorrect (corrupted, missing, or delayestjould be noted that, the methodology presented in this section
message delivery is environmental interference, an appropriesa easily be applied to other communication models as well.
modeling of such factors in the context of the environment in Lett represent an arbitrary time point when the external inter-
which the system will operate is essential for performing relference hits the bus and causes an error. If we can assume zero
ability analysis. A completely accurate modeling of the proba&rror latency and instantaneous error detection tHeecomes
bility of timely delivery of messages is far from being trivial andhe time point of detection of an error in the bus due to external
hence we have made certain simplifying assumptions in ordeiitterference.

divide the problem into manageable proportions. We now define the following probabilities:

A Problem Statement pr(t) = Probability(Interference at)

The premises of our problem (from a designer’s perspective) Pc(t) = Probability(Msg corruptiorinterference at)
are as follows.

« We are given the overall reliability requirements of the
system (for example, a vehicle), from which we derive the By relying on the extensive error detection and handling fea-
reliability requirement of a particular subsystem (for extures available in the CAN, we can safely assume thatan error in
ample, the computer system controlling pedal brake afessage corruption is either detected and corrected by retrans-
ABS), which in turn defines a requirement on the reliamission or will ultimately result in a timing error. This allows
bility of its communication subsystem. us to ignorepc(t) and define in our context, the probability of

« The given requirements of the subsystem, after a seriesc@mmunication failure due to an interference startingas
design steps, get converted to a set of relevant tasks along
with their timing properties. In our example of cars, the pr(t) = par(t) x pr(t). @

overall vehicle level safety and performance requirements, |, the environment model in [6], we have assumed the possi-
in conjunction with the vehicle dynamics and propertiegijity of an interferencel;, having a certain pattern hitting the
of subsystems allow us to have separation of concerpgssage transmission. Let (1) be the probability of such an
between hydraulic/mechanical systems and the electrigglent occurring at time. We also assume that another interfer-
system. In the next step, we convert these requiremeRisce,, having a different pattern, can hit the system at time
and constraints into the timing specifications for the indir \ith a probability, for examplepy, (¢). In [6], we assumed
vidual tasks and messages. that both cases of interference hit the message transmission in
* We have an environment model and know how to perforgyyorst case manner and looked at their impact on the schedu-
response time analysis of CAN messages under normgljjity. In this article, we will increase the realism by relaxing
and error conditions [6]. _ _ the requirement on the worst case phasing between schedule and
* The problem analyzed is, given the above informatiofterference. It should be noted that there is an implicit assump-

how to find a suitable way of predicting the reliabilitytjon that these cases of interference are independent.
of the communication subsystem. The simple approach

will be to give a 0/1 weight to the schedulability aspect €. Failure Semantics

gva!gatmg the system “cqrrectness“ and Ca'CH“ate the re+ the above presentation, we assume that a single deadline
liability. However, the environment mpdel prQVIdes Wor,SFniss causes a failure. This may be true for many systems, but
case scenarios, which may not occurin practice and its ify- o e nera, thdailure semanticgloes not have to be restricted
pact may depend on the actual phasing of messages awis simple case. For instance, most control engineers would
the way in which they mte.rac.t with the enwronment/faul}equire the system to be more robust, i.e., the system should not
model. Thergfore, the major ISSUES are as .fOIIOWS' loose stability if single deadlines, or even multiple deadlines,

* Canwe .parFltlon the schedulab!l|ty analysis un.der fauI' e missed. A tolerable failure semantics for such a system [8]
by considering a set of scenarios correspondln_g to dgbuldforinstance be “three consecutive deadlines missed or five
ferent message and fault model phasings? (as illustralgg ot 50 geadlines missed.” Such a definition of failure is more
n Fig. 1, anq where the worst case conS|dered. IN OUr Pifxaistic and also leads to a substantial increase in reliability esti-
vious analysis [6] is only one of_several spenanos.) mates, as compared to the single deadline miss case. To simplify

’ HO.W canwe use such an analysis to obtain a more accurgjg presentation we will, however, stick to the simple “single
reliability estimate? missed deadline” failure semantics for the time being, but re-

turn to this issue in the reliability analysis in Section IV-C.

pu (t) = Probability(Deadline misBnterference at).

B. Reliability Estimation

By definition, reliability is specified over a mission time. Nor-D- Calculating Failure Probabilities

mally, we can assume a repetitive pattern of messages (over th€o calculate the subsystem reliability, first we need to calcu-
least common multiple (LCM) of the individual message pdate the failure probability (in our case of the communication
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Fig. 3. Pattern of interference from an intermittent source, with burst lghgihd periodI;.
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Fig. 4. Pattern of interference from a transient source, hitting the system at tiwith burst lengtH ;, periodT;, and consisting of. ; bursts.

subsystem subject to possible external interference), i.e., thieerep;(¢) denotes the probability that the first transient inter-
probability of at least one failure (defined as a missed deadlirfeyence hits the system at timeand PZ (J|s(.J) = t) denotes
during the mission time. In doing this we assume that the intehe conditional probability of a communication failure durihg
ference free system is schedulable, i.e., that it meets all dedde to interference frond, given that the interferencé starts
lines with probability 1. This can for a CAN bus be verified byat time ¢. In the above summation all possible full or partial
using the analysis presented in Section IlI-A. Furthermore, diurgerference from the transient source during mission time are
to the bit-wise behavior of the CAN bus, we can with respect tonsidered. The intervgtn ;T;, 0] specifically captures ini-
the external interference make a discretization of the time scdia| partial interference, starting before mission time, but ending
with the time unit corresponding to a single bit timg; (1 xS during mission. It follows, since interference and bus commu-
for a 1-Mb/s bus), i.e., we make no distinction between an inication are independent, thaj(¢t) = 1/(7 + n;Ty). To cal-
terference hitting the entire bit or only a fraction of it. In eitheculate PZ (J|s(J) = t) we will use simulation, just as above.

case, the corruption will both occur and be detected. The number of scenarios to simulate here is potentially much
We will distinguish between two types of interferencéarger than for an intermittent source, since typically> T7;.
sources. However, the number of simulations can be reduced, since the

« Intermittent sourceswhich are bursty sources that interProbability of failure is independent of the LCM, in which the
fere during the entire mission tin, and are for an inter- interference hits the system. We can prove that
ference sourcé characterized by a peridfiy and a burst

lengthi; (wherel; < Ty), as illustrated in Fig. 3. PI(y) < EEmils S pa(t) x PE(Is(]) = 1)
 Transient sourcesvhich are bursty sources of limited du- Lem te[0, LOM—1]

ration. These occur at most once during a mission time T

7, and are for an interference souréeharacterized by re[0 LZCMA] P (J]s(J) =)

a periodl’y, a burst lengtti ;, and a number of bursis; = : TOM (5)

(wherel; < Ty andTyxny < 7T), asillustrated in Fig. 4.
For a single intermittent sourdewe define the probability of |t should be noted that we introduce a slight pessimism (which
a communication failure during the mission time as follows: s the reason for the) since the probability for failure il is
T T lower toward the end, when the interference bursts are extending
Pp () = Z pr(t) x Pp (I|h(I) = 1) ©) past the end of . However, since we assumg x T < 7,
te[0, Tr—1] the introduced pessimism can be considered negligible.
wherePZ (I|h(I) = t) denotes the conditional probability of a Also, note tha_lt in (5) the effec_ts of the interference starting
communication failure, given that the system was hit by intePefore the LCM is covered by the interference on the subsequent
ference from sourcéat timet, denoted by (1) = ¢. Itfollows, LCM, whichis the reason for starting the summation wita 0
since interference and bus communication are independent, ff&iher thant = —n;T; asin (4)]. , _
pr(t) = 1/T;. To calculatePZ (I|h(I) = ) we will use simu- Fmally, note thgt by not counting thg mterference starting
lation, i.e., we will simulate the bus traffic during a mission, inoutside the very first LCM (at the beginning of the mission
cluding the effects of interference, to determine if any comm{Me), we introduce some optimism, but since the assumption of
nication failure (deadline violation) occurs. This will for eact?7 X T < 7 this optimism is |n5|gn|f|caTnt. To be more precise,
¢ result in either 0, if no deadline is missed, or 1, if a deadlirfefractionof (9> _,c_,. 7, o ps(t) X Pp (J]s(J) = t), could -
miss is detected. be added to (5) in order to cover for the pre-mission time-trig-
For a single transient sourdewe define the probability of a 9€red transient faults. , _ .
communication failure during the mission time as follows: We now extend the above basic analysis to the analysis of
multiple sources of interference. First, we consider the case of
PE()) = Z ps(t) x PE(J|s(J)=1t) (4) two independent sources of interference. There are three cases
te[—ny Ty, T—1] to consider.
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1) Two intermittent sourceg andl, Finally, we present the general formula for an arbitrary
number of interference sources of either typeirftermittent
PI(L, I,) = Z p1,(t1) X pr, (2) andm transient sources of interference)
t1€[0, Tr, —1]
t2€[0, Tp, —1] Pg([l/ ...7In7 J17 ceey Jm)
X PE(Iy, I|h(I1) = t1 A h(L3) = t3).  (6) pr, (t1)
X oo
2) Two transient source$, and.J, xpr. (tn)
X t]
PIU k)= S pa(t) xpa(te) pa ()
t1€[-ny, Ty, T—1] Xoee-
peT XD, ()
XPIZ(Jl, J2|S(J1) :tl/\S(JQ):tQ). (7) I, ..., I,,
— Z . (12)
. . . ty1€[0, Ty, —1] Jl? Jm
3) One intermittent and one transient source L
tn€[0, Ty —1] |h([1) =1
ti€l—ny Ty, T—1]
Pg:([l, Ja) = Z o1, (t1) X pi,(t2) o El=ny Ty T—1] XPFT A---
t1€l0, Ty, —1] Ah(I,) =ty
to€l—ny,Ty,, T—1]
e As(Jy) =t
ng(ll, J2|h(11) =1 /\S(JQ) :tQ). (8) A
Ns(Jm) =1,

The number of scenarios to simulate for the above three cases
are in the order ofl;, x 17,, 72, andTy, x T, respectively.
This may be rather large, especially for the two latter cases. By Approach to Analysis

observing symmetries in the formulas we can however reducerne ahove equations define the probability of communication
the number of scenarios. For case 3), consider the following twgiure given a set of sources interfering with the communica-
mutually exclusive situations: HC'M > Tj,, which leads to tion according to specified patterns. In our modeling, we will

the following reduced formula: additionally specify the probability that an interference source
actually is active during the mission. This gives us the following.
T +n,T . i
PI(L, J,) = Jatda o Z 1, (t1) We have a set of external sources of interferefice 7 U
LecMm vl T 1] J, whereZ is a set of intermittent sources of interference
1600, LCM—1] and.7 is a set of transient sources, as defined above.

» Each interference sourde € K is either active or inac-
tive during a mission. The probability for the source to be

. ] active isPp<t, and the probability for inactivity is conse-
and 2)LCM < T, which leads to the following reduced for- quentlyl — Pact,

X DIy (fz) X P,FZ:(IL J2|h(11) =t A S(J2) = tz). (9)

mula: For a scenario with a single intermittent interference source
1, and a single transient interference sousge we can now
PI(I,. ) = T+n5,Ts n (with a slight generalization of the notation) define the proba-
7 (11, J2) X pr, (t1) o L . . o
Ty bility of a communication failure in a mission as follows:

1 t1€[0, Ty, —1]
tQE[O,TIl—l]

QE({I1, J2}) = P x P3¢ x PE(Ih, J»)
+ PRt x (1= P3Y) x PR (1)

+ (1= Pi) x P3* x P (J2) (13)

><pJ2 (tg) X Pg([l, J2|h(11) = tl N S(JQ) = tg). (10)

The above two equations can be combined into

p}?([h Jo) = M—JTJ which for an arbitrary sef of intermittent sources and an arbi-
max(LCM, Tr,) trary set7 of transient interference sources can be generalized
to
X Z le(tl) ij2(t2)
t1 €0, TIl —1]
to€[0, max(LCM, T, )—1] Q;(IU j) = Z <H Pact)
x PE(I, Jolh(Ih) = t1 A s(Ja) = t2) (11) ACTUT \a€A
and, thus, we have reduced the number of scenarios from the X H (1—P2Y) | x PE(A) (14)

order of T, x 7 to the order off, x max(LCM, Ty,). bed
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whereA = (ZUJ)\A. Intuitively, (14) defines the failure prob- A. Classical CAN Bus Analysis
ability for a system that is potentially subjected to interference Tindell et al. [9], [10] present an analysis to calculate the

from a?.eFZU J of mtgrference SOUrces as the sum O.f We'ght%orst case latencies of CAN messages. This analysis is based
pro_bab|I|t|es that a failure occurs in each of the possible comtgh the standard fixed-priority response time analysis for CPU
nation of sources. :

T . . ._scheduling [3].

T_he valu_e oty (A)is, as mentlon_ed above, obtained by sim- Calculating the response times requires a bounded worst case
ulation. This amounts to the following. queuing pattern of messages. The standard way of expressing
+ For each intermittent interference soucee A make a this is to assume a set of traffic streafhgorresponding to CPU

selection from the set of discrete time poiftis77 — 1]. tasks), each generating messages with a fixed priority. The worst
Each picked sample indicates the phasing of the correcase behavior of each stream is to periodically queue messages.
sponding source at time 0. The selected phasing will giachS; € S is a triple (P;, T;, C;), whereP; is the priority
a scenario with interference from sourfestarting ats, (defined by the message identifiet}, is the period and’; the
s+Tr, s+ 2Tr, ..., s+ 0T, wheren = [T /T7]. worst case transmission time of messages sent on sigdine
« For each transient interference sourte A we make a Wworst case latency; of a CAN message sent on strediis
selection from the set of discrete time poif#s: ;7';, T— defined by
1]. Each picked sample indicates the time when the inter-
ference from the corresponding source hits the system.
Perform the simulation (as detailed in Section Ill) to obwhere.; is the queuing jitter of the message, i.e., the maximum
tain PZ (A|selected phasings of interference). The resultriation in queuing time relativé;, inherited from the sender
will be either 1 or O, corresponding to no communicatiotask which queues the message, antepresents the effective
failures or communication failure detected, respectivelyqueuing time, given by
We can then calculat®Z (A) using (14).
For most realistic sygterns Wi.th mgltiple sources of inter.fer-qi - B, + Z ’V(Ii +J; + Tbit“ C; + E(q;i + Ci) (16)
ence, complete analysis involving simulation of all combina- T;
tions of phasings and interference sources will not be compu-
tationally feasible. An alternative approach can then be to us@ere the ternB; is the worst case blocking time of messages
a statistical-sampling-based method in which only a restrictednt onS;, HP(i) is the set of streams with priority higher
set of phasings is simulated. That approach is further elaboratedn S;, 7,;; (the bit time) caters for the difference in arbitra-
upon in Section IlI-C. tion start times at the different nodes due to propagation delays
and protocol tolerances, arfd(¢; + C;) is an error term de-
noting the time required for error signaling and recovery. The
[Il. SCHEDULABILITY ANALYSIS OF CAN MESSAGES reason for the blocking factor is that transmissions are nonpre-
e(%otive, i.e., after a bus arbitration has started the message with

The CAN is a broadcast bus designed to operate at spe . . . .
e highest priority among competing messages will be trans-

of up to 1 Mb/s. Data are transmitted in messages COntalmttr11(i']tted until completion, even if a message with higher priority

between 0-8 B of dat_a. Ar_l.ll_.blt |der_1t|f|er IS asso<_:|atedIW|t ets queued before the transmission is completed. However, in
each message. The identifier is required to be unique, in t

$se of errors, a message can be interrupted/preempted during

sense that two simultaneously active messages originating frgity s mission, requiring a complete retransmission of the entire

different sources must have distinct identifiers. The identiﬁ%essage. The extra cost for this is catered for in the error term
serves two purposes: 1) assigning a priority to the message, ahdpgye.

2) enabling receivers to filter messages.
The CAN is a collision-detect broadcast bus, which uses d&- Our Previous Generalization
terministic collision resolution to control access to the bus. Them [6], we presented a generalization of the relatively sim-

basis for the access mechanism is the electrical characterisfitsyic error model by Tindell and Burns [9]. Our error model
of a CAN bus: if multiple stations are transmitting concurrentlpecifically addresses the following.

and one station transmits a “0,” then all stations monitoring the Multiple sources of errorsHandling of each source sepa-

bus will see a “0.” Conversely, only if all stations transmit a rately is not sufficient; instead, they have to be composed
“1” will all processors monitoring the bus see a “1.” During into a worst case interference with respect to the latency
arbitration, competing stations are simultaneously putting their 5 the bus.

identifierS, one b|t at the time, on the bUS. By monitoring the ° S|gna||ng pattern Of individua| SourceEach source can
resulting bus value, a station detects if there is a competing typically be characterized by a pattern of shorter or longer
higher priority message and stops transmission if this is the  pursts, during which the bus is unavailable, i.e., no sig-
case. Because identifiers are unique within the system, a sta- naling will be possible on the bus.

tion transmitting the last bit of the identifier without detecting The above model is, just as Tindell and Burns’ model, deter-
a higher priority message must be transmitting the highest prinistic in that it models specific fixed patterns of interference.
ority queued message and, hence, can start transmitting Arealternative is to use a stochastic model with interference dis-
body of the message. tributions. Such a model is proposed by Nagtal. [11], who

R, =Ji+q+C; (15)

JEHP(i)
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use a Generalized Poisson Process to model the frequencgxifeme worst case. Our relaxed model will be based on the
interference, as well as their duration (single errors and erfotlowing.

bursts). 1) Worst-case phasings of message queuings at time 0 in

In this paper, we will use the following deterministic error the LCM (actually this could be at any time, so why not
model, which is a simplified version of the model introduced in choose 0?);This introduces some pessimism, since the

[6]. worst case may not occur in every LCM, but is consistent
» There is a sefC of sources of interference, with each with the assumed traffic in the interference-free model.
sourcek; € K contributing an error ternky, (¢). Their 2) Random phasings of interferencehis can be expressed
combined effect(¢) can be defined as, as an offset from the beginning of the mission time to
when the first interference hits. For each interference
E(t) = B, ()| By ()] -+« | B, (1) (17) sourcel; that hits, such an offset should be “sampled

(as outlined in Section II-E). This can be expressed as an
offset from the beginning of the mission time to when

where| denotes composition of error terms. _ the first interference hits. For each interference soiyce
* Each sourcé; € K interferes by inducing an undefined that hits, such an offset should be “sampled” (as outlined
bus value during a characteristic time peridg. Each in Section II-E).

such interference will (if it coincides with a transmission) To calculate the probability of a deadline miss, we perform a
lead to a transmission error. i, is larger thami¢, then  simulation of the message transfer and interference during the

the error recovery will be delayed accordingly. mission time7, as described in Section II-E.

« Patterns of interference for each soufgee K canin-  The analysis we make is based on either exhaustive simula-
dependently be specified as a sequenceofbursts of tion or by sampling. If the LCM is small and the number of com-
lengthly,, with period7, . bined interference sources to be analyzed are few, then exhaus-

From the generic parameters it is possible to model both ifive simulation is recommended. Algorithms for both exhaustive
termittent and transient sources of interference, as introducgsti sampling-based simulation are presented in the Appendix.
in Section 1I-D. An intermittent sourcg is defined by letting  |n calculating the final failure probabilitpZ (14) we can use
ni. > T /Ty. Any interference source with smalley, is a tran- ejther of the algorithms in the Appendix which can be used to
sient source. See Figs. 3 and 4 for illustrations. calculatePZ . In general, the total number of required simula-

Using such a model we can see that tions in the exhaustive case is rather large, since the@®'dre1

combinations of interference sources to consider, and for each

By, () = By, (t) x (O + max(0, I, — i) (18) combinationA, there are

here the number of interf ilBy, (1), is given b H{Ta’ foct
where the number of interference untilBy, (¢), is given by U7 fees
By, (t) = min <nki, [TL-D . (19) phasings to consider. The actual situation is however not as
ki

bad as this may indicate, since the algorithms can be optimized
for special cases (e.g., using (11) instead of (12)) and using
Note thatmax(0, I, — 7pi¢) defines the length df,, exceeding Rnd_sim rather thanEz_sim. Due to the regular pattern of

Thit, Whereag /Ty, | is the number of initiated bursts until  many scenarios and that we immediately can conclude “com-

We assume that the overhe@g is given by munication failure” if a single failure is detected, the time to
perform simulations can be substantially reduced as well. The
0; = 31 X Tp5 + () (20) details of this are, however, outside the scope of this paper.

IEHIII’lgi(U{i} We have implemented the analysis using a simulator devel-
oped by Lindgreret al.[12].

where31 x 7, is the time required for error signaling in CAN

and themax term denotes the worst case retransmissiontime as 1. EXAMPLE: A DISTRIBUTED BRAKING SYSTEM

the largest transmission time of any message of higher priority\ye now present a case study of a simplified intelligent ABS,
(HP(i)) or the considered messagk Retransmissions of COr- \yhere each separate brake is controlled by a computer. Fur-

rupted messages with lower priority will not interfere, since thgyorqre there is one computer that controls the brake pedal.
con3|dere(_:i message will, due to the priority-based arbitratioty ,odes are connected by a CAN bus (see Fig. 5). The appli-
be transmitted before any such message. cation is a distributed control algorithm, which calculates the
brake force for each wheel depending on the brake pressure
achieved from the driver. Therefore, each wheel computer has

The analysis in Section 111-B above assumes worst case phtsreceive information about the state of the other wheels, to be
ings of queuings and interference. In combining timing and rable to make correct calculation and actuation. Thus each wheel
liability modeling, we will use a relaxed model which considers equipped with a sensor that monitors the rotation of the wheel.
the probability of different interference scenarios, not only theach node sends the monitored values periodically.

C. Analysis With Random Phasings of Interference
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brake discs

signals are sent when the phone switches between base stations.

It should be noted that these cases of interference may have im-

pact only when the mobile phone is lying close to the network

cables. We assume a typical interval between bursts to be 30 s,

i.e., Tohone = 30 S andlphone = 500 S.

4@ For our second interference sourgi,, radar transmissions
from a ship, we assume the duration of an interference burst to

be 1 ms with a single burst in each interference, I\g4ar =

1 ms andn,aq.r = 1.

actuator

load
sensor

ABS-2

C

B. Experiments

To illustrate our method, we will provide the following anal-
ysis of our simple ABS system:

» classical worst-case analysis, without considering any

Fig. 5. Typical computer network in a car with ABS.

TABLE I faults, using the analysis of Section IlI-A;
TYPICAL MESSAGESET IN CAR . . .
« worst case analysis under worst case fault phasings, using
Msg ID Priority | T3 | D; | C; | Sender the analysis of Section IlI-B; . .
OPERATOR.L 11 8| 3|o054) BRAKE . worst—case_ anaIyS|s_ under arbitrary fault phasings, using
Bl T aloaila the analysis of Section IlI-C.

- 054 ] ABS-1 Since we are considering two independent sources of inter-
ABS-2 3] 4| 4]054| ABS-2 ference, three cases will be considered: 1) interference from
ABS-3 4| 4| 4]054 | ABS-3 the mobile phone only; 2) interference from the radar only; and
ABS-4 5| 4| 4054 | ABS4 3) interference from both the sources.

OPERATOR-2 6115 15 | 0.54 | BRAKE In combining the obtained results to an overall reliability es-

timate for the considered mission time of 8 h, we will make the
following assumptions.

Our task is to implement a “reliable” ABS for vehicles. Since * If a mobile phone is lying too close to a network cable, it
this is a subsystem of the entire vehicle system, we assume Will remain there for the entire mission.
an appropriate reliability figure (for example, less tharr20  * The probability that a mobile phone is lying too close to a
faults/hour) to be attained by the ABS. This figure is, in fact,  network cable is 10*.
mandated by an assumed overall system reliability requirement® The probability of passing a bridge (under which a ship
of less than 107 faults/hour. equipped with a powerful radar may pass) is for each mis-
Table Il specifies a typical subset of messages sent in this sion 0.5.
simplified ABS and the timing details (in milliseconds) of these * The probability that a ship equipped with a powerful radar
messages sent via a CAN in a car. The timing parameters are is passing under a bridge when a specific car (which is
typically requirements derived from the vehicle dynamics by a  known to pass such a bridge during its current mission) is
control engineer. Priority 1 is assumed to be the highestand 6is passing is 10°.

the lowest. We assume a maximum blocking timéasfr,;; due « The probability of a ship having activated its radar while
to background message traffic. We also assume that the CAN passing a bridge is 0.7.
bus operates at 250 kb/s. From the above information, we derivB®t = 10~* and

phone

Please note that the task set above is a quite simplified ong’t = 0.5 x 107* x 0.7 = 3.5 x 10~*. Note that we have
from those used in practice. Our aim here is, however, not @ strong basis for the assumed values above. They merely rep-
present an accurate model of an ABS system, but to illustratgsent intelligent guesses indicating the type of parameters that
our methodology and indicate its usefulness. need to be identified.

A. Interference Characteristics C. Reliability Analysis Results

In our example, we will consider two sources of interference, We have performed a reliability analysis on our example mes-
viz., a mobile phone lying inside the vehicle and radar transage set. First, we calculated the response time without interfer-
missions from ships while the vehicle crosses bridges. Themgce using (15) in Section IlI-A. The resulting values (in mil-
are considered to represent typical sources of interference. Mgeconds) in columi0) in Table 11l show that the message set
characterize them in the following manner. is schedulable under interference-free conditions.

Mobile phones typically operate at 900-1800 MHz frequen- Next, we analyzed the system under worst case interference
cies. The carrier when a call is active or being activated is fphasings using the analysis from Section IlI-B. The results, pre-
a period of about 50Q:s duration out of a 4-ms cycle (sincesented in columns (1)—(3) in Table Ill, show that some messages
each frequency can be shared by up to eight phones). Whenrimss deadlines (indicated by a “*”) in all three cases: interfer-
active, the mobile phone will send signals to the base statience from phone only [column (1)], radar only [column (2)],
once in every half-hour. In addition, on a moving vehicle extrand both sources [column (3)].
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TABLE 1lI
RESPONSETIME ANALYSIS—NORMAL AND UNDER FAULTS
Msg ID Priority | T; | D; C; Response Time
(0) no interf. | (1)phone | (2)radar | (3) phone&radar
OPERATOR-1 1] 8| 8[0.54 1.08 2.24 2.74 3.549
ABS-1 2| 4] 41054 1.64 2.78 3.28 * 4.374
ABS-2 3| 4| 4]0.54 2.16 3.32 3.82 *6.131
ABS-3 41 4| 41054 2.70 3.86 | *4.36 *7.339
ABS-4 50 4| 41054 3.24 *4.40 *6.52 *8.419
OPERATOR-2 6115 15| 0.54 3.78 7.86 7.60 *16.384
TABLE IV TABLE V
SIMULATION RESULTS SIMPLE FAILURE SEMANTICS SIMULATION RESULTS REFINED FAILURE SEMANTICS
Interference Average Case in Simulation Interference Average Case in Simulation
Sources Total Missed Failure. | 99.9% Confidence Sources Total | Number of Failure | 99.9% Confidence
Messages | Deadlines | Probability Interval Messages Failures | Probability Interval
phone only 4530000 4385 | 96.8 x 107° *4.2x1075  phone only 4530000 0 0 0
radar only 4530000 5691 125.6 x 107° t53x%x107° radar only 4530000 0 0 0
phone and radar | 4530000 12331 | 272.2 x 1075 +83%x 107  phone and radar | 4530000 1015 | 22.4 x 1073 t6.6x107°

According to the analysis under worst case assumptions, weRecalculating the overall mission failure probability
can see that one out of six and two out of six messages migé using the failure probabilities from Table V gives
their deadlines considering individual interference from phor@Z ({phone, radar}) = 7.84 x 107'2, which is quite neg-
only and radar only, respectively, while five out of six messagéigible in relation to the required failure probability of 18.
miss their deadlines under combined interference from both thkis means that the system has sufficiently high reliability to be
sources. acceptable. Hence, our analysis has relieved the designer from

We finally conducted simulation runs by varying the pointghe costly redesign process which would have been chosen if
of start of interference according to Algorithm 2 in theonly the analysis with worst case phasing was considered.
Appendix. The results are shown in Table IV. Combining the
obtained failure probabilities, using the probabilities for the V. CONCLUSIONS
different interference scenarios derived from the assumption
in the previous section, we get the following failure probabilit)(/)
formula [derived from (14)]:

sWe have presented a method that allows controlled relaxation
f the timing requirements of safety-critical hard real-time sys-
tems. The underlying rational is that no real system is (or can
QL ({phone, radar}) = Pt ne(1 = Pii.,) x 0.000 968 ever be) hard real time, since the behavior of neither the design
act act . nor the hardware components can be completely guaranteed.
+ Padar(1 = Fifione) X 0.001256 By integrating hard real-time schedulability with the reliability
+ P}'?}Cut)ne x PRt x 0.002722(21) analysis_ normally used to estir_na;g the impgrfection of real_ity,
we obtain a more accurate reliability analysis framework with
which evaluates to 5.3& 10~". high potential for providing solid arguments for making design
Unfortunately, this is an unacceptable high failure probabilityadeoffs, e.g., that allow a designer to choose a slower (and less
compared to the admissible failure probability of 20How- expensive) bus or CPU, even though the timing requirements are
ever, returning to the discussion on failure semantics at the aridlated in some rare worst case scenario.
of Section II-C, we note that systems that fail due to a single Using traditional schedulability analysis techniques, the de-
deadline miss should be avoided, since they are extremely sesginer will in many cases have no other choice than to redesign
tive. In particular, for critical systems, the designer has an obthe system (in hardware, software or both). However, by re-
gation to make the system more robust. For instance, for @orting to our new analysis, we may see that the probability of
simple system a more reasonable failure semantics would beataextreme error situation arising is very low and thus the de-
failure occurs if more than two out of ten deadlines are missedigner may not need to perform a costly redesign.
It should be noted that changing failure semantics may have im4t is well known [8] that a control system that fails due to a
plications for the design, since we have to make sure that #iagle deadline miss is not robust enough to be of much practical
system appropriately can handle the new situation, e.g., in aige. Rather, the system should tolerate single deadline misses, or
case that a few deadline misses can be tolerated. even multiple deadline misses or more complex requirements on
Table V reports the results from a simulation of exactly thiéhe acceptable pattern of deadline misses. These requirements
same system as above, except that we now use the new faikhieuld of course be derived from the requirements on stability
semantics. in the control of the external process. The possibility to handle



HANSSONet al.: INTEGRATING RELIABILITY AND TIMING ANALYSIS OF CAN-BASED SYSTEMS 1249

such requirements in the analysis can makes the use of the rd=unction simulate(“list of phasings”):
sources even more efficient, i.e., we achieve a tradeoff situa- 1/0

tion between algorithmic fault tolerance and resource usage. By “Simulate behavior during T
considering each message separately in our example we could If deadline_violation
increase the reliability by incorporating algorithmic fault toler-  then simulate =1
ance for functions which are dependent on a message that has else simulate = 0;
the lowest reliability. end.func

The presented method is tailored for analysis of the effects ofbegin.alg
external interference on CAN bus communication. The method scenarios  := 0;
could be extended in various directions, such as including sto- fail := 0;
chastic modeling of external interference, distributions of trans- For sample[First(A)]
mission times due to bit stuffing, distributions of actual queuing := startsample(First(A)) to
times, distributions of queuing jitter, as well as applying the maxsample(First(A)) do
framework to CPU scheduling, including variations in execu- For sample[next(First(A))] =
tion times of tasks, jitter, periods for sporadic tasks, etc. Some of startsample(next(First(A))) to
these extensions require dependency issues to be carefully con- maxsample(next(First(A))) do

sidered. For instance, message queuing jitter may for all mes-
sages on the same node be dependent on interrupt frequencies.
Assuming independence in such a situation may lead to highly
inaccurate results. Another critical issue which should be given
further attention is the sensitivity of the analysis to variations in
model parameters and assumptions, such as the assumed proba-
bilities for the interference sources to be active in our example.
We are convinced that a successful development of a holistic od
analysis framework, taking both reliability and schedulability
(as well as other pertinent issues) into account, will be of im-
mense value for the development of resource constrained safety- od
critical real-time systems. The method presented here is an im- ©

For sample[Last(A)] =
startsample(Last(A)) to
maxsample(Last(A)) do
scenarios  := scenarios  + 1;
fal = fail +
simulate(sample);

portant step in that direction. Ex_sim := fail/scenarios;
end.alg
The algorithm Ez_sim investigates for each
APPENDIX combination of phasings if the interfer-
SIMULATION ALGORITHMS ence sources cause a communication failure

The following are high-level pseudocode descriptions of tHa not.

algorithms for the simulation based analysis in Section IlI-C.

Algorithm 2 (Random Simulation)

Algorithm 1 (Exhaustive Simulation) The algorithm takes as input a list of

The algorithm takes as input a list of interfer_e_nce sources A and returns the
interference sources A and returns the probability that an interference sce-
probability that an interference scenario nario causes a communication failure.
causes a communication failure. Algorithm Rnd_sim(  A: “list of interfer-
Algorithm Ex_sim(  A: “list of ence sources”):
interference sources”): probability _
probability sample: array [*A"] of int;
sample: array [‘A”] of int; begin.alg
Function startsample( k: interference scenarios  := 0;
source): Int fail = 0;
If ke {intermittent source} Do until confidence > required_confi-
then startsample =0 dence
else {transient source} For a = First(A) to Last(A) do
startsample = —ngTy; sample[a] :=
end.func pick_a_sample(startsample(a),
Function maxsample(  k: interference maxsample(a))
source): Int od
If keI {intermittent source} scenarios  := scenarios  + 1,
then maxsample =T, —1 fail := falil + simulate(sample);
else {transient source} od
maxsample := 7 — 1; Rnd_sim := fail/scenarios;

end.func end.alg
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The

phasings of the interference sources and
investigates if the selected combination

of

failure. The procedure is repeated until
required level of confidence is reached.
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