
An Environment-Driven Ontological Approach to
Requirements Elicitation for Safety-Critical Systems

Jiale Zhou∗, Kaj Hänninen∗, Kristina Lundqvist∗, Yue Lu∗, Luciana Provenzano†, and Kristina Forsberg‡
∗Mälardalen University, Västerås, Sweden
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Abstract—The environment, where a safety critical system
(SCS) operates, is an important source from which safety
requirements of the SCS can originate. By treating the system
under construction as a black box, the environment is typically
documented as a number of assumptions, based on which a set
of environmental safety requirements will be elicited. However,
it is not a trivial task in practice to capture the environmental
assumptions to elicit safety requirements. The lack of certain
assumptions or too strict assumptions will either result in
incomplete environmental safety requirements or waste many
efforts on eliciting incorrect requirements. Moreover, the variety
of operating environment for an SCS will further complicate the
task, since the captured assumptions are at risk of invalidity,
and consequently the elicited requirements need to be revisited
to ensure safety has not been compromised by the change. This
short paper presents an on-going work aiming to 1) systematically
organize the knowledge of system operating environment and,
2) facilitate the elicitation of environmental safety requirements.
We propose an ontological approach to achieve the objectives. In
particular, we utilize conceptual ontologies to organize the envi-
ronment knowledge in terms of relevant environment concepts,
relations among them and axioms. Environmental assumptions
are captured by instantiating the environment ontology. An
ontological reasoning mechanism is also provided to support
elicitation of safety requirements from the captured assumptions.

I. INTRODUCTION

Safety-critical systems (SCSs) have become an intrinsic part
of human daily life in multiple domains, such as automotive,
avionics, and rail industries. Such systems are not only re-
quired to implement the functionality they should provide, but
also have to satisfy a set of safety requirements in order to
ensure the mitigation of hazardous consequences caused by
system failure or malfunction in a certain environment. In this
setting, requirements engineering (RE) is playing an essential
role [1][2] in formulating the safety requirements ranging from
declarative high-level to implementable low-level ones, and
meanwhile the correctness of the safety requirements has to
be ensured [3].

In our previous work, we have presented a method to
break system-level safety requirements (high-level) down to
software/hardware component requirements (low-level) based
on Fault Tree Analysis (FTA) combined with a validation
process [4], as well as have proposed approaches to early phase
requirements validation via translating functionality and safety
requirements into executable eTASM models [5][6]. These
pieces of work contribute to detecting and mitigating hidden

flaws of low-level requirements, counting on the assump-
tion that high-level safety requirements are correctly elicited.
Many popular methods such as goal-oriented approaches [7],
scenario-based approaches [8], and FTA-based approaches [9]
have been developed and experimented with to elicit high-
level safety requirements. Nevertheless, these methods are too
general, in the sense that they are for general problem domains.
To achieve more efficient safety requirements elicitation, there
is a need of an approach and tooling support that take full
advantage of safety-related domain knowledge.

Our on-going work aims to alleviate this need, commercing
with organizing the domain knowledge of system operating
environment from the safety perspective. In particular, the
environment where an SCS operates can either sporadically
lead to system failures or be vulnerable to specific failures, and
therefore it will inevitably impose a set of explicit or implicit
safety requirements (referred as environmental safety require-
ments) to the system under construction [10]. By treating the
system as a black box, such environment is typically defined
and documented as a number of assumptions [10], based on
which the imposed environmental safety requirements will
be elicited. However, it is not a trivial task in practice to
properly specify the environmental assumptions. The lack of
certain assumptions or too strict assumptions will either result
in incomplete safety requirements or waste many efforts on
eliciting incorrect requirements. Furthermore, the properties
of environment can vary a lot during the operation of an
SCS, which makes the specified environmental assumptions at
risk of invalidity. Consequently, the elicited requirements need
to be revisited to ensure safety has not been compromised
by the change. We believe that well-organized environment
knowledge can to a large extent facilitate the specification
of environmental assumptions and elicitation of environmental
safety requirements.

Ontological modeling and semantic technologies provide
a relatively recent yet mature basis that may support this
organization purpose, which have been widely adopted in the
area of requirements engineering, such as risk analysis [11],
requirements specification [12] and verification [13], require-
ments management [14] and test case generation [15]. An
ontology represents the effort to formulate an exhaustive and
rigorous conceptual view within a given domain. The goal is
to create an agreed-upon vocabulary and semantic structure



containing all the relevant concepts and their relations and
axioms within that domain for the purpose of exchanging
information and facilitating reasoning.

In this short paper, our main contributions are to propose
an ontological approach to elicitation of environmental safety
requirements and to illustrate it by a preliminary example.
In particular, we start by collecting building blocks of en-
vironment ontology. We then develop conceptual ontologies
to organize the environment knowledge in terms of relevant
environment concepts, relations among the concepts and ax-
ioms. Environmental assumptions are subsequently captured
by instantiating such an ontology. An ontological reasoning
mechanism is also provided to support elicitation of safety
requirements from the captured assumptions.

The remainder of this paper is organized as follows: Mo-
tivation is elaborated in Section II. Details and preliminary
results of our ontological approach are described in Section III.
Section IV introduces state-of-the-art of related areas, and
finally concluding remarks and future work are presented in
Section V.

.

II. MOTIVATION

Safety critical systems (SCSs) are characterized by the
impact they may have on the users or on the surroundings
of the system. A failure, or an unforeseen event, occurring in
an SCS could result in an accident that may cause harm to
humans or damage to the environment. Risk assessment and
management are a pair of requirements elicitation practices in
the development of SCSs. Risk assessment serves to identify
the possible hazards that could pose harm, to evaluate the
consequences of hazards and to classify the risks of the
system under construction. Risk management aims to define
measures to mitigate the risks and elicit corresponding safety
requirements that implement safe-states or safety-actions, in
order to control and maintain the residual risk at a tolerable
level.

In performing risk assessment and management, the term
system typically refers to the combination of the system under
construction and its operating environment. The system under
construction must be defined in terms of its functions, bound-
aries, and interfaces, while the assumptions about the envi-
ronment and the environmental properties should be explicitly
identified to enable various analysis and further elicitation of
environmental safety requirements [10]. For instance, a system
for rail service commuting between two cities could consist
of passengers, freight trains, different types of signaling and
electrification sub-systems, tracks, platforms, tunnels, weather
conditions, etc., as shown in Figure 1.

Consequently, an analysis performed on the system and the
elicited safety requirements based on the analysis are only
valid in the context of such environmental assumptions, i.e.,
the identified environment with its properties. Whenever the
environment or its properties change (e.g., another two cities
need the same type of commuter rail), the environment need to

Fig. 1. A system for rail service commuting between two cities.

be re-identified and thus the set of requirements is also subject
to change.

In this setting, we believe that it is necessary to develop an
approach to organizing the knowledge of environment where
SCSs operate, in order to facilitate:

• Modeling of complex environments with possibly varying
properties. An example in the context of rail service could
be the properties of tunnels which a train goes through.
Some tunnels may provide evacuation possibilities in case
of fire, whereas others may not. These types of properties
are imperative to capture for analysis from the safety
perspective.

• Early identification and elicitation of safety requirements.
With the example of rail service system, the safety
requirements that come in effect due to a fire may vary
depending on the environment in which the fire occurs.
A train on fire in a tunnel with evacuation possibili-
ties could halt and allow passengers to get out from
the train, whereas the same circumstance for the same
train in another tunnel without evacuation possibilities
would possibly have to provide enough torque to exit the
tunnel. Thus different requirements may come in effect
to mitigate the same type of hazard depending on the
environment.

• Making the source of environmental safety requirements
explicit, i.e., the set of safety requirements linked to
specific environmental assumptions would be identifiable
and traceable.

• Sharing common understanding of safety-related envi-
ronment knowledge among different stakeholders. Taking
the rail service as an example, the safety engineers may
not realize that the evacuation exit of a tunnel is not
available due to some reason in a certain case, while the
rail operators can regard it as a common sense.

• Requirements management of generic products that may
be deployed in varying type of environments. For in-
stance, product lines are often based on generic sub-
systems that constitute the core functionality of the prod-
ucts. In addition to the core functionality, a customization
and adaption of product is required for deployment in a
safety context. An approach that allows early identifica-
tion of the environmental safety requirements that come
in effect due to customization and safety adaption would
provide possibilities to better estimate the safety work
required.

Based on these considerations, we propose an ontological
approach to elicitation of environmental safety requirements,



which are introduced in Section III.

III. THE ONTOLOGICAL APPROACH TO ENVIRONMENTAL
SAFETY REQUIREMENTS ELICITATION

Ontology is a formal conceptualization of the domain of
discourse. Typically, there are three kinds of facts about the
domain stored in a domain ontology [16]: 1) Concepts repre-
sent entities with different properties in the problem domain,
which can be material or immaterial and, 2) A domain-specific
relation is a labeled directed connection between concepts of
the domain and, 3) Axioms are used to model sentences that are
always true, e.g., sub-class (which specifies that one concept
is a sub-class of another concept) and equivalence (which
expresses that two concepts having different names refer to the
same entity in the domain) axioms. Recently, the use of on-
tologies in both industries and academia has gained popularity
for two main reasons in the sense that 1) ontology facilitates
knowledge organization and sharing and, 2) mature tooling
supports like Protégé 1 have been provided for ontology editing
and reasoning. In this section, we introduce our ontological
approach to elicitation of environmental safety requirements,
which makes full use of the benefits provided by ontologies
to address the motivation in Section II. The approach consists
of four steps as shown in Figure 2.

Fig. 2. An ontological approach to environmental safety requirements
elicitation.

Step 1 Preparation: The first step is to collect building
blocks of an environment ontology in terms of environmental
assumptions from existing knowledge. The main sources of
such building blocks include but are not limited to domain
models from existing projects, domain standards, guidelines,
safety checklists, domain taxonomies, industrial best practices,
risk assessment reports, failure reports, experience of safety
experts, etc. In our research, we are currently focused on the
domain of automotive and rail. Figure 3 shows an excerpt of
environmental assumptions checklist for passenger trains.

Step 2 Ontology Definition: The second step is to de-
fine ontology to organize environment knowledge based on
collected environmental assumptions. The main tasks are to
extract concepts of environment, define varying properties
of the concepts, identify relations between them and specify
axioms. Figure 4 depicts part of our preliminary environment

1http://protege.stanford.edu/

Fig. 3. An excerpt of environmental assumptions checklist.

ontology for automotive and rail domain. In brief, the ontology
represents the following environment knowledge in the context
of safety, including: 1) Automotive/Rail System (ARS) encoun-
ters a certain Hazard like Fire which happens in environment,
or Signal Interference which is caused by environment, etc.,
and, 2) ARS runs on a certain System Carrier (SC), such as
Highway, Track, etc., and, 3) SC can have various Facility,
such as Signal, Barrier, etc., and, 4) SC is usually affected by
different Condition, such as Air Condition, Ground Condition,
etc., and, 5) SC is located in some Area, such as Tunnel,
Open Field, etc., and, 6) Tunnel has a property of boolean
type indicating if it has an evacuation exit or not and, 7) Area
has Building, Being, etc.

Fig. 4. A preliminary environment ontology for automotive and rail systems.

We are currently addressing several research questions to
make the preliminary ontology more usable:

• What language is suitable to represent the ontology of
environment from the safety perspective?

• What level of granularity and views are suitable to define
the concepts of environment, for the purpose of safety
requirements elicitation?

• How can we assure that axioms and relations between
concepts are properly defined, for the purpose of safety
requirements elicitation?



Step 3 Rule Definition: The third step defines reasoning
rules based on the environment ontology. The reasoning
rules intend to express the logic behind the environmental
knowledge and safety requirements, which are written in
simple if-then-fi form, i.e., if given a set of environmental
knowledge, then a corresponding safety requirement should
be posed to the system under construction fi”. Based on the
preliminary ontology introduced in the Ontology Definition
step, an example of reasoning rule can be specified as shown
in Figure 5:

if ARS isOn Track and Track isIn Tunnel
and ARS encounter Fire,

then
if Tunnel.has_evacuation = true
then

// a safety requirement in natural language
"ARS should have independent brakes to stop and
evacuate passengers."

fi
if Tunnel.has_evacuation = false
then

"ARS should have independent torque generators
to exit the tunnel."

fi
fi

Fig. 5. An example of reasoning rule

The reasoning rules can be inspired by the trace links be-
tween environmental assumptions and safety requirements in
existing projects, or be formulated according to the experience
and common sense possessed by safety experts.

Step 4 Safety Requirements Elicitation: The fourth step
is safety requirements elicitation, which involves two tasks
at first, i.e., 1) instantiating the ontology to represent the
environmental assumptions that the system under construction
has and, 2) performing reasoning to elicit environmental safety
requirements. Assume that we are developing a passenger train
that commutes between two countryside stations. A possible
instantiation could be: passenger train as an instance of ARS,
coach fire as an instance of Fire, rail track as an instance
of Track, and mountain tunnel as an instance of Tunnel
with has evacuation property of false value. In this case,
based on the reasoning rule specified in Figure 5, a safety
requirement can be inferred that the passenger train should
have independent torque generators to exit the tunnel.

Finally, the safety requirements will be validated to detect
conflict or missing requirements. If the results are not satis-
factory, we can go back to the Ontology Definition (Step 2) or
Rule Definition (Step 3) step. The ontology and reasoning rules
will be modified and updated accordingly. On the contrary, if
the results are satisfactory, the pair of environment assump-
tions and safety requirement will be added to an Environmental
Safety Requirements Repository to facilitate future elicitation.

IV. STATE OF THE ART

A. Safety-Critical Systems and Requirements Elicitation

Troubitsyna et al. [9] propose an approach to elicita-
tion of safety requirements by utilizing the results of Fault

Tree Analysis (FTA) and Failure Mode and Effect Analysis
(FMEA). Furthermore, Du et al. [17] extend the traditional
FTA with scenarios to elicit safety requirements. In particular,
after performing the traditional FTA, a detailed state-based
behavioral analysis, i.e., scenario analysis, is performed and
the results will be integrated with the FTA results. In this way,
safety constraints will be produced. Our work differs from
theirs in the sense that our approach is to elicit environmental
safety requirements based on the construction of environment
ontology and corresponding reasoning rules.

Allenby et al. [8] present an approach to conducting haz-
ard analysis on use cases requirements of the system under
construction. In this way, safety requirements will be elicited,
which are supposed to mitigate potential hazards. Comparing
their work, our approach treats the system under construction
as a black box and elicits the safety requirements originated
from the environment.

B. Ontologies and Requirements Elicitation
Omoronyia et al. [18] investigate a rule-based approach to

building domain ontologies by utilizing natural language pro-
cessing techniques. Their approach can be integrated into ours,
since we are building ontologies based on various documentary
collections.

Kaiya et al. [19] present an requirements analysis and
elicitation method based on domain ontologies. Given a do-
main ontology and a set of requirements mapped into the
ontology, they define four metrics, i.e., correctness, complete-
ness, consistency and unambiguity, to analyze the quality of
requirements. If the quality is not sufficiently high, inference
rules can help to elicit new requirements or modify existing
ones. Their work is still too general to address the problems
in SCS domain, but their metrics could be an option for our
approach to validate requirements in the Safety Requirements
Elicitation step.

Dzung et al. [20] propose an ontological technique to revise
initial requirements in order to elicit new requirements and
check the completeness and consistency of existing require-
ments. Different from ours, their work focuses on functional
requirements that can be parsed into a set of short phrases of
verb and noun.

Shibaoka et al. [21] proposed GOORE, an approach to goal-
oriented and ontology-driven requirements elicitation. GOORE
represents the knowledge of a specific domain as an ontology
and uses this ontology for goal-oriented requirements analysis.

C. Ontologies and Safety-Critical System
Farfeleder et al. [16] present a tool-based method to require-

ments elicitation. In this work, a tool, DODT, can suggest
attribute values of requirements templates (i.e., boilerplate)
to requirements engineers. The suggestions originate from a
given domain ontology. The DODT tool has been applied to
a safety-critical control system to show its applicability [22].

Arogundade et al. [23] delve into the use of ontology
for the formal representation of the use-misuse case domain
knowledge for eliciting safety and security requirements, while
our approach is to organize environment knowledge.



V. CONCLUSION AND FUTURE WORK

In this short paper, we have introduced our on-going work
that aims to facilitate safety requirements elicitation focusing
on environmental aspects. To achieve this, we organize envi-
ronment knowledge and have proposed a four-step ontological
approach to elicitation of environmental safety requirements.
In summary, our approach starts by collecting building blocks
of environment ontology, and proceeds with defining an on-
tology to organize environment knowledge. The third step is
to define reasoning rules to derive safety requirements from
organized environmental knowledge. The final step is to in-
stantiate the ontology to represent environmental assumptions
for the system under construction, executing rules to elicit
requirements, and validate the resulted requirements. If the
results of validation are satisfactory, the pair of requirements
and assumptions are added into a safety requirements reposi-
tory for possible reuse.

Currently, we have built a preliminary environment ontol-
ogy. Our next plan is to explore the questions formulated in
the Ontology Definition (Step 2) step to improve the ontology.
Moreover, we will delve into the possibility to substitute
other languages for simple if-then-if form to specify reason-
ing rules in order to enhance the power of expressiveness.
Another two pieces of work of interest are 1) to integrate
our previous requirements validation technique into the fourth
step of proposed approach and, 2) to extend our approach to
include different safety-actions, thus improving the SCS fail-
safe behavior in a broader environmental perspective. Finally,
a tool will be provided to support our ontological approach,
and we will validate our work with case studies on real railway
systems.
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