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Abstract

In this paper, we investigate the physical layer security (PLS) performance for the Internet of Things (IoT), which is modeled
as an IoT sensor network (ISN). The considered system consists of multiple power transfer stations (PTSs), multiple IoT
sensor nodes (SNs), one legitimate fusion center (LFC) and multiple eavesdropping fusion centers (EFCs), which attempt
to extract the transmitted information at SNs without an active attack. The SNs and the EFCs are equipped with a single
antenna, while the LFC is equipped with multiple antennas. Specifically, the SNs harvest energy from the PTSs and then
use the harvested energy to transmit the information to the LFC. In this research, the energy harvesting (EH) process is
considered in the following two strategies: 1) the SN harvests energy from all PTSs, and 2) the SN harvests energy from
the best PTS. To guarantee security for the considered system before the SN sends the packet, the SN’s power is controlled
by a suitable power policy that is based on the channel state information (CSI), harvested energy, and security constraints.
An algorithm for the nearly optimal EH time is implemented. Accordingly, the analytical expressions for the existence
probability of secrecy capacity and secrecy outage probability (SOP) are derived by using the statistical characteristics of
the signal-to-noise ratio (SNR). In addition, we analyze the secrecy performance for various system parameters, such as the
location of system elements, the number of PTSs, and the number of EFCs. Finally, the results of Monte Carlo simulations
are provided to confirm the correctness of our analysis and derivation.
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1 Introduction

The Internet of Things (IoT) is an indispensable part of
the ongoing advances in the Fourth Industrial Revolution
[1]. IoT technology is expected to provide ubiquitous con-
nectivity and information-gathering abilities in healthcare,
vehicular, smart city, and industrial environments, among
others [2—4]. It is envisioned that physical devices with dif-
ferent types of sensors will be connected to communicate
with each other [5]. In other words, an IoT platform can be
obtained by integrating cooperative communication in the
case of wireless sensor networks (WSNs) to the Internet [6, 7].

The major requirement for IoT applications is security
because the IoT has a wide scope, which includes com-
mercial, industrial, governmental, and military applications
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[8—15]. Thus, traditional cryptographic protocols are imple-
mented to resolve this problem by using key distribution
or certificate management [8, 9]. For instance, R. Roman
et al. presented open problems that remain to be addressed
in secure IoT, such as cryptographic technologies and data
identity management [14]. H. Suo et al. investigated secu-
rity in the IoT and discussed the research statuses of key
technologies, such as encryption mechanisms, communi-
cation security, sensor data protection, and cryptographic
algorithms [15].

However, traditional cryptographic techniques can be
challenging to implement in the IoT because IoT systems
include a very large number of machine-type communica-
tion devices, heterogeneous radio access technologies, and
different subsystems with distinct controlled operators [5].
Therefore, to supplement lightweight cryptographic proto-
cols, physical layer security (PLS) is a promising solution
for the IoT [7, 11, 16].

PLS exploits different channel conditions and interfer-
ence environments without relying on private keys by apply-
ing a mathematical model to solve a class of problems
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in wireless communication. This approach may provide a
fast evaluation of secrecy performance for similar practical
systems, and it considers a low-cost solution before imple-
menting a test bed [17-23]. For example, A. Soni et al.
investigated recent wireless security techniques and then
presented the applicability of wireless PLS techniques to
achieve security for IoT devices [17]. T. Pecorella et al.
surveyed the IoT threats, proposed a security framework
for device initialization, and showed how to increase the
security of IoT systems by using a PLS technique [20].

In addition to the security drawback, the energy
constraint is also a challenging problem that needs to
be resolved for IoT technology. Radio frequency (RF)-
energy harvesting (EH) is a potential approach for solving
the aforementioned problem because of its flexible and
sustainable characteristics [24-30]. There are several
environmental sources for harvesting energy, such as
thermal, solar, and wireless RF energy sources [31].

However, RF-EH is more interesting for practical
deployment because it is readily available in the form of
transmitted energy (e.g., TV, radio, mobile base stations,
and wireless local area networks) with a low cost [32]. For
example, P. Kamalinejad et al. presented an overview of
wireless EH units in the context of wireless EH IoT systems,
which consist of multiple sensors that transmit data to a sink
[24]. H. Hu et al. investigated cognitive IoT, where an IoT
network works as the secondary system and an IoT device is
a wireless EH node [25]. However, these works have not yet
fully clarified PLS that combines with EH for IoT devices.

To the best of our knowledge, no works have investigated
secrecy performance under the secure constraint in EH IoT
sensor networks (ISNs). Therefore, in this paper, we study
the secrecy performance of an RF-EH ISN in which the
IoT sensor nodes (SNs) communicate with the multiantenna
legitimate fusion center (LFC) in the presence of multiple
eavesdropping fusion centers (EFCs). Here, to protect the
confidential information of SNs from the EFCs, i.e., to not
violate the secure constraint, the power allocation policy of
SNs is investigated. Accordingly, our main contributions are
as follows:

e  We consider two strategies to harvest energy for the RF-
EH ISN: 1) the SNs harvest energy from all the power
transfer stations (PTSs), and 2) the SNs harvest energy
from the best of the PTSs. We then propose a nearly
optimal EH time algorithm under the overhearing of
multiple EFCs to guarantee security for the considered
system. Furthermore, we analyze the condition to deter-
mine the optimal PTSs considering the secrecy level.

e We analyze the secrecy performance by deriving an
analytical expression for two metrics: the existence
probability of secrecy capacity and the secrecy outage
probability (SOP) for both strategies.
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e We examine the secure performance under various
parameters: the EH time; the numbers of PTSs, SN,
and EFCs; the transmit signal-to-noise ratio (SNR) of
PTSs; the distance from SNs to LFC; and the EH
efficiency coefficient.

The remainder of this paper is organized as follows.
Section 2 presents a brief survey of the related work on
PLS and EH in ISN. In Section 3, the two EH strategies
are described, while the power allocation of the SNs, the
nearly optimal EH time, and the number of PTS algorithms
of the considered system are detailed in Section 4. In
Section 5, the existence probability of secrecy capacity and
SOP corresponding to the proposed schemes are analyzed.
In Section 6, the numerical results and a discussion are
presented. Finally, conclusions and future extensions are
summarized in Section 7.

2 Related work

In this section, we summarize and discuss the related
research on PLS and EH suitable for IoT applications.

There are several published works that have studied the
PLS for IoT to improve secrecy performance [5, 6, 19, 33].
For example, A. Mukherjee et al. presented two system mo-
els for IoT: a LFC model and an IoT controller-to-actuator
communication model, both applied to an ISN with single-
input single-output (SISO) sensors and a multiantenna EFC.
In this work, they only reviewed the state of the art in PLS
for these models [5].

Z. Chen et al. considered secure uplink transmission
in ISN, which consists of multiple SNs communicating
with a LFC with the help of an untrusted relay. They
presented three different scheduling schemes: an optimal
scheduling (OS), a threshold-based scheduling (TS), and
a random scheduling (RS). However, they only derived
the closed form of the SOP and the secrecy throughput
for these schemes without considering the optimal EH
time [33].

A. K. Naira et al. investigated wireless communications
in the presence of one or more EFCs. This work mainly focused
on analyzing the performance of the PLS by exploiting all
main fading phenomena, such as path loss, phase fading,
and shadow fading. Furthermore, the authors used two
heuristic algorithms, “hill climbing” and “random search”,
to enhance the secrecy rate of the considered system [6].

Meanwhile, Q. Xu et al. examined secure communi-
cations in IoT networks by considering the SOP under
two scenarios: SISO and multiple-input multiple-output
(MIMO). Accordingly, the authors derived the optimal
power allocation and codeword rate design to enhance
security for IoT communications [19].
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Note that the above two works did not consider EH in IoT;
thus, H. Hu et al. considered a single secondary commu-
nication link to investigate the secrecy performance for a
cognitive IoT, where a wireless EH node is used as an [oT
device. Based on this model, they analyzed the proposed
secure schemes in terms of the probability of a successful
secure transmission metric to enhance secrecy performance
[25].

In [34], V. N. Vo et al. investigated the PLS for a system
model with multiple sensors that harvest energy from
multiple PTSs to deliver packets to a single-antenna base
station. Additionally, they proposed a sensor scheduling
scheme to improve the secrecy performance. However, they
considered a friendly jammer to protect the communication
from EFCs, which means that its security depends on
the assistance of the friendly jammer. The transmitter
transmits the packet without knowing about the security
threat, and there is no power allocation policy to protect the
communication from EFCs.

Thus, in this paper, we investigate the RF-EH ISN
in which SNs can harvest energy from PTSs and then
use this energy to transmit the packet to a multiantenna
LFC. Multiple EFCs exist that want to steal the packet
transmitted from SNs to the LFC. Here, the security
before transmission is considered; i.e., the information is
protected by a secrecy constraint before sending packets.
Accordingly, the transmitter will know its power level
to transmit without revealing its information to the EFC.
The optimal EH time is also determined by the proposed
algorithm.

3 System model and communication
protocol

In this section, the system model, the communication
protocol, and the EH schemes are introduced.

3.1 System model

We consider the ISN illustrated in Fig. 1 [S]. The considered
system, which has N PTSs, is denoted as P; M SNs are
denoted as S; and one LFC is denoted as B. K passive EFCs
are present, which illegally listen to information from the
SNs to the LFC. Here, the SNs and the EFCs are equipped
with a single antenna due to size limitations, while the LFC
has L antennas.

For mathematical modeling purposes, the channel
coefficients of P, — S, S — Bj, and §,, —
E; communication links are expressed as hp,s,,, hs, B,
and hg, g, respectively, where n € {1,---,N}, m €
{1,---, M}, k € {1,--- ,K},and [ € {l,---,L}. The
distances of the P, — S,, Sw — B;, and S,, —

Ey communication links are denoted as dp,s,, ds, B
and ds,, g, , respectively. We assume that all channels are
modeled as Rayleigh fading channels and that the channel
coefficients are random variables distributed according to
the Rayleigh model [35-37]. The corresponding cumulative
distribution function (CDF) and probability density function
(PDF) of the channel gains are given as follows:

Fy(x)=1—e¢ 7x, (1)

1 _=x=
fx(x) = Ee X, )

where the random variable X refers to the channel gain and
Ax is the channel mean gain.

3.2 Communication protocol and EH schemes

In the considered system, we adopt wireless-powered
communications (WPC) [32]. That is, the communication
technique is implemented in two phases: the EH phase and
the communication phase. The total time used for both EH
and communication is given in Fig. 2. Accordingly, the
communication protocol is described as follows:

e In the EH phase, the S,, harvests energy from the
PTSs to support the communication phase. Here, we
consider the best PTS as a reference case, while the
summation of multiple PTSs as the preferred case
can improve the system performance. However, we
know that the second one always requires complex
hardware and advanced processing techniques [38, 39].
This is considered a tradeoff between complexity and
performance; i.e., high complexity and high cost will
provide more processing efficiency. Accordingly, we
focus on the EH phase of the two schemes, as follows:

3.2.1 The summary PTS scheme (SPS)

The SNs harvest energy from all PTSs over N wireless links
hp,s, . The summation of harvested energy at the S, can be
given as follows:

SPS Y |thSm|2
EPSm = Z T]OlTP()B—
n=1 Pnsm

N
= naT Py Z YPySm> 3)

n=1

where Py is the transmitted power of the PTSs; 0 < n < 1
is the EH efficiency coefficient, which depends on the EH
circuitry; 0 < o < 1 is a fraction of the time frame used
to harvest energy; 6 represents the path loss exponent; and
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Fig.1 System model of ISN
with single-antenna SNs and a
multiantenna LFC under
overhearing of EFCs
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3.2.2 Best PTS scheme (BPS)

The PTS is selected from among N PTSs to transmit
wireless energy to S, such that the channel gain of the

frps, () = Z H P 4) P*— S, link is the largest, i.c.,
1 j=1 "Fnom 2
= |pes, P = max ||thsm } : 6)
zN: ﬁ AP, S (1 — e"PnSm ) Accordingly, the energy harvested at the S, for BPS can be
F,. (x)= )] :
YPSm = sy — MPyS expressed as follows:
== 2
Jj#n |hP*S |
BPS ml
ifAp,s, 7 AP;s,: Eps,, = naT P . naT Poyp-s,, ™
E[Ihpnsm|2} | pxs, |* :
where yps, = Y. ¥p,s,. Ap,s, = v ApiS, = where yps, = /A Hence, we obtain the PDF and
U ’ B o CDF of yp=g, as follows [40]:
hp.sm ]
-+ < and E[-] is the expectation operator. - - N=1
o P P Foprgy @) = e TP (1= ) ®)
— X N
: . . . Fpps, (1) =(1—¢ "P*sn ) | ©))
Proof A detailed proof is presented in Appendix. O "
Fig.2 A time frame 7 is used
for the EH and communication T
phases
< g
Energy Information
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at S, from S,,2B and S,, 2 E;
aT (1-a)T
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E||hpss, |
where A pxg, = Q
P* Sm
e In the communication phase, the SNs use the harvested
energy to transmit information to the LFC; thus, the
transmit powers of S, for the SPS and the BPS are

obtained as

SPS
pps = Lt _mah (10)
PSn = 1—a)T ~ 1—a’""™

BPS
prrs = s, _ b (11)
PSS = 1 —a) T~ 1—a’" ™™

Here, the SNs also estimate the channel state infor-
mation (CSI) of all S,, — By links and know which
one is the best channel for the S — B communica-
tion link [41]. To enhance the secrecy performance, the
LFC employs selection combining (SC) to combine the
received signals; i.e., the best channel gain is chosen to
transmit the signals from SNs to the LFC [42, 43]. This
can be interpreted as follows:
2 2

s “h%&|]}' (12)
Accordingly, the CDF of yg+p+ is formulated by using
order statistics as follows:

= max max
=1, .M |I=1,,L

__x MxL
Frpepe ) = (1= 75057 ), (13)
2 E||hgspr |
h S*B
where ygsp+ = |dS;—B*| and Ag+px = %

S*B* S*B*
Furthermore, the received signals at B* and Ej, are given

as follows:

Pps-

y@) = [ ———hspx(t) + npx, 14
Pps+

2(t) = | —hsgx(1) +ng, 15)
S*Ey

where x(¢) is a transmitted signal; ng+ and ng, are
the additive white complex Gaussian noises at B* and
Ey, respectively; np+ and ng, € CN (0, Ng); Ny is the
noise power; and Ppg+ € {ng*s, ngsf } Thus, the
instantaneous received SNR at the B* for the SPS is given

by

yigs = Leow
dg. g« No
ne Po
T (I—a)No
= {YOVYPS*VS*B*> (16)

YPS*YS*B*

where ¢ = 72 and yp = 1%‘(’).

Similarly, the SNR at the B* for BPS and the SNRs at Ej
for both the SPS and BPS are, respectively, shown as

VLS = CYoyprs Vs e, (17)
yﬁgks = CYOYPS* VS Ey» (18)
vBS = tvoypesysey- (19)

4 Power allocation of the SNs

In the considered model, the K EFCs can steal the
information of the communication from the SNs to the
LFC. Therefore, the SNs should regulate their powers to
block exposure of the information to the EFCs. This can be
interpreted in the constraint of security probability of the
SNs as follows [41]:

Pr{ max {CEk} > Re} <w, (20)
kef{l,2,..K}

where R, and w are the secrecy threshold and the secrecy
constraint, respectively. Cg, € { Cg}f’S , Cngs} is the
instantaneous channel capacity of the S* — Ej link, and
CE, is defined as follows:

Cg, =logy (1+vprE,), 2D

SPS ,,BPS
where ype, € {Vpg, Vpeg, }-

By substituting Eq. 21 into Eq. 20, we obtain:

Pr{ max }{logz (1+ypre)} = Re} <w. (22)

k={1,2,..K
4.1 The constraint of security probability for the SPS

Since all channels are independent random variables, Eq. 23
can be formulated by substituting Eq. 18 into Eq. 22 as

SPS - 2t —1
O =1—[[Priyvesr < ——1 <. (23)
e EVOYS*E,
d(x)

where @5P5 is the secrecy probability of SPS. The
probability @ (x) in Eq. 23 is derived as follows:

T 2Re _ ]
P(x) = O/prs* Trox Frge, (0) dx

J
© _ szefl 1 o x
x/ l—e S0ms )| — ¢ *S*Ecdx. (24)
0 )"S*Ek
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Using (3.324.1) in [44], the integral ®(x) is obtained as
follows:

o) =Y [1- 575k, (8575)], (25)

N

where K (-) is the Bessel function. ) and BSPS are defined

N
as
N N
DD Pl | (26)
- Ap,st — Ap;s*
N n=1 j=lI n J
J#n
2R — |
pSPS — o | "7~ 27)
$VOAP,s*AS*Ey;

By substituting (25) into (23) and after performing
some mathematical manipulations, we obtain the expression
under the secure constraint to control the power of SNs for
SPS as

K
SPS _ 4 _ _ aSPS SPS
e5PS — 1 E;[l BSPSK, (,B )] <o (28

4.2 The constraint of security probability for the BPS

Similar to the approach for the SPS, the probability security
constraint of the BPS is described by

K
2R 1
@Bpszl—l—[Pr{yp*S*< }SCU, (29)

i1 EYOVs*Ex
W(x)

where ©8P5 is the secrecy probability of the BPS. The
probability W (x) is calculated as follows:

T 2Re 1
Vx) = O/F)’P*s* <§.)/T)f)/s*51c (x)dx

° N

__2Re 1 — =
/(1 —e W(Mp*s*«“) e 'S*Eg (x)dx
J AS*E,

1 — Z [IBBPSKl <ﬂBPS)] , (30)

N

where Y and B8PS are defined as

N
N
B (_l)n-HNy
%:_’;n!(zv—n)!’ 3D
BPS n (ZR“ - 1)
=2 /— 32
P CYOAprs*ASEy G2
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Accordingly, the expression under the secure constraint
to control the power of SNs for the BPS to protect against
multiple EFCs is derived as follows:

K
@BPS — | _ l—[ 1 — Z'BBPSK] ('BBPS) <w. (33)

k=1 N

From Egs. 28 and 33, we find that the power of SNs
depends on the EH time; however, the optimal EH time
expression is impossible to obtain due to the Bessel function
K1(-). Thus, we must apply an algorithm to find the nearly
optimal EH time o* by splitting the EH time into an array
and substituting each value in this array until Eqs. 28 and 33
are true. Accordingly, the proposed algorithm for SPS and
BPS to find «* is outlined in Algorithm 1.

Algorithm 1 Nearly optimal EH time for secure RF-EHI SN.

1: procedure NOEHTISN
2: Initialization
® <« {@SPS @BPS}.
i <1
Array o € (a, b); % a < b are the EH times

3: while « (i) < b do
4: Calculate ® (i) according to (28) or (33);
5: if ®(i) = w then
6: OFf «— O();
7: o < ai);
8: break;
9: end if
10: if ®* > w then
11: OFf <~ O —1);
12: a* <—a@ —1);
13: break;
14: else
15: i< i+1;
16: end if
17: end while
18: for (i; «(i) < b;i ++) do
O>G) <« BF
19: end for
20: return o and ©;

21: end procedure

Similarly to the approach of Algorithm 1, we also
propose an algorithm to find the optimal number of PTSs
in order to reduce the implementation cost; this algorithm is
presented as Algorithm 2.
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Algorithm 2 Nearly optimal number of PTSs for secure
RF-EH ISN.
1. procedure NONPTSISN
2: Initialization
® «— {@SPS’ @BPS};
i < 1;
Array N € [1, c]; % c is the number of PTSs

3 while N (i) < c do

4 Calculate ®(i) according to (28) or (33);

5: if ®(i) = w then

6: OF «— 0®);

7 N* < N(i);

8 break;

9: end if

10: if ©() > w then

11: OFf <~ O —1);

12: N* <~ NG —1);

13: break;

14: else

15: i <—i+1;

16: end if

17: end while

18: for i ; N() <c;i++)do
Q) < OF

19: end for

20: return N* and ©;
21: end procedure

5 Secrecy performance analysis

In this section, we derive the exact closed-form expressions
of secure performance measures for the network scenarios.

5.1 Secrecy capacity

According to the Shannon theorem, the instantaneous
channel capacity of the $* — B* link is formulated as
follows [38, 45-47]:

Cpx =log, (1 +ypp*), (34)

SPS ~BPS SPS . BPS

where Cp+ € {C3F5, CBF5} and ypp- € {ypkl. vEIS )
Hence, the instantaneous secrecy capacity of wireless
transmission from $* to B* in the presence of passive Ej is

obtained as [47]

Cs, = max {0, Cps — Cp, }
1 *
= max {0, log, (—1 i Zilg >} , (35)
k

where CS* € {CSPS CBPS}

5.1.1 The joint CDG of ypg+ and ypg, for the SPS

Under Rayleigh fading, the joint CDF of yp g+ and ypg, for
SPS is formulated as follows [34]:

x y
ey = /FVS*B* (51/02) Frser, (CVOZ)
0
X fypgs (2) dz. (36)

By substituting Eqgs. 1, 4 and 13 into Eq. 36 and using
(3.324.1) in [44], we obtain

@]

_ X MxL
FkSPS(x9 Y) = / <1 — e ZVOAS*B*Z)
0
—__y z
x[1—e WOAS*EkZ) e st dz
( ; Ap,s*
=> {1 — kK1 () + Y [—vKi () + 8K, (8)1},
N MxL
(37
where > , k, v, and § are defined as follows:
MxL
MxL
Y - XX: (=)™t (M x L) a8)

! —m)!
o ot m!(M x L —m)!

P — (39)
CYOAS*E AP, s*
Y L — (40)
CYoAs*BrAp,s*
A gx A gx g
5 =2 MXAs*E, + YAS*B . 1)
CYoAs*BrAs*E A p,s*

5.1.2 The joint CDF of ypg+ and ppe, for the BPS

Similarly, the joint CDF of ypsp+ and ypsg, for BPS is
formulated as follows:

@]

_ X MxL
FkBPS(x, y) — / (1 —_e CVO)»S*B*Z)

0

)‘P;S* z N-1
—e “’MS*Ek Ne—(l—[*l’*s*) dz
)\'P*S*

> =1 —0Ki @)+ Y [~VKI () + (K (x)]}

MxL
(42)
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where Y, o, ¥, and x are defined as follows:

N
> = Z Ty @3)
N n=0
o =2 |Gy (44)
V=2 st (45)
x =2,/ lsaiien)en (46)

5.2 The existence probability of secrecy capacity

The existence probability of secrecy capacity represents the
probability that the Shannon capacity of the main channel
is greater than that of the EFC channel. Thus, the existence
probability of secrecy capacity is defined as follows [34,
48]:

Zy =Pr{Cs, >0}, 47)

where Ey € {E,fPS, E,fPS}.

5.2.1 The existence probability of secrecy capacity
for the SPS

Under Rayleigh fading, the existence probability of secrecy

capacity SS PS is calculated as follows:

:]fPSZ {CSPS 0}

X

- / / £875x, y)dudy
0

SPS
/ [” G, y)} dx. (48)
0 y

=X

By substituting Eq. 37 into Eq. 48 and using (8.486.14)
and (6.561.16) in [44], EkSPS is derived as follows:

As+p*

=SPS _
R 3 B g 2 v )

N MxL

In the considered system with K EFCs, the probability of
the existence of a nonzero secrecy capacity is defined as

ESPS — Pr{k rlnin {CSPS} > 0}

K
= HPr{CngS > O}. (50)
k=1

Finally, by substituting Eq. 49 into Eq. 50, we obtain the
probability of the existence of a nonzero secrecy capacity
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for the SPS as follows:

PRy 6D

k1 N L TSt E T Asep

[I]

5.2.2 The existence probability of secrecy capacity
for the BPS

Similarly, the existence probability of secrecy capacity
EBPS is derived as

,-,Ifzps _ Pr{CBPS - O}

A+ g+

= Z Z S — (52)
N X

frer) mAs<g, + Asspgx

Accordingly, the existence probability of secrecy capac-
ity of the considered system for BPS is obtained as

B As* B
B ]_[ Z Z oy y— (53)

v MXxL
5.3 Secrecy outage probability

The SOP is defined as the probability that the actual secrecy
capacity is below the secure target rate R [36, 37, 49]; i.e.,

OkzPr{CSk <R}, (54)
where Oy, € {O;fPS, OEPS}.

5.3.1 The secrecy outage probability for the SPS

Under Rayleigh fading, the SOP for SPS is formulated as

OfFS = pr{c§rs < R}

oo p2RU4y)—1
= / f F5ES(x, y)dxdy
0 0
_/°° IFSPS(x, y)
- 5

0

} dy. (55)
x=2R(14+y)—1

By substituting Eq. 37 into Eq. 55 and using (8.486.14)
in [44], we obtain

As* B
0pFS = 1- Ky () |,
‘ ; A;:L mhss g 28 + hgep
(56)
where u is defined as
m (2R — 1)
{*Yors BAp, s
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and ¢* = 1’7_“; For the considered system with multiple

EFCs, the SOP for the SPS is derived as follows:
OSPS=Pr{ min {C§PS}<R}
k=1, K k

1=TT(1-Pr{css < r})

1—]5[{1—%: [1— > auk, (M)“, (58)

k=1 MxL

=~
—_

where A is defined as

Agx
A= =2 . (59)
mAgsg, 2% + Lgxpx

5.3.2 The secrecy outage probability for the BPS

Similar to the approach of the OSPS the SOP of the
considered system for the BPS is expressed as

K
-11 I—Z[I—Zwmw)] . (60)

k=1 N MxL

OBPS =1

where ¢ is defined as

R _
¢:2\/m(n+1)(2 0} )

C*YoAs+Br A prgx

6 Numerical results

This section presents and discusses the numerical results
obtained through Monte Carlo simulations. Specifically,
the impacts of various secrecy constraints (i.e., security
level) on the optimal EH time and number of PTSs
are investigated. Furthermore, the impacts of the SNR
transmitted from PTSs yy, the distance from the SN to LFC
dg+ g+, the number of SNs M, the number of EFCs K, and
the EH efficiency coefficient 1 on the secrecy performance
are evaluated by two metrics: the existence probability of
secrecy capacity and the SOP with the optimal EH time
o™ and number of PTSs N*. Unless otherwise stated, the
system parameters for both the analysis and the simulation
are as follows [6, 41]: dps € {1, 2, 3,4}, dsg € [0.2,1.2],
dsg, € {4.0,45,50}, Ryy = 1, ¢ € (0.1,09), n €
{0.75, 0.85, 0.95}, @ € {0.01,0.02,0.03}, yo € [—10, 15]
(dB),L =3,K €{1,2,3}, M € [1,10],and N € [1, 12].
We then evaluate and compare the security performances of
the following two schemes:

e Summary power transfer station (SPS): SN harvests
energy from all N PTSs.

e Best power transfer station (BPS): SN harvests energy
from the best PTS.

Figure 3 illustrates the impacts of the secrecy constraint
and the number of EFCs on the optimal EH time that is
found by Algorithm 1. Here, we define three levels of
security: high, medium, and low, i.e., secrecy constraints
w = 0.01, o = 0.02, and w = 0.03, respectively. When
the secrecy level is decreased from high to low (i.e., the
secrecy constraint increases from w = 0.01 to w = 0.03),
the SNs can harvest more energy in the EH phase and still
maintain the security. This result occurs because the EFCs
have a higher opportunity to steal the signal at a low security
level. However, the higher power of SN increases the EFCs’
chance of successfully decoding the SN’s signal, which
increases the secrecy probability. Hence, the SNs’ energy is
harvested more as w increases.

Figure 4 shows an example of the case specifically with
a medium security level (i.e., ® = 0.02), demonstrating the
impact of the fraction of the EH time o« and the number
of EFCs (K =1, 2, and 3) on the secrecy probability of
SPS and BPS. As shown, when the number of EFCs is
the lowest (i.e., K = 1), the secrecy probability slowly
increases and converges as «* = 0.249 for SPS and as
a* = 0.267 for BPS. Similarly, the saturated EH times in
the cases of K = 2 and K = 3 are «¢* = 0.215 and
a* = 0.202 for SPS and o* = 0.231 and o* = 0.216 for
BPS, respectively. However, when the EH time is further
increased (i.e., @ > 0.267), the secrecy probability does not
change due to the fixed @ = 0.2 (i.e., the harvested energy
of SNs is saturated). This means that the SN is controlled
such that the energy of SN is not harvested after the EH time
reaches the optimal value «*. In other words, the security
is guaranteed by applying o* to harvest energy for the SNs.
Furthermore, we observe that the secrecy probability of the
BPS reaches the security constraint more quickly than that
of the SPS. This is because the SPS harvests more energy
than the BPS.

Similar to Fig. 3, the impacts of the secrecy constraint
and the number of EAVs on the optimal number of PTSs
are presented in Fig. 5. As shown, the optimal number of
PTSs will be increased by decreasing the security level.
Specifically, for the case of security level ® = 0.02, we
show the impacts of the number of PTSs and the number
of EFCs on the secrecy probability in Fig. 6. As shown,
the secrecy probability is converged as N* = 6 for the
BPS and N* = 3 for the SPS; i.e., the number of PTSs is
saturated at the intermediate value to guarantee security. The
secrecy probability is also increased as the number of EFCs
increases; hence, with a higher number of EFCs, the power
of the SN should be decreased to protect the considered
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Fig.3 Impacts of various 0.5

secrecy constraints and various
numbers of EFCs K on the
optimal EH times with
n=085N=2SNRy =5
(dB),and M =4

o
~
[
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O Simulation (K =1)
< Simulation (K =2) .
A Simulation (K =3)
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0.1 -

0.01

system. This is the tradeoff between security and reliability
in ISNs.

Figure 7 shows the security probability without Algo-
rithm 2. Compared to Fig. 6, when the number of PTSs
reaches 6, the security probabilities of the SPS and the BPS
overcome the security outage constraint = 0.02; i.e., the
system will be easy to attack using a higher number of PTSs

Fig.4 Impacts of various EH 10°

T .
0.02 0.03
Secrecy constraint, @

without Algorithm 2. This means that the system will be
secured by using the optimal number of PTSs derived from
Algorithm 2.

Next, we investigate the secure performance of the
considered system by the existence probability of secrecy
capacity and the SOP metrics with the optimal EH time
and the number of PTSs, which are found by Algorithm 1

times and various numbers of

EFCs K on the secrecy

probability with n = 0.85,

N =2, SNR yp = 5 (dB), and 10
M =4

102
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Fig.5 Impacts of various 12
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and Algorithm 2. Here, Figs. 8 and 9 provide valuable
insights into the existence probability of secrecy capacity.
As shown in Fig. 8, the existence probability of secrecy
capacity is decreased by increasing the number of EFCs
K. In contrast, the secrecy performance can be improved
as the number of SNs M increases, as shown in Fig. 9:

Fig.6 Impacts of various 100

T
0.02 0.03
Secrecy constraint, @

When the EFC is increased, the possibility of information
being stolen is high. In contrast, the diversity gain at
the SNs will increase when we use a higher number
of SNs.

As shown in Figs. 8 and 9, the existence probability of
secrecy capacity for the SPS is the same as that for the

numbers of PTSs and various
numbers of EFCs K on the
secrecy probability with
Algorithm 2 and = 0.85,
a =0.15, SNR yp = 5 (dB),
and M =4

—_
e
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Secrecy Probability
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Ry S Wy . S e
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Fig.7 Impacts of various T T T T
numbers of PTSs and various A
numbers of EFCs K on the 107 7
secrecy probability without ]
Algorithm 2 and n = 0.85,
a =0.15, SNR yp = 5 (dB), - ——
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BPS. This result means that this metric is independent of the
method of harvesting energy. This is confirmed by Egs. 51
and 53, and it is not affected by the channel mean gain of
the P — S* link. Furthermore, the existence probability of
secrecy capacity decreases as the distance from $* — B*
increases. This is because the LFC hardly detects its desired
signals under poor channel conditions.

Fig.8 Impacts of various
distances from $* to LFC and
various numbers of EFCs K on
the existence probability of
secrecy capacity with n = 0.85,
SNR yp =5 (dB),and M =4

100 -

9.8x10™" -

The number of PTSs, N

Finally, we provide valuable insights into the SOP, as
shown in Figs. 10, 11, 12 and 13. Figure 10 demonstrates
the impacts of various SNRs yp and the number of EFCs
K on the SOP for the SPS and the BPS. As shown, the
SOP decreases as SNRs yp increases or the number of
EFCs decreases. This result occurs because more energy is
harvested with a higher yy. In contrast, the information will

Analysis (SPS)
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Fig.9 Impacts of various
distances from $* to LFC and
various numbers of SNs on the
existence probability of secrecy
capacity with n = 0.85 and SNR
Yo =5 (dB)

100 =

9.8x10"" =

Existence Probability of Secrecy Capacity

- -=--Analysis (BPS)

Analysis (SPS)

O Simulation (M =1)
O Simulation (M =2)
A Simulation (M =3)

9.6x10™

0.2

be easier to steal when there are more EFCs.

Meanwhile, Fig. 11 shows the effects of various SNRs g
and the number of SNs M on the SOP. As shown, the SNRs
yo follows the same trend of the SOP in Fig. 10. However,
the SOP will increase as the number of SNs decreases for
both schemes. This is because the diversity gain becomes
higher as the number of SNs increases.

Figure 12 shows the impacts of the number of SNs and
the EH efficiency coefficient of the SNs on the SOP for both

04

] ]
0.6 0.8 1.0

Distance from S™to LBS, dgp-

1.2

the SPS and the BPS. As shown, when the number of SNs
or the EH efficiency coefficient of the SN is increased, the
SOP will decrease; i.e., the secrecy performance improves.
This result occurs because higher M or 1 values mean that
more energy is harvested at the SNs (based on Egs. 3 and
7); this leads to effectively reducing the SOP.

Figure 13 shows the impacts of the distance from S* to
LFC and the EH efficiency coefficient of the SNs on the
SOP. As shown, the SOP decreases as the SN moves far

Fig. 10 Impacts of various 10° = .
SNRs ¥y and various numbers of S~ ' '
EFCs K on the SOP with N \A\\
1 = 0.85, SNR o = 5 (dB), and NN
M = 4 \\0\
2 N
= \ \\ \A
O SN
8107 4 N Q\\ .
o ] W Y
: A
A\ O
[} N\ WS
g N
: 4,
3 102 - <>\\\‘
8 1977 Analysis (SPS) .
S 1|----Analysis (BPS)
® | O Simulation (K=1)
< Simulation (K = 2)
A Simulation (K = 3)
1073 T v T T T T T
-10 -5 0 5 10 15
SNR, 1, (dB)
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Fig. 11 Impacts of various 10° -
SNRs yp and various numbers of ]
SNs M on the SOP with
n = 0.85, SNR yp = 5 (dB), and
M=4
P
3
S 1074
o 1
o
[0)
o))
©
>
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>, 0 _
8 1977 Analysis (SPS)
3 1|----Analysis (BPS)
n 1l O Simulation (M = 1)
< Simulation (M = 2)
A Simulation (M = 3)
103 2 I 2 I 2 I 2 I 2
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away from the LFC. This result occurs because when the In addition, the SOP for the SPS is lower that of the BPS

distance dgs=p+ is increased, the path loss is also increased. in Figs. 10, 11, 12 and 13. It is clear that the SN in the
This leads to a decrease in the secrecy performance. The = SPS harvests energy from all PTSs. Meanwhile, only the
same trend applies to the impacts of dg+p+ and 1, yp and  best PTS is used for charging SN in the BPS; i.e., the SN’s
M, and yy and K for the simulations in Figs. 10, 12 and 13,  energy of the SPS is higher than that of the BPS. This leads
respectively. to the SOP for the SPS outperforming the BPS.

Fig. 12 Impacts of various
numbers of SNs M and various
EH efficiency coefficients  on
the SOP with K = 2 and SNR
yo =5 (dB)
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Fig. 13 Impacts of various 100 T T . T I .
distances from $* to LFC and
various EH efficiency - -= ==, ‘&:-:’
coefficients 1 on the SOP with Q== _::. == -
K =2and SNR yy = 5 (dB) . _§:’:_—§:—

_.2\ - —’: -

2 2

o] 107" 4 gr:f -

(@] 4 L d

furt 2,

o ’I,

© e

(o))

s

>

O

§ 102 - Analysis (SPS) .

5] - - --Analysis (BPS)

O} . .

n O Simulation (n = 0.75)

< Simulation (n = 0.85)
A Simulation (n = 0.95)
1073 T v T v T T T
0.2 0.4 0.6 0.8 1.0 1.2

7 Conclusion

In this paper, we considered the problem of transmit power
allocation to guarantee security for an RF-EH ISN that
includes multiple PTSs and SNs and a multiantenna LFC
in the presence of multiple EFCs. To compare the tradeoff
between signal processing and network performance, we
investigated two schemes: SPS and BPS. Accordingly, we
proposed a nearly optimal EH time and a nearly optimal
number of PTSs algorithms for the RF-EH ISN, in which
the SNs are subject to security constraints. Furthermore, the
existence probability of secrecy capacity and the SOP for
the SPS and the BPS are derived. The numerical results
are verified through Monte Carlo simulations. Accordingly,
the security of the considered system will be guaranteed by
using the optimal EH time and the optimal number of PTS.
The simulation results indicate that the secure performance
analysis in terms of the existence probability of secrecy
capacity and the SOP for both the SPS and the BPS is
improved as the numbers of PTSs and SNs increase or
the numbers of EFCs decrease. For future work, we will
consider a real system with multiple relay clusters and
friendly jammers to illustrate a practical implementation of
RF-EH ISNs.
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Distance from S"to LBS, dgg

Appendix: Proofs for the PDF and the CDF
of yps,,

With the number of power transfer stations N = 2, we have

yPSm = yPl Sm + szS,,, : (62)
Accordingly, the PDF of ypg,, is formulated as follows:

00 z—Yy

fypsm (2) = / / fyPl SV PySim (x, y)dxdy
—00 —00
1 . Py S Py Sm .
— e }“PISm e Apzsm)‘P]Sm _ ]
)\'PlSm - )\'PZSm
APys,
_ 19m
- )\' )\' fVP] Sm (Z)
P1Sm = AP2Sm
Apys,
= fypzsm (2)
)\‘PZSm - )\‘Plsm

if Ap,s, # )\,R/Sm.

Using the induction method [50], the PDF of yps, with
N PTSs (i.e., the summary of N random variables having
nonidentical exponential distributions) can be obtained as
follows:

(63)

APy
res, (D = Z H AP Sim n*AmP Sm

n=1 j=I1
J#n

if Ap,s, # )\‘PjSm'

Vg YPySm (2)

(64)
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N N
FVPSm @@= Il

Similarly, the CDF of ypg,, with N PTSs can be derived:

APy Sim

APy Sm _)\Pjsm YPuSm (Z)

n=1 j=1
j#n

if Ap,s, # Ap;s, (65)
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