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Abstract—Fog computing is an emerging computing
paradigm that extends cloud services to the edge of the
network by moving computation tasks from cloud to
network edges to reduce response latency in a wireless
network. Fog computing inherits the principle of peer-
to-peer networking, decentralization, and geographical
distribution from clouds. Hence, fog computing becomes
an ideal platform for readily supporting vehicular appli-
cations due to its dynamic support for mobility of client-
devices and low latent heterogeneous communication
capabilities. Despite many advantages, a multitude of
security and privacy issues affects the platforms and
renders it as a target for unknown adversaries. This
has significant implication in the development of safety
critical applications, such as vehicular cloud and intel-
ligent transportation system. This paper presents, an
overview of existing security and privacy vulnerabilities
in fog computing, particularly in vehicular networks.
Moreover, state-of-the-art security and privacy solutions
for fog based vehicular networks are analyzed. In con-
clusion, open challenges and future research directions
are discussed.

I. INTRODUCTION

Internet-of-things (IoT) and cloud services tremen-
dously improved the functionality of automobiles from
being a medium of transportation into a smart au-
tonomous platform fulfilling transportation and in-
fotainment requirements in an efficient and sustain-
able way. Recent estimates show that autonomous
vehicles generate a massive amount of sensor data
(cameras, radars, LiDARS, telematics) in magnitude
of 1 GB/s [1], which is multiple thousand times more
than that of a typical smart phone serves, it presents
big challenges for the car companies to send the
data back to the cloud for real-time analysis, testing
and additional training for smooth operation. Even
with the upcoming 5G infrastructure, transferring such
massive amounts of data will be very expensive and
presents a level of risk because cloud services are
often provided by a third party cloud provider. Also,
cloud services suffer from large latency and jitter
due to their centralized resource management, and
thus may not be suitable for real-time applications in
Vehicular Ad-Hoc Networks (VANETs) [2].

To address these issues, a possible solution is using
Fog Computing (FC). The FC paradigm place com-
puting resources at network edges to extend the cloud
computing paradigm to enable services to devices

within a one-hop access network [3]. FC enables data
processing at the network edge. A vehicular network
edge consists of end routing devices - Enhanced Node
B (eNodeB), Wireless Access Points (WAP), Road
Side Unites (RSUs) [4], edge routers, border gateways,
wireless set-top boxes, network bridges and cellular
base stations [5]. Edge devices are installed with
dedicated server setups which are capable of enabling
fog technologies [6]. Furthermore, FC has special
attributes: a) physical Geo-distribution; b) facilitating
mobility; c) heterogeneous connectivity; d) real-time
operation and e) service localization. Vehicular fog
computing extends the FC paradigm of conventional
vehicular networks to overcome limitations, such as
latency, location awareness, and real-time response,
which is typically required in applications like smart
traffic control and safety critical applications [7].

However, FC faces trust issues [8], and also suffers
from classical security and privacy issues like data
leakage, unauthorized access, unwanted code/malware
injections, etc. [9]. On the other hand, traditional secu-
rity and privacy solutions cannot be readily applied to
the new FC paradigm considering characteristics, such
as support for mobility and wide-area distribution [2].
There are many dimensions that should be considered
in a security solution for vehicular fog computing,
such as scalability, data consistency and trust in fog
service providers.

In this paper, we identify security and privacy
vulnerabilities in a fog-based vehicular system and
then we investigate proposed security and privacy
solutions for fog-based vehicular applications and
scenarios. Moreover, we map existing solutions with
highlighted vulnerabilities, to identify open research
challenges and future research directions. The rest
of this paper is organized as follow: Section II dis-
cusses vulnerabilities for fog-based vehicular systems.
In Section III, we provide a summary of proposed
security and privacy solutions and suggestions for fog-
based vehicular systems. In Section IV we identify
open research challenges and issues. Finally, Section
V contains the conclusions.

II. SECURITY AND PRIVACY VULNERABILITIES

In this section, we discuss the vulnerabilities in a
fog-based vehicular system, including resources and
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Fig. 1: Fog-based vehicular system.

services to address the challenges caused by these
vulnerabilities.

As Figure 1 shows, a fog-based vehicular system
consists of three main layers, cloud, fog and device
(vehicle) layers. Fog nodes provide three main ser-
vices including: 1) data storing, which is the funda-
mental service for storing data to share and process
them; 2) data processing, which is the computation
and processing tasks on data in the fog and 3) data
sharing, which is sharing of data among system users.
We consider all these three services as shared re-
sources in the fog. Fog nodes have connections with
clouds, other fog nodes and vehicles.To communicate
with other entities, identity and access to shared re-
sources are required. As consequence, we summarize
the security vulnerabilities into three categories, as
follows:

A. Shared Resources Vulnerabilities:

• Lack of Control of System Logs: when the
system cannot log all necessary data and required
logs, the system will be vulnerable to denying
algorithm and transactions. In a fog-based ve-
hicular system, denying transaction (receiving/
sending data) will force the system to resend the
data, which consumes fog resources and at the
same time increases latencies [10].

• Ineligible Data Changes: data stored in fog
servers are accessible by many parties, e.g., cloud
and fog service providers, Original Equipment
Manufacturers (OEMs), drivers and passengers.
Therefore, the system could be compromised by
ineligible changes in data storages or repositories
of fog server [11].

• Data Hostages: another vulnerability to any
system, which is connected to Internet is data

hostage. Ransomware and crypto wall are two
potential attacks for this vulnerability. This Vul-
nerability stems from open access option and lack
of or weak cryptographic algorithms.

• System Overloading: fog servers are resource
constrained, therefore, if the number of requests
for computation or access to fog resources in-
creases more than the system capacity, the per-
formance decreases. Then the system will be
overloaded or crash, which will lead to data loss,
latency and service unavailability [10] [11].

• Ineligible Resource Requests: in addition to
system overloading with legible request, there is
another vulnerability, called ineligible resource
request. Increasing the number of fake or rogue
requests to use system resources, will make the
system unable to serve the eligible requests. This
happens when some parties aim to decrease the
system performance or make it unavailable for
legible users [12].

B. Data Communication Vulnerabilities:

• Intercepting the Data: any communication can
be subject to interception. This can happen when
the channel is not secured or encrypted or when
the encryption methods are not efficient enough
to protect the communication channel from being
intercepted by intruders [11].

• Data Modification During Data Transmission:
this vulnerability can stem from weak channel
encryption algorithms or an unencrypted data
communication channel, which allows ineligible
parties to modify or change the data. This vulner-
ability might causes system malfunctions, which
can endanger the safety of driver, passenger(s),
as well as pedestrians [12], [13].

• Stopping Communication: this happens when
data cannot be transferred through the communi-
cation channel. Environmental noises and jam-
ming can cause this vulnerability and thereby
bidirectional communication between other en-
tities and the fog system will be interrupted [13],
[10].

• Bandwidth Overhead: this happens when the
bandwidth of the system is not utilized effec-
tively based on the number of user requests for
transferring or accessing data. One of the main
reasons that causes bandwidth overhead is inef-
ficient cryptographic and authentication methods
[13].

C. Identity and Access Control Vulnerabilities:

• Fake Identities: when the authentication or au-
thorization mechanisms cannot detect fake and
forgery credentials the system will be vulnerable
to malicious commands [14].
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Fig. 2: Security vulnerabilities in fog.

• Faking, Captured Authentication Session : the
identification session can be compromised by
forgery parties and then replayed by ineligible
parties [15].

• Physical Compromising: in a fog-based vehicu-
lar system, there are fog nodes, which are located
in public areas like roads or streets. Hence, these
fog nodes are vulnerable to physical compromis-
ing [16].

• Privacy: disclosure of confidential and non-
confidential data of vehicles, drivers, OEMs and
service providers can be used to launch an attack
by adversaries [8], [17], [18].

Figure 2 also present an abstract of aformentioned
vulnerabilities for shared resources, communication
and identification in fog computing.

III. SECURITY AND PRIVACY SUGGESTIONS AND
SOLUTIONS

In this section, we investigate proposed solutions
and suggestions focusing on security and privacy of
fog-based vehicular systems in order to identify open
challenges and issues.

A. Shared Resources Solutions

The most common objectives of papers proposed
security solutions for shared resources in fog, are:
a) detecting abnormal behaviours; and b) blocking
malicious requests. For instance, [19] proposed an In-
trusion Detection System (IDS). The proposed model
is capable of detecting: a) abnormal resource requests;
b) misuse of resource request rules; and c) requests
that reduce system performance. Based on these mech-
anisms, malicious requests and activities are filtered.
In [20] and [21] they use machine learning algorithms
to detect abnormal behaviours and cyber-threats.

Authors in [20] introduced a proactive anomaly de-
tection for hijacked connected cars to improve cyber-
resilience. The authors utilize a new data set file for
connected cars to facilitate data collection and sharing,
together with analysis of travel routes in real time
to proactively detect malicious behaviours through a

Bayesian estimation technique, called Kalman filter.
Levi et al. [21] proposed a machine learning method
based on Hidden Markov Models (HMM), to detect
cyber-threats against connected vehicles. The detec-
tion system monitors requests from different parties,
and compares the requests with predefined policies
to detect anomalous activities. Comparing to previous
studies, the proposed method aims to monitor differ-
ent data flows in a vehicle, for instance, Vehicle to
everything (V2X) network, operating system and in-
vehicle traffic. Moreover, training data for malicious
behaviour detection can be applied to multiple cars
with the same characteristics.

To cope with challenges, such as resisting malicious
vehicles, avoiding heavy roadside sensors and single-
point of failure, the authors in [22] proposed two
secure intelligent traffic light control schemes using
FC whose security are based on the hardness of the
computational DiffieHellman puzzle and the hash col-
lision puzzle, respectively. The efficiency of both ap-
proaches were compared when the number of vehicles
increases. The results showed that the first method,
DiffieHellman puzzle, is not efficient for high density
scenarios. To overcome this issue, the second security
method, hash collision puzzle, was proposed to reduce
the computation and communication overhead in fog
nodes by performing lightweight operations.

Authors in [23] propose an integration between
VANETs, Software Defined Network (SDN), and 5G
for a resilient VANET security design approach. They
showed how their approach can defend the system
against different type of attacks, such as Distributed
Denial of Service (DDoS) and IP Spoofing, and
how the system trace back the source of an attack.
Moreover, they showed that their proposed system
is capable of maintaining low overhead and minimal
configuration, while enforcing different levels of real-
time user-defined security.

Although authors in studied works address security
solutions to detect and prevent cyber-attacks against
shared resources in fog-based vehicular system, it is
also observed that scalability issues are not consid-
ered. For instance, in [23] they considered only a
small number of vehicles in the simulation which
argues for lacking scalability. Another open issue is
the effect of external factors in the proposed solutions.
For instance, [20] and [21] disregard the impact of
abnormal activities from other parties and detection
of malicious behaviour for cars with different charac-
teristics, respectively.

B. Data Communication Solutions

Solutions proposed for secure data communication
are mostly based on encryption methods. Commu-
nication channel encryption and message encryption
are the main solutions provided in papers studied in
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this subsection. For instance, Arif et al. [24] proposed
a secure communication method between fog and
Location Based Service (LBS), which is located in the
cloud, of a vehicular environment. LBS is a service to
use the real-time geo-data in mobile devices. In this
method, message encryption in vehicle and fog side
is performed to ensure security of data and sensitive
information like location information. To prevent data
disclosure in fog nodes, data are sent to fog servers
anonymously. In addition, to protect data in case the
fog servers are compromised, messages are encrypted
before being communicated.

A different approach is proposed in [18] to measure
system efficiency in fog-based automated vehicles,
considering security, privacy and dependability. For
this reason, the authors proposed a crowd-based in-
telligence approach that is inspired from swarm in-
telligence, called SHIELD [25]. SHIELD is based
on a decomposition of the system into subsystems
and selects suitable configurations for each compo-
nent based on the component values of weight. Data
communication between fog and vehicles are secured
by authentication and encrypted methods.

In [26], a secure framework for exchange of authen-
tication keys in a vehicular system has been proposed.
Fog nodes are used to reduce latency of message au-
thentication, message communication process and key
exchange. In order to begin message communication,
a key exchange process in fog nodes is required. In
addition, an expiration time for processing key ex-
change requests is defined to prevent vehicles from do-
ing malicious activities. Encryption methods increase
data protection, but using encryption algorithms might
also increase processing time and communication cost
[24]. In addition, in [26] security of fog nodes against
attacks, like node compromising, remains a challenge
that might cause trust issues related to storing and
transferring keys.

C. Identity and Access Control Solutions

Privacy preserving, authentication, authorization
and access control methods are proposed as solutions
for security issues against identity threats in a fog-
based vehicular network. For instance, Fog Vehicu-
lar Crowd Sensing (FVCS) applications, considering,
security and privacy are discussed in [8]. In this
approach when a fog node receives a crowd sensing
report data, it can check whether the data is duplicated
or not without knowing the details of the report and
its content. Regarding security challenges, such as
authentication and data disclosure, a proxy encryp-
tion [29] is proposed to realize the confidentiality
of sharing data. For authentication issues, a trusted
authority (TA) is involved for key management task in
vehicles and FVCS users. In [27], authors proposed a
novel fog-to-cloud-based architecture for data sharing

in Vehicular Cloud Computing (VCC). Their method
is a cryptography-based mechanism for data sharing in
vehicular environments. The fog and cloud servers are
responsible for the complicated computation part with
confidentiality and privacy preservation. Fog nodes do
not have access to decrypted data which provides a
confidentiality level in FC. Experiments showed sig-
nificant performance improvement in response delay
reduction and edge devices’ overhead minimization.

Huang et al. [16] focused on passive attacks and
proposed two security methods. The first one, called
the evidence-based digital forensic approach, detects
the abnormal behavior of fog nodes by forensically
analyzing and monitoring of data and requests from
both vehicles and fog nodes. The other one, called the
traffic-based analysis approach, uses big data analyt-
ics and deep learning algorithms to detect abnormal
behavior of fog nodes based on data gathered in the
cloud servers. Moreover, they evaluated the perfor-
mance of the proposed methods through simulation
experiments. The results showed that a compromise
attack can be mitigated by proposed approaches.

Zhang et al. [30] provided a comprehensive survey
of access control of users’ data for fog computing
focusing on security problems and challenges. They
described seven access control models and for each
one, possible applications in FC are discussed. These
models are as follows: 1) Discretionary access control
(DAC) model; 2) Mandatory access control (MAC)
model; 3) Role-based access control (RBAC) model;
4) Attribute-based access control (ABAC) model; 5)
Usage-control-based access control (UCON) model;
6) Reference monitoring access control (RMAC)
model; and 7) Proxy re-encryption (PRE) model.
Suggested access control methods in this work help
fog service providers consider access control policies
based on requirements for different applications. How-
ever, threats and security issues, for instance, fog node
compromising and data theft in fog level still remains
a challenge [27] [16].

IV. SECURITY AND PRIVACY OPEN CHALLENGES

The cloud computing is heavily protected by cloud
operators, however, this cannot be easily extended for
FC [2]. As we showed in the previous section, a
number of studies have already focused on security
solutions for FC and especially for vehicular environ-
ments, including intrusion detection systems in fog
nodes, key management mechanisms, compromised
node detection methods, authentication and authoriza-
tion techniques to access fog resources. However,
these approaches are either partially addressing the
security and privacy issues or are still in very early
stages. Table I summarize the focus of each paper in
the collection of papers studies in previous section.
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TABLE I: A summary of security and privacy suggestions and solutions

Security Challenges

Paper Vehicular
Application

Shared
Resources

Data
Commu-
nication

Ident-
ification Solution Open Challenge

Huang et al. [16] 3 3 Digital forensic Performance
evaluation

Hussein et al. [23] 3 3
-Authentication and
Authorization
-Attack detection

Short-term
communication

Sohal et al. [19] 3

-Monitoring resource
request activities
-Detecting abnormal
behaviour with IDS

Performance
evaluation

Al-Khateeb et al. [20] 3 3
Threat detection
using ML algorithms Resource constrains

Kontorovich [21] 3 3
Threat detection
using ML algorithms Resource constrains

Liu et al. [22] 3 3
Location-based
encryption

-Privacy issues
-Resource constrains

Chaba & Dave [26] 3 3
Authentication
key exchange

Bandwidth
limitations

Ashish & Shrestha [18] 3 3
System decomposition
(SHEILD)

Short-term
communication

Arif et al. [24] 3 3
Fog anonymizer
using LBS

Bandwidth
limitations

Zhang et al. [8] 3 3
Data duplication
removal Log auditing

Xue et al. [27] 3 3 Access control schemes Data theft
in fog nodes

Basudan et al. [17] 3 3 Signcryption for privacy Exploiting
credentials

Hua et al. [28] 3 Cryptosystem for privacy Proximity
limitations

Open challenges for shared resources, data commu-
nication and identification security vulnerabilities are
briefly presented in the table. Resources constrains,
bandwidth limitations, mobility characteristic, scala-
bility, etc. are not completely addressed in proposed
security solutions for fog computing in the literature.
This section outlines open research challenges in fog
security and privacy, especially for vehicular applica-
tions.

A. Shared Resources

• Data processing in FC should be more efficient
and real-time comparing to the similar one for
clouds. However, for the identity and data ac-
cess security issues, many encryption and au-
thentication methods are proposed which provide
significant reduction of computational processing
time. Therefore, significant research for new light
weight encryption algorithm with minimal effects
in computational costs are required.

• Fog nodes, as a source of services, should be
protected against software errors. These errors
are due to different problems. For instance, errors
in source codes or malware injections [31].

• Another open challenge is data backup and re-
covery, when data corruption or data hostage hap-
pens to fog resources data backup and recovery

modules can help all parties benefit to restore
damaged data and keep operation with minimum
service disruption.

• There should be a trade-off between the service
provided by fog and its features to vehicles
and sufficient resources that is designed for the
fogs. Despite the fact that the level of function-
ality is very important in fog services, system
performance is very dependent to the requests
and services that fog nodes are offering to the
vehicles in the system [32].

• Managing logs in heterogeneous vehicular sys-
tem in a fog network is very challenging. A
huge volume of logs, auditing, processing and
analyzing them are the instances of issues that
require further researches [33].

B. Data Communication

• Encryption and authentication procedures has
been proposed or suggested to address data com-
munication security issues like data interception
or rouge node attacks. However, in a fog-based
vehicular system, a connection between a fog
node and a vehicle is established only for a
short time, which raises difficulties in identifying
vehicles in fraction of time [34].
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• Large number of connection requests in a vehic-
ular system is another challenging issue, which
is a constraint in serving real-time response to
legible requests [35].

• Fog nodes in autonomous vehicular system ap-
plications are constructed to help latency issues
in the network, latency issues will cause safety
issues like accidents. On the other hand, if the
data traffic is higher than bandwidth capacity
then there will be an overhead in communication
channel. Bandwidth utilization and communica-
tion overhead as a security threat requires more
researches in future studies

• Disruption in communication by surrounding
noise to be transferred in a communication chan-
nel is one of the challenging issues that can
stop the whole system and will bring disastrous
safety and security issues in a fog-based vehicular
system.

C. Identity and Access Control

• Fulfilling vehicles and their users privacy by
anonymity at the same time, auditing identifica-
tion and authorization processes to control data
access and authentications is one of the important
open challenges in a fog network. There should
be a balance between anonymity for privacy and
data access auditing.

• Exploiting credentials that vehicles use for ac-
cessing fogs to create fake sessions or gaining
access to the resources in fog are the other open
challenges in this area [33].

V. CONCLUSIONS

In this paper, we carried out a qualitative security
and privacy analysis by studying the most important
proposed solutions and suggestions for fog-based ve-
hicular systems. First, we identified potential vulner-
abilities in fog-based vehicular systems, including re-
sources and services to address the challenges caused
by these vulnerabilities. Then, we focused on security
and privacy solutions and suggestions to defend the
system. After a careful analysis of the most potential
vulnerabilities and proposed security and privacy so-
lutions and suggestions, several open challenges and
future research orientations are identified.
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