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Abstract: The industrial network infrastructures are transforming to a horizontal architecture to
enable data availability for advanced applications and enhance flexibility for integrating new tech-
nologies. The uninterrupted operation of the legacy systems needs to be ensured by safeguarding
their requirements in network configuration and resource management. Network traffic modeling is
essential in understanding the ongoing communication for resource estimation and configuration
management. The presented work proposes a two-step approach for modeling aggregated traffic
classes of brownfield installation. It first detects the repeated work-cycles and then aims to identify
the operational states to profile their characteristics. The performance and influence of the approach
are evaluated and validated in two experimental setups with data collected from an industrial plant
in operation. The comparative results show that the proposed method successfully captures the
temporal and spatial dynamics of the network traffic for characterization of various communication
states in the operational work-cycles.
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1. Introduction

The concept of Industrial IoT encompasses the joint applicability of operation, internet,
and information technologies to expand the efficiency expectation of automation to green
and flexible processes with innovative products and services. A requirement for ensuing
this integration is the transformation of industrial network infrastructures to enable the
accommodation of new traffic from different technologies. This transformation is step-wise
and needs many considerations to ensure the successful development of future industrial
networks. One essential consideration is to ensure the continuous operation of the existing
system, the machinery, and infrastructure also known as brownfield installation, to avoid
risk of downtime.

The importance and benefits of consolidated networks have been discussed from
various aspects, and their challenges have been addressed from different technical per-
spectives [1-3]. One dominant challenge for industrial networks to overcome is satisfying
the diverse and, in some cases, contradictory requirements of the Internet technology (IT)
and operational technology (OT) systems, like real-time performance and high throughput.
Time-Sensitive Networking (TSN) [4] provides a toolbox to provide mechanisms for any
possible traffic type that are predicted to coexist in the future industrial networks.

The Orchestration of various applications in industrial ecosystems, with heteroge-
neous industrial communication protocols such as Open Platform Communication (OPC),
MTConnect and message queue telemetry transport (MQTT), raises as a significant ob-
stacle for system integration [5]. The works more concerned with the interoperability of
different systems, by providing a communication middleware satisfying control systems re-
quirements, are mostly presented in Open Platform Communications Unified Architecture
(OPC-UA) [5,6].
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The future industrial networks pose demanding requirements, and in some cases
unpredictable challenges, on network infrastructure. One of the impacted domains by these
challenges is network resource management, where integration of new technologies and
applications into the existing networks translate to scaling-up communication and new con-
figuration with no negative impacts on the performance of the ongoing processes. Recently,
the academic and industrial communities started the conversation on the importance of
studying brownfield installations and the need to support the legacy systems to guarantee
the performance when transforming industrial networks [3,7]. In [3] the challenges in au-
tomation for future industrial networks are detailed. It is concluded that additional insights
from the traffic of existing installation are prerequisites for the integration of new technolo-
gies and providing the intermediate steps required for the evolutionary transformation
of the industrial automation networks. The additional insight from the state of ongoing
processes can identify the current resource plan of the ongoing network communication
in terms of bandwidth, dynamic throughput, delivery times, and scheduled traffics. This
insight can contribute to the development of integration strategies that ensure adequate
outcomes based on predefined performance metrics in the complex integrated networks
for network management tasks such as provisioning and dimensioning [8-10].

In other words, resource management with respect to the new integration characteristic
and required resources, while safeguarding the performance of legacy systems and ongoing
processes. Hereof, a clear view of the operational state of the existing network is an
undeniable prerequisite. However, this prerequisite is not a trivial goal to achieve due to
the unavailability of data from industrial plants and the complexity of their traffic.

The unavailability of data from industrial plants is a major factor limiting the ap-
plication of promising methods for developing solutions that address the existing and
foreseeable future challenges for network management. Consequently, the research works
that chose the next best solution of developing methods using the lab or simulated data do
not necessarily obtain the expected results when applied to the traffic collected from brown-
field. Figure 1 illustrates examples of traffic collected from (a) a paper mill operational
network [3], (b) an SCADA system testbed for wind turbine [11], and (c) a SCADA lab with
industrial equipment [12]. It is evident that the traffic patterns and their complexity differ
vastly even in small time intervals between the three sources of data.
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Figure 1. The complexity of the communication patterns from three different sources is visualized.
Even in smaller time intervals, the aggregated traffic of the production line is more complex, while
also showing the operational work-cycles.

The reason for the complexity of the traffic collected from brownfield is twofold: overly
tailored networks to fulfill the performance guarantees of a specific application or use-case,
and long life span of the industrial systems where integration of new applications resulting
in significant differences between the current states from the initial, and theory-supported,
configuration. The evident consequences of this complexity are the high cost of network
reconfiguration with flow-based measurement and modeling, and divergence from the
theoretical class-based assumptions when modeling the aggregated traffic classes [10].
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1.1. Related Work

Several recent studies tried to tackle the challenges associated with brownfield traffic
from various angles. Flow-based modeling is proposed in [13] to profile communica-
tion patterns in industrial IP networks for intrusion detection. However, the flow-based
modeling proved unpractical because of the complex communication patterns. In [14]
inter-arrival time and correlation models were defined as additional key parameters for
traffic characterization and flow-based modeling in SCADA networks. The method showed
promising results for anomaly detection on lab-generated data [15], but applying on real
traffic, the performance was unsatisfactory [16]. Four on-off-based models were proposed
in [8] to model the communication flows. The application of this approach was discussed
in relation to different traffic classes in industrial networks.

In [9] a methodology is proposed for evaluating the availability of resources for new
traffic integration for network configuration management. Inter-arrival time and packet
size were the measured parameters for flow-based resource estimation.

A case study [10] highlighted the disparity between the common characteristics and
modeling assumptions based on traffic classes and those seen in the data collected from
brownfield with aggregated traffic classes. Ref. [17] further emphasized this finding by
experimental evidence from three case studies for 5G systems.

Addressing the complexity of provisioning and configuration of the scaled-up IT-
OT networks, and inaccurate results from the commonly applied traffic measurement
for characterization and class-based model assumptions, a new measurement with the
scope on network total traffic is introduced in [10]. The measurement applied on an
aggregated traffic showed the mirroring bandwidth consumption patterns related to the
operational work-cycles.

1.2. Proposed Approach

Despite the valuable contributions, there is still a palpable gap in the literature on
topics relevant to studying the aggregated traffic classes of brownfields to enable the
next step of integration with new technologies. While network performance metrics are
considered for developing methodologies for new traffic types integration, there are still
no key parameters for characterization or measuring the performance of the consolidated
networks. The existing related work, study industrial network communication for means
of network traffic modeling. However, there are still unaddressed issues in studying the
dynamic behavior of networks that call for new and continuous probes and assessments.
There is no proper model that considers network traffic as a whole; the focus so far has
been on the characterization and modeling of each traffic flows in the network. Indeed this
approach poses difficulties and complexities to network resource management considering
the IloT application demands in terms of scalability and flexibility. While the existing work-
cycles in the traffic patterns, due to the operational work-flows, are acknowledged, it is not
incorporated into solution development for modeling or characterization of network traffic.

This paper addresses the support and securing of the performance of brownfield
and avoiding performance bottlenecks in new integration, considering the challenge of
future industrial networks for network resource management. The main goal is to model
the network traffic dynamics to identify various communication states and profile their
characteristics. The identified states and the profiled characteristics then can create the
bases of network monitoring, and provide the required insight in decision making for
provisioning or scaling up by safeguarding the requirements of the ongoing traffic in the
network. The contributions of this work are as follows:

¢ Two network parameter indicators (PIs), transmission volatility and transmitter volatil-
ity, are introduced to capture the temporal and spatial dynamics in bandwidth utiliza-
tion to formulate the communication intensity and identify the work-cycles.

. Work-cycles are modeled, and their communication states are profiled based on their
statistical summary and dynamic characteristics, including the introduced parameters.
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* A two-step approach is proposed to model the aggregated traffic classes collected
from brownfield, with respect to transmission intensity and throughput, utilizing the
introduced parameters. The proposed approach is validated through comparative
analysis of its performance in terms of accuracy of prediction and consistency of
generated labels, with a set of unsupervised learning algorithms.

2. Network Traffic Modelling

Integrating IT and OT traffic introduces new challenges for network management
in complexity, scalability, and analysis accuracy, either for replacement or integration of
new technologies. These challenges have a direct impact on network performance and
configuration management.

2.1. Network Traffic Measurement

The essential step in network management for performance and configuration is
understanding the dynamics of the existing traffic in the network, i.e., modeling the
network traffic. The modelling usually builds on the characterization of network flows
and profiling traffic types for analyzing the requirements as well as guaranteeing intended
performance criteria in the provisioning and dimensioning of the network.

Flow-based measurement for network configuration management lacks the required
scalability due to the complexity of communication patterns between devices. Moreover,
the common assumption on single-type traffic for modeling traffic types does not hold
for traffic collected from brownfield since various types of traffic can be generated from
the same sources [10,17]. To overcome the challenges of flow-based characterization and
remove the assumption of single-type traffic, an approach is proposed in [10] that sets the
measurement scope on the network level, i.e., accumulated traffic in a specific time interval.
We adopt the same measurement for outlining the network traffic modeling. While the
network level measurement can reduce the analysis complexity and reveal the repetition of
communication patterns correspondence to the system work-cycle, it also affirms enough
variances to exclude the deterministic traffic modeling of the communication system.

In general, the generated traffic in the network consists of periodic, sporadic, and
burst traffic types [18], which means in any time interval we have a mixture of the traffic
of some or all of these types. Since not all the involved parameters are known, e.g., spo-
radic, irregular IT traffics, various size payloads, and a different number of transmissions,
the accumulated traffic in any specific time intervals cannot be considered deterministic.

To characterize the traffic dynamics using throughput and bandwidth consumption,
the uncertainties need to be parametrized. In flow-based characterization, part of the
uncertainties can be parameterized through packet generation intensity parameter. Each
data stream and generated packets from one source at different points in time is studied.
In the network-level measurement, the parameterization of the intensity parameter needs
to consider the accumulated transmissions in the network.

2.2. Network-Level Transmission Intensity

The variances of the throughput in any specific time frame are the direct result of the
total number of transmitted packets and the sum of the transmitted data. Since the number
of devices in the network and communication between network entities are predefined,
it is valid to assume the throughput turbulence is mainly a variety of changes in the
number of transmitting devices and the number of transmissions by these devices, in any
time interval. In other words, for profiling different communication states of the network
in each work cycle, the number of active transmitters, the number of transmissions by
devices, and the amount of transmitted data need to be taken into account. We define the
following parameters to capture and quantify the network-level transmission intensity
(network-level dynamic).
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2.2.1. Transmitter Volatility, tsv

It is defined to capture the dynamic behavior of the devices or transmitters. The
number of devices in the network is constant, but not the number of active transmitters in
each time frame. Previous studies also showed that the number of transmissions by each
device in various time frames during each work cycle differs [3,10].

Therefore, the throughput contribution of each transmitter based on the number of
transmissions, or generated packets, in each time frame, is one element for quantifying
the network dynamically. Since the scope is on the network level, tsv is defined as a
relative change of transmitter’s behavior over time in terms of the number of transmissions.
Consequently, the dynamic of throughput within each time frame can be studied relative
to tsv. That is, studying the relation between throughput and transmitter changes where
the varying amount of data transmitted by the same device, due to the number and size of
the transmitted packets, can be accounted for.

2.2.2. Transmission Volatility, fxv

On the network-level txv is defined to capture the throughput dynamic over time
by accounting for the varying number of transmissions. In each time frame the txv is the
relative impact of the number of transmitted packets on the total throughput in the network.

Utilizing the two defined parameters, the dynamic behavior of the active elements in
the network can be quantified by considering all the alternating elements, i.e., number of
the active transmitter, number of transmissions, and the size of the transmitted packets,
without requirements of per-device specification. The network-level transmission intensity,
ti can then be formulated to capture the dynamic behavior of the devices as:

ti = tvs,x = t5V X tXV D

where txv represents the number of transmissions, tx, at each time instance, and tsv
captures the number of active transmitters, uts.

2.3. Proposed Traffic Modelling Approach

The main goal of the presented work is to model the network traffic dynamics to
identify various communication states and profile their characteristics. For this purpose,
we propose a two-step approach, Figure 2, and detail the methodology in the following.

Traffic Communication Work-cycle ) .
‘ Dvnamic H intensity PIs H recognition Traffic modelling Traffic profiling
Aggregated traffic Characterization of Repeated patterns Communication Summary statistics
classes traffic dynamic and boundaries states in work-cycle and PIs of the states

Figure 2. The proposed two-step approach overview; it builds on the network-level modeling method
proposed in [10].

Previous studies and literature indicate the projection of the operational work-cycles
in the repeated transmission and throughput patterns of the aggregated traffic [10,14]. It
is reasonable to deduce that the repeated patterns provide similar information. That is a
large dimension without any significant information gain, which can result in inaccurate
modeling due to overfitting. Therefore, the proposed approach aims to exclude similar
information and then to model the network traffic and profile the communication states.
Accordingly, the goal of modeling the network traffic dynamics can be achieved by defining
the following objectives:

1.  Recognizing repeated communication patterns to identify work-cycles with respect to
bandwidth consumption and communication intensity.

2. Profiling distinguishable transmission states for identifying the possible state-space
in each work-cycle.
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The two objectives are closely linked as the first objective serves as a prerequisite of
the second objective. The state-space of the model can be reduced by identifying the work-
cycles boundaries and consequently eliminating the dynamic imposed by insignificant and
inconsequential variances in different work-cycles.

The following section details the proposed approach and presents the results for the
realization of the two objectives on the data collected from brownfield with aggregated
traffic classes.

3. Modelling Aggregated Traffic Break-Down

In this work, the aggregated traffic is modeled by realizing two interlinked objectives:
work-cycle recognition and transmission states identification and profiling. The s taken to
achieve the.

We first start with formulating the problem. Let Yi.7 = {y1,¥2,...,yr} be an observed
stream of data generated in the network at time t = 1,2,... T, where each y; is the joint
reading of all flows, y; C R". The recorded data from various streams in a specific time
interval can be considered as a (x x t) matrix with x = 1,2,... X be the data streams
contributing to the y;. The case of bandwidth utilization, with I, indicating the payload of
each stream at each point, can be formulated as:

T X

yi=3.) In @)
1

t=1x=

3.1. Objective 1: Work-Cycle Recognition

Our first objective is to identify the work-cycles to find boundaries of the repeated
communication pattern within a time interval. Algorithm 1 describes the steps for achieving
the first objective. As mentioned in the previous section, the throughput turbulence results
from variances in the number of active devices, the number of transmissions, and the
size of transmitted packets. Considering network-level throughput (2), we quantify the
throughput, tpyo; rate of change, rocy,, dependent on transmission intensity, as

r0Cty = tprot  _ ZtT:l Z§:1 Lix 3)
P o x o YT uts; x tx
t=1 t t

where uts; is the number of active transmitters or devices, and tx; is the total transmitted
packets in the specific time interval. The largest changes happen when the accumulated
impact of the combined parameters are the highest. The work-cycle identification is then
defined as a Change Point Detection (CPD) problem where the most significant abrupt
change indicates the boundaries of the repeated pattern in the dynamic turbulence sequence.
The beginning and the end of each work-cycle can be identified by the abrupt decrease of
the throughput, i.e., the time interval between two consecutive highest rank change points.

Applying Equation (3) on the data stream generates a number of non-overlapping
time windows that segments the data into work-cycles. Figure 3a illustrates the outcome of
work-cycle identification utilizing the throughput dynamics dependent on the proposed
transmission and transmitter volatility parameters. Figure 3b shows the segmented data
with new indexing for mapping the patterns, prerequisites for identifying the various
operational mods/states of the aggregated traffic modeling. The accuracy of the method is
checked using Spearman correlation and represented in Figure 3c. The similarity between
the patterns varies between 0.88 to 0.98. The high similarity of the data sequences in each
segment shows the success of the work-cycle recognition process utilizing the defined
parameter indicators to capture transmission intensity.
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Algorithm 1 Work-cycle recognition.

Data: Network traffic data, Y7.7.

Results: Approximated work-cycle boundaries.
1: Set:
2: counter n,i = 0, listyoc, temp_threshold = At(= 60), spatial_threshold = As(= 0.1).
3: for t<t:1:Tdo

4: Calculate total throughput: tpsr = 2{( Ly.

5: if x # 0 then

6: Calculate transmitted packets: txo < Y5 txy.

7: Calculate active devices: tsv + n + +.

8: end if

9: Calculate transmission intensity: ti = tsv X txv.
10: Calculate throughput rate of change: rocy = tpor/tsv X txv.
11: Append listyyc[t] = rocy.
12: end for

13: Rank roc; in list;oc Where roc; — tiy < As.

14: Find the change points: List_CP[i],i < 1:m < |Y].

15t Xjpip = listroc[1], interval = 0.

16: for x in listyoc[t],t < 1: T —1do

17: interval + +.

18: if (X001 # Xpaxi42) & (interval > At) & (rocy < As) then

19: Append list_CP < listroc[t].
20: Update x;j; = listroc[t + 1]
21: end if
22: end for
0.70 - - - 0.60 Identified work-cycles -1.000
- —— Throughput . T T T T S
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_%0'60’ —  Work-cycles 1 0.55} 2
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Figure 3. The work-cycles recognition is realised through: deploying communication intensity
parameters to find work-cycles boundaries (a); the non-overlapping segments resemble similar
repeated patterns (b); the Spearman’s correlation shows high degree of similarity between the
identified work-cycles (c).

3.2. Objective 2: State Modelling and Profiling

The second objective is to identify the state space the communication in the network
can obtain, i.e., identifying different states in which the multi-modal communication is
functioning. That is, we want to partition the time into k consecutive and non-overlapping
segments {t;.1,5;} where t; represents k" segment of time with state s;, i = 1,...,m, that
ends at time f;. The data sequences in each segment should show similar dynamics and
characteristics while dissimilar enough from the other segments to distinguish the states.

The only available ground truth and previous knowledge about the network are the
evident work-cycles in traffic patterns, obtained from the first objective and supported in
the literature [9,10,14]. Hence, the number, duration, or characteristics of each of the states
are unknown, i.e., there exists no knowledge about the true model. The parameters that
can describe the underlying communication pattern need to be learned from the limited
available data for modeling the network traffic.

Furthermore, the available network data is unlabelled and lacks any additional infor-
mation about the possible or existing operational states for deterministic network modeling.
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In the absence of the ground truth for the operational modes evident in the network traffic
patterns, the modes need to be approximated from the data. In other words, the data
sequences with similar characteristics that can describe the dynamic characteristics of each
state need to be identified.

The hidden Markov model (HMM) is an effective unsupervised method with strong
support in Bayesian inference that has been proven effective applied on sequential data
where the correct model, the order of the HMM, is unknown. HMM can represent the
probability distributions over a sequence of observations and model the observations as
a probabilistic function of the latent states. In compact notation an HMM can be defined
as A = (A, B, ), where T = {7} is the initial state distribution, A = {a;;} is the state
transition probability, and B = {b;}, 1 < j,i < m is the probability of the observation in the
current hidden state.

To deploy HMM for modeling the network traffic, one important parameter to estimate
is the order of HMM,, i.e., the number of states that best describes the data.

3.2.1. Model Selection

Model selection has been one of the main concerns in deploying learning algorithms
in real scenarios. Dynamic systems are hard to be deterministically modeled as there
are many factors involved in the problem, from system parameters to the effect of the
surrounding environment on system behavior. Furthermore, the process of identifying the
complex relation and correlation between all parameters, as well as the element of noise,
can be costly and time-consuming, if not impossible. In data-driven system identification,
a learning algorithm is trained to uncover system model over recorded historical data,
and then deployed for various configuration and provisioning management, diagnostic
and prognostic purposes [19-23]. The question here is how to select a learning algorithm
in the absence of an identified true model? To answer this question, we first need to find
models with various orders that give the best approximation, or fit, for the targeted data.

There exist many methods in the literature for comparing models accuracy for various
datasets and data types with different characteristics [24,25]. The majority of the methods
are based on likelihood model selection where the model parameters, such as the number
of states and samples, are not considered. Thus, increasing the number of states leads to a
higher likelihood adds to system complexity without providing additional information [24].
Therefore, methods that consider the number of model parameters are desirable. Commonly
applied methods for order estimation of sequential data with parameter consideration are
Akaike’s information criterion (AIC) [26] and Bayesian information criterion (BIC) [27] and
efficient determination criterion (EDC) [28].

Akaike information criterion is one mathematically supported evaluation criterion of
models. It is an estimator of expected relative (K-L) information based on the maximized
log-likelihood function:

AIC = —2log(L) + 2k 4)

where k is the number of estimated parameters in the approximated model, and L is the
maximum likelihood of the model with the true order k. For small sample size where
% < 40, AIC becomes:

2k(k+1)

©)

where 7 is the cardinality of the set, that is the number of elements in the sample set.
Baysian information criterion is closely related to AIC model selection methods, but in-
troduces the sample size in the penalty term that provides

BIC = —2log(L) + klogn (6)
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Efficient determination criterion encompasses AIC and BIC and introduces a strictly
increasing function that results in a strongly consistent order estimation.

EDC = —2log(L) + kloglogn (7)

As all assumptions are excluded from the model selection process, in this work,
the order of the model is set where the difference between the three methods are minimized.
The identified work-cycles from the first objectives are the data used for state identification.
The throughput in each work-cycle is influenced by the same conditions with minor
differences, i.e., varying transmission intensity posed by unknown parameters.

The results of applying the three methods for model selection are presented in
Figure 4a. There are two possible choices of orders: 2 and 4, with the second-order shared
between all the three methods. However, the results of the fourth-order are less consistent
between the methods; the model order by EDC maps those by AIC and BIC for the order
of 2, but it shows signs of overfitting with higher orders, i.e., 4. Therefore, the model
selection process suggests two different states in the communication dynamics within
each work-cycle. A second-order HMM model identified the various states and transition
probabilities between each state. Figure 4b shows the mapping of the identified states
on the work-cycle data. The colour-coded identified states indicate consideration of both
temporal and spatial features. The data sequences identified for the two states show high
similarities, while those belonging to different states resemble dissimilarities. The Pearson
correlation of the two states” data on average for different work-cycles is 0.58. Considering
the value range of 0 to 1, with the highest positive correlation at 1 and the highest negative
correlation at 0, the acquired correlation value indicates a very small correlated behavior of
the states. The distribution of the data points also supports dissimilarities of the identified
states, Figure 4c.
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(a) (b) (9

Figure 4. The criterion values, y-axis, suggest a second order HMM for the dataset consisting of
5 work-cycles (a); the identified states by the second-order model are color-coded in (b); (c) shows
distribution of the data in each state.

3.2.2. State Profiling

After identifying the states, the second objective is achieved by profiling distinguish-
able transmission states in a work-cycle. A set of labels was produced in the modeling
process to identify the data points belonging to each state. The summary statistics of the
identified states are presented in Table 1. Since the transition between the states is time-
varying, each state is profiled by the summary statistics and the communication intensity
parameters, i.e., transition volatility and transmission volatility. Each varying length state
can be profiled as

{(t1:6,51) |si = {pi, 03, M, max;, uts;, tx;},i =1,2}.
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Table 1. The summary statistic of the identified states.

Mean-u Std-o Max Median (50%)-M
State 1 0.412 0.030 0.470 0.402
State 2 0.501 0.035 0.565 0.507

At this point, the profiles can be used as the basis for identifying the states, given a
sequence of observations in a work cycle. The steps taken to achieve the second objective
are described in Algorithm 2.

Algorithm 2 State modeling and profiling.

Data: Work-cycles dataset, wcd.
Results: Profiled states.

: Initialize model parameters:

: Model order: model_k,k < 1: 10,

Sample size: n < |wed|,

: Model evaluation criterion: model_ec = [AIC, BIC, EDC].

: for model_k & n do

Fit and predict probability: model_k(wcd, n).

Calculate likelihood: L(wcd).

Calculate model accuracy score: model_scorey(wed).

for model_ec do
Calculate evaluation criterion: model_ec(n, k, model_scorey(wed)).
Append to EC_List: EC_List[k, AIC, BIC, EDC] < model_ec().

end for

: end for

: Select model_k where EC_List[k, AICin, BIC in, EDCpina]-

: model = HMM (k, wed).

. statey., = model.predict(wcd).

: for state;[items],i < 1 : k & items = wcd|state;] do.

Calculate y;, 07, M;, max;, uts;, tx;.

Profile s; = {u;, 0;, M;, max;, uts;, tx; }.

: end for

D A A R o

N == = = = e e e e e
SOV XN U W®WNRO

To provide support for the effectiveness of the proposed approach, including the
introduced parameters and deployed learning model, a set of experiments were carried out
where the results are presented in the following section.

4. Results and Discussion

This section presents the comparative results for validating the proposed network
modeling approach in capturing the temporal and spatial communication dynamic. We
first introduce two scenarios in which we carry out the comparative study, including the
experiment setup and evaluation metrics for performance analysis. Further, we discuss the
results and their importance in network management with respect to the continuous and
uninterrupted operation of the network while enabling the evolution of OT systems.

4.1. Data Collection and Dataset

The data was captured from the Iggesund paperboard factory. It is a typical process
automation factory, and the network can be considered as an example of production
networks in manufacturing. The communication between different systems is provided
by the configuration of several virtual LANs (VLANSs). The experiments of this study
cover a part of the operational network consisting of 5 control systems, with 43 stations
connected to the server network and 32 process controllers on various VLANS; 337 devices
in total [3,10].

The network traffic was captured by enabling mirroring of the traffic recorder port
connected to one of the switches in the production network. The initial captured traffic
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flows are huge files containing packet dumps from the network, in .pcap format, and consist
of both IT and OT traffic. The resolution of the collected data is in microseconds with
varying communication intervals from milliseconds to seconds. To illustrate the results
of this experiment, 6,554,498 consecutive recorded transmissions were selected to cover
several operational cycles.

4.2. Validation Scenarios

In the proposed approach, the introduced parameters were used to identify the work-
cycles and reduce the state-space for higher accuracy of state recognition. An HMM
with an order of 2 was deployed to capture the spatial dynamics within each work-cycle.
The impact of the proposed two-step phase identification approach is validated by compar-
ing the results with (1) a one-step work-cycle and state identification, and (2) a two-step
identification with a set of learning algorithms.

4.2.1. One-Step Approach and Work-Cycles

This scenario aims to validate the proposed two-step approach and the impact of the
work-cycle recognition as a prerequisite for network modeling. For this purpose, this sce-
nario investigates the accuracy of the learning algorithms in capturing the spatial dynamics
in the system for work-cycle and mode/state identification. The proposed parameters are
excluded from this experiment, and a set of unsupervised learning algorithms are applied
directly on the original dataset, containing data of 5 work-cycle duration.

The choice of unsupervised clustering algorithms is due to the lack of labels for the data
and removed assumption of previous knowledge about work-cycles profiles and dynamic
characteristics. The specific algorithms are selected to cover various possible clustering
approaches, i.e., distance-based KM, hierarchical AC, and graph-based SC methods. The set
of algorithms includes HMM, K-means (KM), Agglomerative clustering (AC), and Spectral
clustering (SC). The model with an order of 5 and 2 were applied for (1) identifying the
5 work-cycles and (2) identifying the 2 states in each of the work-cycles.

4.2.2. Two-Step Approach and Communication Mode

This scenario aims to show the efficiency of HMM in state-mode identification and
capturing the temporal and spatial dynamics, compared to a set of unsupervised learning
algorithms. In this setup, the introduced parameters were first applied for identifying the
work cycles. Then the new dataset was fitted to the same set of learning algorithms of the
first scenario to identify the states/modes in each work-cycle. The results were labels for
the data, which then were fitted to a logistic regression model to evaluate the prediction
consistency of the algorithm set. The accuracy was evaluated by classification reports in
terms of precision, recall, and f1-score of the predicted labels.

4.3. Comparative Results

In what follows, we present and discuss the results of the introduced scenarios to
validate the proposed two-step approach and the selected modeling tool for state/mode
identification in communication work-cycles.

4.3.1. One-Step Approach and Work-Cycles

This phase of the experiment is carried out to demonstrate the importance of work-
cycle identification as a prerequisite for communication state/mode modeling. Among the
algorithms in the comparison set, K-Means and Agglomerative clustering can be deployed
on the dataset without any assumptions on the expected number of clusters, i.e., the number
of work-cycles. Preliminary, the data were fitted to this subset of unsupervised learning
algorithms with the addition of MeanShift clustering. The identified number of clusters by
all the algorithms on the original dataset was 2.

The results of fitting the data, without the work-cycle identification step, to the set of
algorithms with the order of 2 and 5 are illustrated in Figure 5. It is clear that none of the
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learning algorithms succeeds in capturing the work-cycles or the operational mods. With a
higher-order model, all the algorithms tend to set a higher number of spatial thresholds
and miss the temporal dynamics of the system altogether, Figure 5d—f. The performance
differences are limited to the threshold values, with a variance of 0.05 on the normalized
filtered throughput values for the second-order model, and 0.04 for the fifth-order model.

0.60 0.60 0.60
"
>
Q
<
()]
3
2 o.50t 0.50} 0.50
e
[
kel
(9]
N
©
£
5 0.40}, 0.40} 0.40
=2

0 2000 4000 6000 8000 0 2000 4000 6000 8000 0 2000 4000 6000 8000
Time(s) Time(s) Time(s)
(a) HMM-2 (b) AC-2 (©) KM-2
0.60 : : : : 0.60 : : : : 0.60
5
Q.
<
o . AN
i -
; i
T STUT T I LA LT
5 ;
50.40—i i‘ ' i‘ h i 0.0} Y L
= ' ff r iy
0 2000 4000 6000 8000 0 2000 4000 6000 8000 0 2000 4000 6000 8000
Time(s) Time(s) Time(s)
(d) HMM-5 (e) AC-5 (f) KM-5

Figure 5. The result of one-step approach for state-mode identification on the dataset with no labels
for work-cycles. Each state is distinguished by a different color. The first row shows the second-order
model identification. The second row shows the results of the fifth-order model. The algorithms fail
to capture the temporal dynamics of the signal where work-cycles are not identified and increasing
the order only adds to the number of spatial thresholds.

The algorithms do not detect the repeated temporal pattern since the increased amount
of data provides more support for the distance and/or similarity between the values. While
the data is clustered and the learning process shows acceptable results for algorithms
without any parameter tuning, the prediction accuracy of the algorithms on the unseen
data is very low; even though the unseen data bears high similarity with the training dataset,
as illustrated in Figure 3b. One reason for this poor performance is that the algorithms do
not take the order of the observed data into account. The commonly used unsupervised
and clustering algorithms work based on maximizing the intracluster while minimizing the
intercluster similarities. Therefore, two points with similar values close to a cluster center
are more likely to be assigned to the same cluster despite their time of occurrence or order.

As discussed previously, throughput varies in different time intervals due to the
dynamic behavior of the devices. Hence, it is accessible that sole spatial profiling does not
provide sufficient information for estimating the required resource and planning for an
ongoing process that expands in time.

4.3.2. Two-Step Approach and Communication Mode

Table 2 details the results of the classification of the data into the two states utiliz-
ing labels generated by the algorithms set. Prediction of labels on the data is shown in
Figure 6a—c. The classification results show high accuracy for all the algorithms, but visu-
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alizing the prediction outcomes does not inspire identified states that can be utilized for
profiling the communication intensity in each work-cycle. The summary statistics of the
clusters provide negligible differences for being used as a parameter with high certainty
for the classification of the states. In the specific case of SP, Figure 6¢, the identified states
show more of the temporal thresholds. Applying HMM for state identification, Figure 4b,
is superior compared to the other algorithms in the algorithms set in terms of capturing
the dynamic of communication intensity. HMM identifies the states based on the temporal
and spatial features of the data, which provides distinguishable statistical summaries for
profiling and modeling various dynamic behavior in each work-cycle.

Table 2. The prediction accuracy of the data is labeled by different algorithms.

Algorithm Precision Recall F1-Score Accuracy
K-Means 0.88 0.81 0.81 0.81
Agglomerative 0.95 0.95 0.95 0.95
Spectral 0.90 0.81 0.83 0.85
0.60 0.60 : : : : 0.60
N \ \
] AW A A
£ 0.50 if\‘ § ?ﬁwj;} 1 o0} Iﬂ; 5’ 3?1#‘,% 1 050 /A; Eg ?v‘j% ]
g i L i » i W
V" \j N \j o N
E 0.40,// J ] 0.40// \j ] 0.40// VJ ]
0 400 800 1200 1600 0 400 800 1200 1600 0 400 800 1200 1600
Time(s) Time(s) Time(s)
(a) KM (b) AC (c) SP
0.60 0.60 0.60
g 4 % ¥
E] ;‘ i }‘ i W ‘\ R
2 00| ’3%; | w\i\g | osol 5\1 f Vg ’\f | os0 5% | w‘i\ ’\! |
F IR A T T
Fou W i ool ol U o > W |

o

400 800 1200 1600 400 800 1200 1600 400 800 1200 1600
Time(s) Time(s) Time(s)

o
o

(d) KM (e) AC (f) SP

Figure 6. The result of state-mode identification by the algorithms in the algorithms set on the dataset
with labeled cycles. The algorithms fail to capture the spatial dynamic to provide a baseline summary
statistic for the identified states, top row; and with ordered data, only the temporal thresholds are

identified, bottom row.

To account for the temporal dependencies the data was ordered and then fit the
algorithm. Figure 6d—f illustrates the results. In this setup, the algorithms provide temporal
thresholds for the signal and neglect spatial features The temporal thresholds can be
of interest, but the identified states do not show significant differences that can be the
basis of comparison. In other words, the summary statistic of the features set such as
mean, minimum, maximum, and variance values are not distinguishable with the certainty
required for state classification. Adding the state duration as a feature does not solve this
issue either, since the turbulence in each state calls for another round of learning for any

meaningful traffic dynamic profiling.
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4.4. Discussion on Results and Related Works

The overview of the proposed approach is illustrated in Figure 7. As presented through
detailing the two-step approach in Section 3, it succeeds in identifying and profiling com-
munication states in each work-cycle relevant to the operational mods. The two objectives
of work-cycle recognition and state modeling serve the main goal of network traffic profil-
ing. The defined network-level parameters, with respect to traffic dynamics, provided the
basis for quantifying communication intensity. From the first objective, the continuous data
stream was segmented into non-overlapping windows that approximated the boundaries
of the work cycles. This process reduced the dimensions by excluding those with similar in-
formation, i.e., the repeated patterns. The result of the first objective was input for modeling
the network traffic in each work-cycle. Since the data is sequentially observed, HMM was
selected as an appropriate method for modeling the network dynamically. The order of the
model was estimated using information gained from various methods, and a second-order
HMM was used for the state identification step. The results showed dynamic similarities in
the segments belonging to each state with both temporal and spatial features. The identified
states then labeled the dataset. The summary statistics of each state, along with the defined
parameter indicators, provided the basis for profiling network traffic dynamics based on
the states of transmission intensity and throughput.

Traffic Communication Work-cycle . .
‘ Dynamic H intensity PIs H recognition }—b‘ Traffic modelling F;‘ Traffic profiling

IS S ™A, /ju‘“‘\h -

o

Figure 7. Overview of the proposed approach with the obtained results when applied on aggregated
traffic classes data.

The effectiveness of this approach was demonstrated through the validation scenarios
and comparative analysis of the results with a set of learning algorithms. The experimental
results supported the importance of work-cycle identification as a prerequisite for traffic
modeling when aggregated traffic is under study. Furthermore, the modeling process utiliz-
ing methods that take the order of the observations into account shows better performance
than the tree or graph-based methods.

The industrial networks are under constant transformation either by integrating new
technologies or adding advanced IT services to enhance flexibility, efficiency, and innova-
tion. The former demands precise resource planning to avoid interruption of the ongoing
operations, and the latter emphasizes data availability for additional insights into the sys-
tem. In either case, imposed network changes require appropriate continuous adaptation,
which is not a trivial task for network resource management. It calls for the full perception
of the demands from the legacy systems and the new technology or the service, as well as a
prediction of the consequences of their interactions in the ongoing network condition.

In the absence of sufficient research works addressing the lack of insight into brown-
field installations and securing the performance of ongoing processes upon integration of
new technologies and applications, the presented work undertakes the orderly steps to ad-
dress the aforementioned requirements. The proposed approach extends the network-level
characterization to aggregated traffic modeling for network resource management. The in-
fluence of this approach can be associated with the related works and the state of practice
from various aspects. The identified work-cycle boundaries reduce the model’s state-space
while increasing the sample space for the learning process. The reduced dimensions by
temporal segmentation remove the unnecessary complexity of stream modeling imposed
by data points with insignificant information gain. It can potentially be combined with
the modeling methods proposed in [8] to derive alternative solutions for communication
state recognition, and improve the modeling results presented in [13,15] for more accurate
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network traffic profiling. Furthermore, resource estimation for new technology or use-case
integration can be carried out with more certainty since the accounted temporal dynamic
gives more insight for provisioning periodic resource requirements, such as the presented
method in [9].

A critical task in network resource management is to identify the possible communica-
tion bottlenecks [29-31]. The proposed method can be further deployed for network-level
bottleneck estimation. The network-level bottleneck uncertainty parameter can be defined
as the probability of bottlenecks with respect to the communication intensity in each state
and the available resources. This parameter can be a baseline for provisioning based on
resource estimation; states with lower communication intensity will have a lower bottleneck
uncertainty level.

The future industrial networks are expected to accommodate both IT and OT traffic.
In the proposed approach, the repeated patterns were utilized to model the traffic of OT
systems. The self-similarity characteristic of IT traffic was detected and further discussed
in the literature as one foundation for network modeling [32,33]. Considering both
traffic bearing self-similar characteristics in their dynamics, a more efficient and realistic
approximation of resources can be carried out by contemplating the consequence of their
simultaneous accordance and possible interactions.

In this work, the first step is taken to address the identified gap within the active
research and state of practice in network resource management, namely modeling and
monitoring the traffic of industrial brownfield installation. It is indisputable that in the
cross-section of computer science and operational technology more sophisticated methods
can be developed with acceptable trade-offs between complexity and flexibility, as well as
innovative solutions to address the existing gaps and challenges.

5. Conclusions

In the work presented, a two-step approach was proposed for modeling aggregated
traffic classes of brownfield, and identifying various communication states to profile their
characteristics with a network-level perspective. Two parameter indicators were defined to
capture the transmission intensity of the traffic dynamic, and were deployed to identify
the work-cycles in the streaming data. The operational states in each work-cycle were
modeled with HMM as an effective method for sequential data. The importance of the first
step and the method’s performance for state identification was evaluated and validated
in two experimental setups. The comparative results showed that the proposed method
successfully captures the temporal and spatial dynamics of the network traffic for profiling
various communication states in each work-cycle.

The impact of the approach was discussed in relation to network management challenges
in future industrial networks and the related research in this field. Future work will expand the
current modeling approach to online monitoring of communication dynamic and bottleneck
prediction to optimize resource estimation and network resource management.
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