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Piper Alpha (North Sea) disaster of 1986, with 167 deaths
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•
• PATTERNS ANTI-PATTERNS

•

•
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Iterator Pattern



4

Claim Formalization 
Pattern from Denney, 
Ewen W., and Ganesh 
J. Pai. "Safety case 
patterns: theory and 
applications." (2015). 

G: Goal
S: Strategy
C: Context
A: Assumption
J: Justification
Sn: Evidence
◇: Incomplete
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PATTERN INSTANTIATION

?
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Claim Formalization 
Pattern from Denney, 
Ewen W., and Ganesh 
J. Pai. "Safety case 
patterns: theory and 
applications." (2015). 

G: Goal
S: Strategy
C: Context
A: Assumption
J: Justification
Sn: Evidence
◇: Incomplete
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Safety Case Fragment 
for the Swift UAS from 
Denney, Ewen W., and 
Ganesh J. Pai. "Safety 
case patterns: theory 
and applications." 
(2015). 
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• ASSURANCE PATTERNS ASSURANCE RECIPES
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10
I. F. Akyildiz, M. Pierobon, S. Balasubramaniam and Y. Koucheryavy, "The Internet of 
Bio-Nano Things," in IEEE Communications Magazine, vol. 53, no. 3, pp. 32-40, March 
2015.



NUCLEOBASES AS MACHINE CODE

= 00001000

11



PEPTIDES AS ASSEMBLY CODE

=
MOV AL, 1h 
MOV CL, 2h 
MOV DL, 3h

12



PLASMIDS AS METHODS

main()
{

printf("‽");
}

=
13



CELLS AS SOFTWARE

=
14



=

ORGANISMS AS SYSTEMS

=
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Program using SBOL [1] Reporter from iGEM Registry [2]

16
[1] sbolstandard.org
[2] parts.igem.org/Part:BBa_I13600

Protein 
Sequence
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Mandy L. Wilson, Sakiko Okumoto, Laura 
Adam, Jean Peccoud; Development of a 
domain-specific genetic language to 
design Chlamydomonas 
reinhardtii expression vectors, Bioinformatics, 
Volume 30, Issue 2, 15 January 2014, Pages 
251–257

• DNA COMPILER
• DNA ANALYZER
• DNA PARSER
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theatlantic.com/science/archive/2017/04/whatever-happened-to-the-glowing-plant-kickstarter/523551/
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http://2017.igem.org/wiki/images/f/ff/HQ_About2017_1.png
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http://2017.igem.org/wiki/images/f/ff/HQ_About2017_1.png

• HELD EVERY YEAR AT MIT IN BOSTON

• IN 2017: 314 TEAMS FROM 40 COUNTRIES

• OVER 6,000 STUDENTS (MOSTLY UNDERGRADUATES)

• THE TEAM FROM GHANA MADE SOME OF THEIR OWN
INSTRUMENTS FROM LEGOS

• FOR 2018: 371 TEAMS REGISTERED

• EVERY TEAM GETS A WIKI STUB TO SHARE PROJECT DETAILS (OPEN-
SOURCE PHILOSOPHY)

• TEAMS CAN BE AWARDED BRONZE, SILVER, OR GOLD MEDALS, IN
ADDITION TO SPECIFIC CATEGORY AWARDS



23



24

github.com/leifeld/dna/blob/master/DNA/src/dna/Dna.java

parts.igem.org/Part:BBa_I13600
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http://2017.igem.org/Team:UNebraska-Lincoln/Description

A plan to reduce methane emissions 
from cattle by altering digestion 
biome using engineered E. coli



THE SALE

MAYBE BIOHACKERS SHOULD MAKE ASSURANCE
CASES FOR THEIR DESIGNS?

26[1] www.fda.gov/BiologicsBloodVaccines/CellularGeneTherapyProducts/ucm586343.htm
[2] www.livescience.com/62449-aaron-traywick-death.html

[2]



27

[1] 
www.fda.gov/MedicalDevices/ProductsandMedicalProcedures
/GeneralHospitalDevicesandSupplies/InfusionPumps/ucm20251
1.htm

threatpost.com/vulnerabilities-in-insulin-pumps-can-lead-to-overdose/121064/



• IN PRIOR WORK, WE INVESTIGATED USING ASSURANCE CASES
TO ADDRESS DYNAMIC QUALITIES OF SEBOS AS SAFETY-
CRITICAL SYSTEMS [1]
• EVOLUTION

• MUTATION

• WE NOW PRESENT A NEW ABSTRACTION, A TEMPLATE-LIKE
MODEL ASSURANCE RECIPE

28

Uranium glass

[1] Cohen, Myra B., Justin Firestone, and Massimiliano Pierobon. "The Assurance Timeline: Building Assurance Cases for Synthetic Biology." In International Conference 
on Computer Safety, Reliability, and Security, pp. 75-86. Springer, Cham, 2016.



• ASSURANCE RECIPE

•

• SAFETY-MECHANISM RECIPE

• A CONTAINMENT RECIPE WITH ONE EXAMPLE INSTANTIATION

29
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http://2017.igem.org/wiki/images/f/ff/HQ_About2017_1.png

•

•

•
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Year Gold 
Medals

GRAS Containment Kill-switch Auxotrophy Degradation

2015 114 50.00% 14.04% 7.02% 3.51% 1.75%

2016 111 43.24% 20.72% 12.61% 2.70% 5.41%

2017 109 44.04% 16.51% 13.76% 6.42% 6.42%
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http://2017.igem.org/Team:UNebraska-Lincoln/Safety
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2017.igem.org/Team:UNebraska-Lincoln/Safety
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Claim Formalization 
Pattern from Denney, 
Ewen W., and Ganesh 
J. Pai. "Safety case 
patterns: theory and 
applications." (2015). 

G: Goal
S: Strategy
C: Context
A: Assumption
J: Justification
Sn: Evidence
◇: Incomplete
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PATTERN INSTANTIATION

?

?
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PATTERN RECIPE INSTANTIATION 36
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Claim Formalization 
Pattern from Denney, 
Ewen W., and Ganesh 
J. Pai. "Safety case 
patterns: theory and 
applications." (2015). 



RECIPE 1

39
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PATTERN RECIPE INSTANTIATION
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Claim Formalization 
Pattern from Denney, 
Ewen W., and Ganesh 
J. Pai. "Safety case 
patterns: theory and 
applications." (2015). 



RECIPE 2:
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PATTERN RECIPE INSTANTIATION



• ASK NOVICE USERS TO USE RECIPES TO BUILD THEIR OWN ASSURANCE CASES

• FORMALIZE A PROCESS TO GENERALIZE RECIPES FOR OTHER DISCIPLINES

•
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